RAM-IoT: Risk Assessment Model for IoT-Based Critical Assets

Keywords:

Abstract:

2 2 ¢

Kayode S. Adewole!?®?, Andreas Jacobsson!>®° and Paul Davidsson':

L Department of Computer Science and Media Technology, Malmé University, Malmé, Sweden
2Internet of Things and People Research Center, Malmé University, Malmo, Sweden
{kayode.adewole, andreas.jacobsson, paul.davidsson} @mau.se

Internet of Things, Risk Assessment, Threat, Vulnerability, Fuzzy AHP, Security and Privacy.

As the number of Internet of Things (IoT) devices continues to grow, understanding and mitigating potential
vulnerabilities and threats is crucial. With IoT devices becoming ubiquitous in critical sectors like healthcare,
transportation, energy, and industrial automation, identifying and addressing risks is increasingly important. A
comprehensive risk management approach enables IoT stakeholders to safeguard user data and privacy, as well
as system integrity. Existing risk assessment frameworks focus on qualitative risk analysis methodologies,
such as operationally critical threat, asset, and vulnerability evaluation (OCTAVE). However, security risk
assessment, particularly for IoT ecosystem, demands both qualitative and quantitative risk assessment. This
paper proposes RAM-IoT, a risk assessment model for IoT-based critical assets that integrates qualitative and
quantitative risk assessment approaches. A multi-criteria decision making (MCDM) approach based on fuzzy
Analytic Hierarchy Process (fuzzy AHP) is proposed to address the subjective assessment of the IoT risk
analysts and their corresponding stakeholders. The applicability of the proposed model is illustrated through
a use case connected to service delivery in the IoT. The proposed model provides a guideline to researchers
and practitioners on how to quantify the risks targeting assets in IoT, thereby providing adequate support for

protecting IoT ecosystems.

1 INTRODUCTION

The Internet of Things (IoT) has revolutionized how
enterprises operate and do business. The IoT en-
ables a network of interconnected machines and de-
vices such as embedded computers, sensors, actua-
tors, radio frequency identification (RFID), gateways,
and remote servers to communicate and collaborate.
This inter-connectivity drives significant process in-
novations, applications and a range of services in-
cluding smart buildings, smart homes, smart agricul-
ture, smart healthcare, intelligent transport systems,
among others (Lee, 2020). The deployment of the
IoT entails several technologies like wireless sen-
sor networks, RFID, near field communication, wire-
less fidelity (WiFi), Bluetooth, and Internet protocols,
paving ways for the collection of users’ data and for
transmission over the Internet (Jacobsson and Davids-
son, 2015; Ali and Awad, 2018).

The IoT has enabled companies to collect huge
quantities of personal information about their cus-
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tomers. The company with the most information
about its customers and potential customers is typi-
cally regarded as the most successful company. Thus,
personal information is the new oil for companies and
fierce data collection is, to a large extent, made possi-
ble through the deployment of the IoT. However, the
proliferation of IoT systems and technologies have
also exposed companies and individuals to a grow-
ing number of cybersecurity attacks, leading to seri-
ous challenges for both persons and organizations in
terms of risk for loss in reputation, compliance, fi-
nancial stability, and business continuity, as well as
to privacy exposures. This surge in cyberattacks is
largely attributed to the rapid expansion of IoT de-
vices in critical sectors such as smart buildings, smart
grids, environmental monitoring, hospital patient care
systems, smart manufacturing, and transport logistics,
where security threats and vulnerabilities can have
far-reaching consequences.

Nevertheless, the security and privacy risks as-
sociated with data collection and distribution in IoT
ecosystem are of greater concerns (Amanullah et al.,
2020; Adewole and Torra, 2022; Jacobsson and
Davidsson, 2015; Adewole and Jacobsson, 2024a).
There is a lack of effective IoT cyber risk manage-
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ment frameworks for managers (Lee, 2020; Ullah
et al., 2021). Understanding the risks related to the
use and possible misuse of information generated in
IoT ecosystems and of those that target critical assets
(e.g. hardware, software, sensors, data, etc) demands
several efforts. This requires considerable analysis
of different vulnerabilities, threats and risks, as ex-
plained by (Jacobsson and Davidsson, 2015). For the
sake of clarity, an asset refers to any device, compo-
nent, or resource that is part of the IoT ecosystem and
contributes to its operation.

Risk assessment has long been identified as an
important process to safeguard information systems
and provide suitable mitigation strategies. Since the
IoT is a technology that is based on Internet con-
nectivity, it provides the same types of opportunities
and risks as can be commonly found on the open In-
ternet. In other words, IoT is susceptible to secu-
rity vulnerabilities and is highly vulnerable to threats
that may arise both within and outside those environ-
ments. Risk assessment processes have been charac-
terized with high levels of uncertainty and impreci-
sion (Abdel-Basset et al., 2019), demanding for risk
assessment methodologies that incorporate both the
subjective and objective analysis of risk assessment
experts. Existing risk assessment approaches for IoT
assets have focused mainly on qualitative risk assess-
ment models (Ali and Awad, 2018; Ullah et al., 2021)
such as operationally critical threat, asset, and vulner-
ability evaluation (OCTAVE) (Ali and Awad, 2018),
ISO/IEC 27005 Information Security Risk Manage-
ment (ISO/IEC, 2024), and the NIST SP 800-30 Risk
Management Framework (NIST, 2024). Therefore,
a model that integrates both qualitative and quantita-
tive risk assessment of IoT critical assets is urgently
needed. This is the goal of the proposed RAM-IoT —
a risk assessment model for IoT-based critical assets.
The proposed model also incorporates the opinion of
the experts during the risk assessment process. By do-
ing so, this paper contributes in the following ways:

* proposes a model that assesses the risks targeting
assets in IoT ecosystems based on different types
of service delivery,

* provides a risk assessment model that integrates
both qualitative and quantitative risk assessment
methods to accommodate the opinions of IoT risk
assessment experts during the analysis process,

* investigates fuzzy Analytic Hierarchy Process
(fuzzy AHP) for assessing risks in the IoT due to
the high levels of uncertainty in risk assessment
processes, and

* presents a use case scenario to demonstrate the
usefulness of the proposed risk assessment model.
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The remaining part of this paper is organized as
follows. In Section 2, we discuss related works in
the domain of risk assessment in IoT-based ecosys-
tem. Section 3 presents a detailed description and dis-
cussion on the RAM-IoT. In Section 4, we present a
use case scenario to highlight the applicability of the
proposed risk assessment model, and finally, Section
5 concludes the paper and discusses future research
areas.

2 RELATED WORK

The literature on risk assessment has for the most
part focused on two distinct dimensions: qualitative
and quantitative risk assessment. Typically, quali-
tative approaches provide subjective assessment to
risk management while quantitative approaches fo-
cus on objective analysis based on numerical mea-
sures. Some well-known qualitative risk management
frameworks include ISO/IEC 27005 (ISO/IEC, 2024),
NIST SP 800-30 (NIST, 2024), OCTAVE (ENISA,
2024), and OCTAVE Allegro (Caralli et al., 2007).
The ISO/IEC 27005 deals with a set of standards de-
veloped by the International Organization for Stan-
dardization (ISO) and the International Electrotechni-
cal Commission (IEC). The main purpose is to pro-
vide support for managers on how to manage infor-
mation security risks. Although ISO/IEC 27005 pro-
vides some guidelines on sequence of activities, the
framework does not directly employ any specific risk
management method. Therefore, organization will
have to define its own approach for risk management
method based on its specific needs. NIST cyberse-
curity framework also provides five functions centred
to organizational risk management. None of these
frameworks explicitly address risk assessment of as-
sets in [oT ecosystems.

Ali et al. (Ali and Awad, 2018) propose a qual-
itative risk assessment for IoT-systems based on the
OCTAVE methodology. The authors highlights the
threats and risks connected to IoT-based systems, as
well as the importance of proper mitigation strategies
to reduce such risks.

A systematic literature review that covers 796 ar-
ticles with 56 risks related to the IoT has been pro-
posed in (Ullah et al., 2021). The authors further pro-
posed a multilayered structural division of risk man-
agement for smart cities governance based on tech-
nology, organisation, environment (the TOE frame-
work) . The authors employed metrics such as cat-
egory score, overall score, category rank, and over-
all rank to determine the criticality of the identified
risks with respect to each layer in TOE. Lee et al.



(Lee, 2020) present a review of [oT cybersecurity risk
management frameworks that cover both qualitative
and quantitative approaches, and in their review, they
also propose a four-layered IoT cyber risk manage-
ment framework consisting of (1) IoT cyber ecosys-
tem layer, (2) IoT cyber infrastructure layer, (3) IoT
cyber risk assessment layer, and (4) IoT cyber perfor-
mance layer.

Khosravi-Farmad et al. (Khosravi-Farmad and
Ghaemi-Bafghi, 2020) proposed a quantitative risk
management approach that is based on Bayesian deci-
sion networks. The framework also expands Bayesian
attack graphs by integrating risk mitigation phases to
address countermeasures for risk reduction. The pro-
posed model is made up of three phases: (1) risk as-
sessment, (2) risk mitigation, and (3) risk validation
and monitoring. One possible improvement of their
proposed approach is the need to improve the accu-
racy of the risk assessment process.

A quantitative risk assessment model that is es-
pecially related to privacy in smart homes IoT-based
systems is presented in (Werner et al., 2022). A ques-
tionnaire covering 15 major concerns with respect to
privacy were designed to reveal several features of the
connected home IoT devices for the purpose of as-
sessing the risks that are targeting them. Similarly,
(Wang et al., 2023) proposed a privacy risk assess-
ment method called STPA-FMEA to uncover 35 pri-
vacy risk scenarios related to smart home systems.

While there are many risk assessment frameworks
in the literature, none of them, to the best of our
knowledge, fully integrates qualitative and quantita-
tive approaches to provide an enhanced method for
the analysis and management of risk in IoT ecosys-
tems. In addition, these studies typically also pay less
attention to risk assessment methodology that takes
into consideration aspects of uncertainty in their risk
measurement approaches. In this paper, we aim to fill
these gaps by proposing a model that explicitly inte-
grates the opinions of IoT experts, researchers, prac-
titioners, and risk analysts during the risk assessment
process, while also incorporating fuzzy AHP to that
aspects of uncertainty and imprecision that are asso-
ciated with risk assessment. Our proposed method,
RAM-IoT, thus integrates both qualitative and quan-
titative approaches, while also taking uncertainty into
account, specifically for risk assessment in the IoT.

3 PROPOSED APPROACH

This section details the components of RAM-IoT and
provides formal guidance on its requirements. RAM-
IoT is an asset-based risk assessment model designed
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for IoT ecosystems, considering the various layers
involved in the typical case of IoT service delivery.
Each layer introduces specific attack surfaces that
may be exposed through interactions between com-
ponents across different layers. The model acknowl-
edges the inherently subjective nature of risk assess-
ments conducted by IoT analysts and other stakehold-
ers. To address this, RAM-IoT employs both qualita-
tive and quantitative risk assessment methods, offer-
ing a comprehensive and robust approach to risk as-
sessment and mitigation within IoT ecosystems.

As shown in Figure 1, the proposed risk assess-
ment model consists of different modules. RAM-IoT
considers fuzzy AHP as a multi-criteria decision mak-
ing (MCDM) approach for risk assessment to define
empirical risk measures relating to the vulnerabilities
and threats targeting the specific asset. Therefore, the
model can be viewed as providing a set of formal
structural guidelines to IoT risk analysts and their cor-
responding stakeholders on how to identify and quan-
tify risks that are associated with specific assets in the
IoT.

RAM-IoT can be formally conceptualized as a
tuple IE = (U,S,A,V,T,R,F) where IE: the IoT
ecosystem, U: users, A: assets related to S, S: ToT
services, V: vulnerabilities related to the assets which
can be exploited by threat sources, T threats target-
ing the assets A, R: risks estimation function that ad-
dresses both qualitative and quantitative risk assess-
ment methodologies. F: a mapping function that
maps the risk score to risk severity. The detail of each
component is provided as follows.

3.1 The IoT Ecosystem (ie)

Figure 2 presents a generic four-layer architecture of
IoT highlighting security and privacy as major con-
cerns. The security and privacy issues cut across
the different layers of the IoT ecosystem including
the perception where the “things” (devices, actua-
tors, etc.) in the IoT are accommodated. The net-
work layer that concerns with communication tech-
nologies, such as Zigbee, WiFi, Bluetooth, Celullar
(e.g. 5G), LoRaWAN, and MQTT (Adewole and
Jacobsson, 2024a; Adewole and Jacobsson, 2024b).
The management layer that is responsible for storage,
computing and device management, as well as for the
application and service layer that accommodates dif-
ferent software applications that render services to the
users. Services may include support for building au-
tomation, health and wellness, energy consumption
monitoring, safety and security surveillance, and so
on. Users interact with various components in the IoT
ecosystem, hence, their security and privacy are of

193



IoTBDS 2025 - 10th International Conference on Internet of Things, Big Data and Security

Service Risk

Decision Assessment Goal

Making (MCDM)

Assets

Vulnerability 1 I Vulnerability 2 I Vulnerability N

e

Risk Assessment Model

Figure 1: Proposed asset-based risk assessment model for IoT.

major concern. Thus, risk assessment of assets used
in the ecosystems is important and beneficial to the
IoT stakeholders.
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Figure 2: A four-layered IoT reference architecture.

3.2 Users (U)

Users interact with /E through a specific IoT ser-
vice, typically through a smartphone. For instance,
an occupancy detection system may requires occu-

194

pancy sensor that keeps track of user presence or
absence in a room. A set of users is denoted as
U, ={ui,uz,...,un}, Yu; € U. We assume m is dy-
namic, because a user u; can join or leave the network

at any time.

3.3 IoT Services (S)

One of the benefits of the IoT is service delivery to
users. Every activity or behavior of a user u; € U
signifies a specific service s; € S, where S is de-
noted as a set of IoT services or applications, i.e.,
S = {s1,52,...,s;}. Typical services or applications
include occupancy detection, activity recognition, fire
detection, and security surveillance, among others.

3.4 Assets (A)

In the context of the IoT, an asset refers to any de-
vice, component, or resource that is part of the IoT
ecosystem and contributes to its operation. RAM-IoT
viewed assets as the nodes N in the IoT ecosystem
that have the capability to sense, actuate, process, and
transmit data. Assets can also denote the data D be-
ing transmitted or the communication links C between
different nodes (i.e., smart devices). The goal of a ma-
licious agent is to target a specific asset. Thus, they
serve as the major reason for risk assessment.

We identify A = {NUDUC;_ut}, N is the set of
devices used by user u;, Yu; € U such as smart cam-
era, smartphone, laptop, edge servers, and gateways.
Similarly, D is the data originated from node n,n € N.



Cpi_sni 1s the communication link between nodes n/
and nk. One possible strategy by malicious agent to
compromise asset is through the communication net-
work. For example, Distributed Denial-of-Service at-
tacks (DDoS) is a category of IoT threats that targets
communication links (Amanullah et al., 2020), ren-
dering it unavailable to use for the intended IoT ser-
vice.

3.5 Vulnerabilities (V) and Threats (7')

We defined V as a set of vulnerabilities. Information
about IoT vulnerabilities can be obtained using vul-
nerability scanning tools such Nessus or by search-
ing the online vulnerability databases like MITRE’s
Common Vulnerabilities and Exposures (so called
CVEs). Similarly, T denotes a set of threats targeting
assets a,a € A. A threat is always triggered from one
or more vulnerabilities v,v € V. For example, unau-
thorized information leakage is a threat that can ex-
ploit weak data protection mechanism vulnerability to
compromise data asset when it flows through the IoT
ecosystem. Therefore, the role of the IoT risk analyst
is to identify the vulnerabilities and threats related to
a specific asset when deployed in order to deliver IoT
services. This is needed for the construction of the
fuzzy pairwise comparison matrix for the subjective
risk assessment part of RAM-IoT (see Algorithm 1).

3.6 Risk Functions (R)

To estimate the risk related to the assets to deliver ser-
vice s, we defined two functions, R,(s) and R(s). The
former denotes the risk related to asset a when used to
deliver service s. The latter is the accumulated risks
for delivering service s based on the different assets.
R,(s) is given as.

R,(s) = Oyeca(a) *max(Q,(T,V),Au (T, V)) (1)

where @(a) is the cost function (risk impact) related
to a specific asset used to deliver service s. Q,(7,V)
and A, (T,V) are two probabilities (risk likelihoods)
obtained from fuzzy AHP ranking. While Q,(7,V)
is based on independent assessment of vulnerabilities
and threats in relation to the asset, A,y (T,V) con-
sidered asset-vulnerability-threat as dependent com-
ponents. @uc4(a) is defined as.

Ouea(a)= ), 6() 2)

ie{N,D,C}

In this case, Eq. 2 accumulates all the costs associ-
ated with asset a. Recall that N, D, C € A as previously
defined. Therefore,

Qu(T,V) = max(P(V,), P(T,)) 3)

RAM-IoT: Risk Assessment Model for IoT-Based Critical Assets

where P(V,) and P(T,) are two independent proba-
bilities computed from the ranks of fuzzy AHP. The
motivation for using the max function stems from the
fact that risk likelihood is measured as a probability.
Eq. 4 and 5 give the computation of P(V,) and P(Ty).

P(Va) =[] vaj )
j=1

P(T,) =[] taj &)
j=1

The probabilities v,; and 7,; denote vulnerability
and threat likelihoods at each layer of the MCDM (see
Algorithm 1 and Figure 1). Formally, A, (T,V) is
given as.

Aavt (T7 V) = mkax(savtk (T7 V)) (6)

where 84, (T,V) represents the leave node of the
MCDM of the fuzzy AHP approach (i.e. the fi-
nal weight of fuzzy AHP corresponding to individual
asset-vulnerability-threat). Hence, the accumulated
risks for delivering service s based on the different
assets is given in Eq. 7.

R(s) =Y Ra(s) ©)

3.6.1 Fuzzy AHP

In 1970, Saaty (Saaty and Vargas, 1979) proposed
the idea of Analytic Hierarchy Process (AHP), which
is an MCDM method for organizing and analyzing
complex decisions in the present of many alternatives.
MCDM such as AHP has been widely used in many
fields including ranking, prioritizing, risk analysis,
designing and planning, among others (Abdel-Basset
et al., 2019). AHP has shown remarkable achieve-
ment for risk analysis in supply chains to determine
a set of sustainable supplier selection criteria (Luthra
et al., 2017; Abdel-Basset et al., 2019).

Nevertheless, AHP has a drawback as it cannot
incorporate subjectivity or uncertainty in a deci-
sion making process (Abdel-Basset et al., 2019).
Therefore, fuzzy AHP technique, which is related
to fuzzy logic and MCDM, has been proposed as a
replacement (see for example (Ramik and Korviny,
2010)). Table 1 compares fuzzy AHP intensity scale
with Saaty scale. It can be seen that AHP is based
on a nine-point scale that is used for assessing the
relative importance of each pairs of criteria. The
motivation for adopting fuzzy AHP is to address
the subjective assessment of the IoT risk analysts
and to integrate both qualitative and quantitative
risk assessment methods in the proposed model.
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During risk assessment, IoT risk analyst creates a
fuzzy pairwise comparison matrix related to each
vulnerability with respect to the target asset as well
as the threats with respect to the vulnerabilities that
could be triggered by the threat sources (see Figure 2
and Algorithm 1). This fuzzy comparison matrix is
generally given as:

1 ap ... damp
A _ any 1 1 axp (8)
anl dp ... 1

where G;; = (1,1,1) ifiisequal to jand &; = 1,3,5,7
or 171,371 571 7-1 9=1if i is not equal to j.

Table 1: Fuzzy AHP scale with respect to Saaty scale.

Intensity of
Important

1 1 Equally (1,1,2) (1/2,1,1)
impor-

tant/preferred
Moderately 2,3.4)
more impor-
tant/preferred
5 5 Strongly 4,5,6)
more impor-
tant/preferred
7 7 Very (6,7,8)
strongly

more impor-
tant/preferred
Extremely (8,9,10)
more impor-
tant/preferred

Membership
function

Reciprocal
number

Fuzzy ‘ Description

(1/4,1/3,1/2)

(1/6,1/5,1/4)

(1/8,1/7,1/6)

(1710,1/9,1/8)

In fuzzy AHP, each rank computed for vulnera-
bilities and threats need to be defuzzified to obtain
the crisp values. For the fuzzy AHP part, we em-
ployed Ramik AHP as described in (Ramik and Ko-
rviny, 2010). Algorithm 1 provides a detailed descrip-
tion of RAM-IoT model for risk assessment.

3.7 Mapping Function (F)

The purpose of the mapping function F is to establish
the risk severity level for the risk score obtained from
Algorithm 1. This severity level will assist IoT risk
analysts and their stakeholders to make an informed
decision regarding the risk of delivering the IoT ser-
vice using the different identified assets. The first step
is to normalize the risk score R(s) to a value in the in-
terval [0,1] using the Min-Max normalization. The
IoT risk analyst then determine the Min and Max val-
ues based on expert knowledge. Min-Max normaliza-
tion is given as:
R(s) — min(R(s))
Ruom(8) = O RG) —minRG) )
Secondly, the normalized risk score is mapped by
function F to determine the risk severity level such
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Algorithm 1: Proposed RAM-IoT.

Input: IoT service s, assets A

Output: risk score R(s)

Identify all assets a € B, B € A needed to
deliver service s

while a € B do

Estimate asset costs (risk impact)
according to Eq. 1 and 2

Identify all vulnerabilities v € V and
threats r € T targeting a

Develop AHP MCDM hierarchy for risk
modeling as shown in Figure 1

Create the fuzzy comparison matrices
according to Eq. 8 and Table 1

Calculate the inconsistency index (NI)
based on (Ramik and Korviny, 2010)

Determine ranks/weights for each
vulnerabilities and threats using Ramik
Fuzzy AHP (Ramik and Korviny, 2010)

Calculate risk likelihoods for Q,(7,V)
and A, (T,V) using Eq. 3 and 6 based
on the ranks/weights

Compute the risk score R,(s) using Eq. 1

Sum up the risk scores for R(s) using
R,(s) for asset a

end
Return R(s)

that:
Rsev = F(Rnnrm(s)) (10)
We then define a membership function for risk
severity level Ry, as in Eq. 11.

Low if Ryorm(s) < 0.5

Rsey = { Medium if 0.5 < R,pm(s) <0.7 (11)
High if Ryorm(s) > 0.7
4 USE CASE

In this section, we present a use case scenario related
to smart room booking service. A typical IoT-based
room booking system in a smart building may be seen
as a cross section of the IoT and thus includes the
following components: IoT sensors such as smart IP
camera to capture occupancy; a web/mobile booking
platform that allows users to book rooms; smart door
lock for access control to the room; a digital displays
mounted outside the room to show real-time booking
information, such as current reservations, availabil-
ity, and upcoming schedules. A network and commu-
nication infrastructure that connects the IoT devices,
sensors, and the booking platform, enabling seamless
communication and data exchange across the system.



To keep the discussion simple, we present MCDM
hierarchical structure that will be used for risk assess-
ment as shown in Figure 3. This figure comprises
three assets from the described scenario. Six vulner-
abilities and threats were identified as shown in the
figure. Next is to apply fuzzy AHP to compute the
risk likelihoods as discussed in Section 3. For the
fuzzy AHP part, we used the fuzzy AHP tool devel-
oped by Palacky University Olomouc (Palacky Uni-
versity Olomouc, 2024) since it is based on Ramik
fuzzy AHP (Ramik and Korviny, 2010) adopted in Al-
gorithm 1.

Service Layer Service: {smart
room booking)

a2:Web/Moblle
App

a3:Door lock
sensor

viiLackot | (v2:Unauthorised | (*3 oK OOV (* ya:unfitered v5:Weak v6:Poor
firmware update || data access s inputs password authentication

cor
Thveat Layor [™—— | ] [
S1:Remols [Er— t6:Privilege
unauthorized | t2:Privacy attack [lita:Butter overtiow| t4:SQL Injection L Bl g
hacking escalation
... S 1 . L >

Figure 3: Use case scenario for smart room booking.

The fuzzy AHP pairwise comparison matrices are
defined using this tool. We then obtain the respec-
tive risk likelihoods as discussed previously. Figure 4
shows a sample fuzzy comparison matrix for the vul-
nerabilities (i.e., lack of firmware update and unau-
thorized data access) with respect to the IP camera
asset. We ranked lack of firmware update as strongly
more important (i.e. (4,5,6)) than unauthorized data
access (see Table 1). The reason is that if the firmware
of the IP camera is well-secured, it could potentially
prevent the threat to unauthorized data access. This
shows a typical way in which fuzzy AHP can accom-
modate expert opinion in defining the pairwise com-
parison matrix. This process is repeated for other
assets. The pairwise comparison matrix defined for
the threat layer must be subjected to the vulnerabil-
ity layer. This is how the ranking is performed until
the final weights for asset-vulnerability-threat (i.e. the
leave nodes) is obtained based on fuzzy AHP.

The results obtained for the sample use case is
shown in Table 2. The descriptions of a; to as, v;
to vg, and #; to tg can be found in Figure 3.

From the results of the assets-based risk assess-
ment approach demonstrated above, it can be seen
that asset ap (i.e. Web/Mobile app) has the highest
risk score based on the integration of qualitative and
quantitative risk assessment methods. Furthermore,
using Eq. 7, the overall risk score (i.e. R(s)) to de-
liver the smart room booking service is 142.72. Using
expert knowledge, if we assume that the min and max
values are 0 and 190 respectively, corresponding to no
loss and the cost of losing all the assets, then, by Eq.
9, Ryorm(s) is 0.7511. Therefore, based on Eq. 11, the
risk severity of delivering the service in the described

RAM-IoT: Risk Assessment Model for IoT-Based Critical Assets

Fuzzy AHP  New project Open project Save project Load an example Abou

Set Saaty matrix

5/8 | Derive criteria weights ~ « Previous step || Next step »
Saaty matrix

Lack of firmware update Unauthorised data access

Lack of firmware update 1
Unauthorised data access. 1615 /4 1
Selected value

o

Results
Calculation method:  Triangular fuzzy elements |

M Lack of firmware update : 0.816 0.833 0.833 Consistency
W Unauthorised data access : 0.167 0.167 0.17 Ni=0.112

Figure 4: Sample comparison matrix for vulnerabilities
with respect to IP camera asset.

Table 2: Results based on smart room booking use case.

Asset| Asset| Vuln. |Threat ‘(—)(a,) Qa ‘Aavt Ra(s)
D
1 al vl tl $50 0.153] 0.812] 40.6
(0.833) (0.812)
v2 )
(0.167) (0.188)
P(Va1) o P(Ta1) 5
0.139 0.153
2 a2 v3 3 $100 [ 0.215] 0.688| 68.8
(0.250) (0.688)
v4 t4
(0.750) (0.312)
P(Va2)  P(Ta2) 5
0.188 0.215
3 a3 vS t5 $40 0.139] 0.833] 33.32
(0.833) (0.833)
v6 t6
(0.167) (0.167)
P(Va3) g P(T.3) 5
0.139 0.139

IoT environment (i.e. IE) with those vulnerabilities
and threats is on the high side.

S CONCLUSION

This paper presents a risk assessment model, RAM-
IoT, that can be used to assess the risks relating to
critical assets used for service delivery in IoT envi-
ronments. To address the main gap identified in the
literature, this study integrates both qualitative and
quantitative risk assessment methods to provide a ro-
bust risk assessment approach. A multi-criteria deci-
sion making (MCDM) method that is based on fuzzy
AHP was introduced to tackle the subjective assess-
ment of IoT risk analysts. The proposed approach
also addresses uncertainty and impreciseness in risk
analysis. The model is useful for creating awareness
of risks and to educate IoT stakeholders of the likeli-
hood and scale of potential risks. RAM-IoT is envi-
sioned as useful decision support in determining what
actions are required to mitigate risks and their impacts
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to IoT environments. In the future, we aim to auto-
mate the different components of the proposed model
and to investigate the possibility of integrating it with
the Common Vulnerability Scoring System (CVSS).
It will also be interesting to study the applicability of
the proposed model when considering risks that are
related to human factor and context-specific risks.
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