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Abstract: This study analyzes the decline of civil liberties in the digital democracy era by examining Indonesia's 
democracy paradox. Using a qualitative approach and Van Djik's (1993) Critical Discourse Analysis (CDA), 
this research explores the connection between digital democracy and social criticism. While digital democracy 
theory suggests that technology enables greater public participation in expressing aspirations and government 
criticism, the case of Indonesia shows the opposite. Indonesia's democracy index dropped by 0.18 compared 
to the previous year, indicating that increased social media use has not strengthened democracy or civil 
liberties. The findings reveal that the rise in social media users does not correlate with an improved democracy 
index. This highlights the need for wisdom in using digital platforms to foster meaningful democratic progress. 
Furthermore, the government appears to lack sufficient digital democracy literacy, which hinders its ability 
to harness technology for improving civil liberties. Therefore, while internet penetration grows, efforts must 
focus on responsible use of social media and strengthening digital literacy to enhance Indonesia's democratic 
quality. 

1 INTRODUCTION 

Claim euphoria to dominate digital democracy by 
using digital direct democracy and listening to 
aspirations online (Hilbert, 2009). As such, digital 
democracy is evolving with a more objective 
approach to breaking the dichotomy of direct and 
representative democracy in a democratic but digital 
way. Levy (2021) introduces digital media or new 
media as content in the form of a combination of data, 
text, sound and various types of images stored in 
digital format that can be disseminated through 
broadban optical cable-based networks, satellites or 
microwaves. Digital media has unique characteristics 
compared to traditional media. This is because digital 
information is easily changed and adapted in various 
forms. In addition, digital media is a new way for 
someone to gain new experiences in relation to media 
technology. Digital media also has the ability to 
determine the public agenda by selecting and 
emphasising certain issues.. Van Dijk (2012) said that 
the role of digital participation initiatives from civil 
society can outweigh government initiatives, 
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although their influence on political decisions is 
debatable. In addition, the government does not yet 
have adequate mechanisms and capacity to deal with 
increased digital participation (Judhita, 1925). Digital 
participation in this society has negative and positive 
impacts according to the theme raised. In addition, 
not all countries are open to digital media. The 
paradox in digital democracy in China is seen through 
the use of technology for social surveillance. This is 
supported by the study of Zhang and Fung (2013) 
shows that there was propaganda by a Chinese media 
TV station on one of its citizens who had the initiative 
to organize Shanzai online. Unfortunately, the site 
could not appear because it was blocked by the 
government. While digital platforms offer spaces for 
public participation, many are also used to monitor 
and restrict free speech, creating a tension between 
individual creativity and government control. Thus, 
such public participation is better known as digital 
democracy.  

Digital democracy is the participation of citizens 
in the political process through digital platforms such 
as online voting, online petitions and discussion 
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forums. Digital media encourages transparency and 
accountability in government by facilitating access to 
information and public scrutiny. Therefore, digital 
democracy provides new opportunities for 
participants in digital media to actively participate in 
decision-making, and increase their voice in the 
political process. Several previous studies have 
shown that various digital democracies can enable 
easier participation. One of them is the hashtag of 
#MahsaAmini. The hashtag is an attempt by 
protesters through social media such as X to oppose 
several points of criticism about the government in 
Iran, one of which is the use of the hijab (Kermani, 
2023). #MahsaAmini shows the integration of 
technology in the process of digital democracy. Thus, 
campaigns are not only conducted directly in the field 
but also through social media. According to Nyoka 
and Tembo (2022) Digital democracy became an 
alternative for people making collective efforts to 
demonstrate against the government such as 
#ThisFlag during the Tajamuka riots in Zimbabwe. 
Lutscher and Ketchley (2023) shows the other side of 
digital democracy, where many anti-regime social 
media users in Egypt have new accounts by hiding 
their information to avoid online codes of conduct. 
Tseng (2023) also introduced gamifiction democracy 
as digital democracy through the application of game 
elements to increase engagement and participation. 
These gamified democracies include DecideMadrid 
and vTaiwan. Both initiatives focus on public 
participation and the use of technology to improve 
decision-making processes. DecideMadrid is a 
platform developed to engage the citizens of Madrid 
in proposing ideas and participating in discussions on 
important issues. In addition, vTaiwan is a tool 
developed by an online platform with the aim of 
allowing citizens to provide input and participate in 
the legislative process.  

In Japan, their government is able to integrate 
information and communication technology as an 
instrument of citizen participation, and it seems that 
local governments are more capable than the central 
government (Takao, 2004). Therefore, there is an 
attempt to build a new form of participatory 
democracy that can complement the government 
representation system. On the other hand, people in 
South Korea were able to influence the cancellation 
of beef imports by lighting candles and sharing the 
event on the internet (Kim and Kim, 2009). In 
contrast to Malaysia, research of Majid (2010) shows 
that the state civil apparatus is not fully prepared and 
trusts public aspirations conveyed through digital 
technology. Studies of digital democracy in these 
countries generally illustrate that ideas, criticism or 
control can be easily conveyed to political elites or 
those in power in today's digital society. If the 
government does not immediately respond to 

criticism and aspirations, the issue can develop into a 
digital-based protest movement. In Indonesia, there 
has been a feud between the Komisi Pemberantasan 
Korupsi or Corruption Eradication Commission 
(KPK) and the police. Then, a narrative emerged in 
the public arena about 'lizard versus crocodile' (cicak 
versus buaya) (Lim, 2013). The KPK is symbolized 
like a lizard, and the police is symbolized like a 
crocodile. This community protest movement spreads 
through digital means with the hashtag #saveKPK. 
Thus, in 2012 this movement protected the KPK from 
weakening effort.  

The emergence of public criticism using digital 
media continues to occur in Indonesia. The most 
recent example was the student and people movement 
in September 2019 using the hashtag 
#Reformasidikorupsi (reform is corrupted) to reject 
the weakening of the KPK. The KPK is about to be 
weakened by revising the KPK Law by the DPR 
(People's Representative Council). This student and 
people protest movement received wide support 
nationwide in almost all provinces in Indonesia, 
although it was later not heard by the DPR and the 
President. The digital-based movement also occurred 
in October 2020, which also occurred widely in all 
provinces; the people and students expressed their 
rejection of the ratification of the Omnibus Law on 
Job Creation (Anggraeni and Rachman, 2020). ot 
half-heartedly, this movement is also supported by 
Nahdlotul Ulama and Muhammadiyah Islamic 
organizations in Indonesia. This movement also uses 
hashtags on social media with the hashtag 
#MosiTidakPercaya. That means motion not believe 
from people who had become the top Twitter trending 
topic in Indonesia. The government and the DPR did 
Protest social movements have also emerged 
massively because of digitalization. This happened in 
the Arab Spring phenomenon, which brought down 
power in Egypt (Kubbara, 2019). 

Digital-based aspirations and digital-based 
protest social movements in political literature can be 
categorized as a digital democracy phenomenon 
(Nelson et.al, 2017). Ruby (2014) shows that digital 
democracy also affects policies in Tunisia and Egypt. 
The Arab Spring events in the two countries revealed 
that the accessibility and rapid dissemination of 
information through new social media have made it 
easier to channel opinions and spread ideas (Coşkun, 
2019). Thus, these events increase the ability of 
citizens to influence government policies or political 
elites. Freeman dan Quirke (2013) concluded that in 
this digital democracy situation, there had been a big 
leap for the government to consider the aspirations of 
citizens in the decision-making process directly. In 
addition, digital democracy is used by citizens as a 
tool to pressure the government to make changes 
(Rhue and Sundararajan, 2014). In Taiwan, political 
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forums conducted digitally are more visible in a 
discursive manner by offering the possibility of 
practicing deliberative democracy (Fen, 2010). 
Although the practice of deliberative democracy has 
not yet concluded that this phenomenon can be called 
the digital public sphere, where the discourse process 
on public issues occurs more deeply.  

A number of studies above show that the digital 
democratic era allows easy access to express 
aspirations. The right to express opinions is more 
easily channelled and responded to more quickly than 
using conventional methods. This means that citizens' 
civil liberties should be better in this digital era than 
before entering the digital democracy era. Since civil 
liberties are one of the indicators to assess a country's 
democracy index, it is in this digital democracy era 
that a country's democracy index should have 
progressed (Miller and Vaccari, 2020). According to 
The Economist Intelligence Unit (EIU) (2020), 
Indonesia's democracy index score is 6.30, civil 
liberties score is 5.59, and political culture score is 
4.38. These scores have decreased since 2016. 
Meanwhile, technological advances that continue to 
develop should be able to encourage public 
participation through digital democracy. Therefore, 
democracy in Indonesia has regressed and is leading 
to a worsening democracy. The decline in the 
condition of democracy is a challenge for social 
science in finding solutions that can improve digital 
democracy in Indonesia. Therefore, this research 
aims to analyse the actual phenomenon of democracy 
in Indonesia, especially in the face of worsening civil 
liberties in the era of digital democracy. 

2 METHOD 

This research was conducted using a qualitative 
approach (Lune and Berg, 2017). In a qualitative 
approach, discourse analysis was chosen by 
researchers to reveal the phenomenon of digital 
democracy in Indonesia. Discourse analysis is a 
method to examine the discourse contained in 
communication messages both textually and 
contextually (Van Dijk, 1993). Thus, the analysis 
used to connect the phenomenon with social criticism 
related to digital democracy uses Critical Discourse 
Analysis (CDA). In this research, the researcher uses 
a qualitative approach with the Van Dijk (1993) 
model of discourse analysis research. Therefore, this 
study describes three dimensions: text, social 
cognition, and social context. The unit of analysis 
used is the internet user index from We Are Social 
data and the democracy index from The EIU data. 

The types of data collected are the results of research 
and books related to digital democracy in Indonesia. 

Analysis of text data in this study uses three stages 
of Van Dijk; namely, the researcher collects texts 
related to Civil Liberties, digital democracy, and 
paradoxical democracy. Then describe and classify 
the text according to the structure of the discourse 
elements of Van Dijk model. Furthermore, an 
explanation is carried out by analyzing the text 
according to the technical analysis of the Van Dijk 
model, which refers to six elements: thematic, 
semantic, schematic, syntactic, stylistic, and 
rhetorical. The data collection technique used in this 
research is documentation. The documentary method 
is data collection by tracing social cognition, 
ideology, community situation, micro and macro 
dimensions of society, socio-political actions, and 
actors who have institutional roles. After that, analyze 
the structure of society. In the macro-structure aspect, 
we identified global meanings related to democracy 
through themes in the Economist Intelligence Unit 
Report. In addition, the researcher schemes the text in 
digital media related to the #MosiTidakPercaya 
hashtag. Thus, the meaning to be emphasised in this 
research is the paradoxical democracy that exists in 
Indonesia. 

3 RESULT AND DISCUSSION 

3.1 Result 

Along with the development of information 
technology and the high number of digital media 
users, theoretically democracy in Indonesia should 
increase from year to year. This is because the 
presence of digital media and the advancement of 
technology provides freedom for the public to control 
the government openly. Coleman (2015) shows that 
communication technologies are emerging at the right 
time to address the challenges posed by the crisis of 
confidence in democracy. This condition can be seen 
from various cases in Indonesian digital media such 
as the hashtag #MosiTidakPercaya (Motion of No 
Confidence). In 2020, there was an Omnibus Law on 
Job Creation that provoked reactions from various 
groups of people in Indonesia. Public disappointment 
emerged through social media Twitter (currently 
changed to X). The sense of disappointment was 
shown by giving the hashtag #MosiTidakPercaya. In 
democratic principles, accountability and 
transparency come first. However, the formation of 
the omnibus law ignores the principle of 
transparency, which is not in line with Law No. 
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12/2011 on the formation of laws and regulations 
(Khozen et.al, 2021). Thus, people are protesting 
through social media. Optimism about digital 
democracy is due to a more inclusive and effective 
society. Therefore, this research provides an 
overview of paradoxical democracy in Indonesia. 
Paradoxical democracy leads to the democratic 
principle of providing freedom of expression and 
voting rights to balance individual freedom with the 
collective need to maintain stability and justice. 
When the internet first came into use, and cable TV 
came into being, Shamberg (1971) argue that people's 
skills in using information technology can restore 
democracy. This happened in the United States fifty 
years ago. Therefore, Shamberg believes that the 
development of information technology is an 
opportunity to make democracy better. Reflecting on 
the current conditions in Indonesia, data on internet 
users has continued to surge since 2013. 

 
Figure 1: Internet users over time. 
Source: We are Social (2023) 

 
We are social is an agency that focuses on social 

media. We are Social's Digital Indonesia 2023 report 
provides an overview of social behaviour in online 
communities, cultures and subcultures in Indonesia. 
The data in Fig. 1 shows that in 2016 there was a 
significant increase in internet users reaching 49.8%. 
However, from 2020 to 2022 the increase in internet 
users was not very significant. In 2023, there was a 
5.2% increase in internet users. 

 
Figure 2 : Main reasons for using the internet. 
Source: We are Social (2023) 

Fig.2 shows the various reasons for using the 
internet in Indonesia. With regard to the conditions of 
digital democracy, generally 83.2% of internet usage 
is done to find information. However, 41.2% of 
internet users share their opinions. In contrast, 31.1% 
use social media to share and discuss their opinions. 
Instagram is one of the social media platforms used 
by internet users at 18.2%. Furthermore, Tiktok 
(14.9%), Facebook (14.2%) and Twitter (8.2%). 
Although twitter users are not as numerous as on 
Instagram, but various layers of society use X or 
twitter to show freedom of speech. 

 

 
Figure 3 : Hashtag #MosiTidakPercaya. 
Source: Twitter 

 
Fig.3 reflects the challenges and dynamics of 

democracy in the digital age. Therefore, the 
democratic process has evolved into digital 
democracy. In other words, digital democracy makes 
information and communication technology support 
the democratic process, increase public participation 
and improve transparency in government. The 
#MosiTidakPercaya hashtag is a form of public 
scrutiny of government performance to improve 
accountability. Unfortunately, the increasing number 
of internet users has not had a significant impact on 
Indonesia's democracy index. 
  

Social Science in Action: A Study of the Paradox of Democracy in Civil Liberties in the Digital Era

237



Table 1 : Indonesia's democracy index 2020 - 2023. 
YEAR 2020 2021 2022 2023 
Overal 
Score 

6.30 6.71 6.71 6.53 

Rank 64 52 54 56
Electoral 
process and 
pluralism 

7,92 7,92 7,92 7,92 

Functioning of 
Government 

7,50 7,86 7,86 7,86 

Political 
Participation 

6,11 7,22 7,22 7,22 

Political 
Culture 

4,38 4,38 4,38 4,38 

Civil Liberties 5,59 6,18 6,18 5,29
Source: The Economist Intelligence Unit (2024) 

 
Based on the Democracy Index Report from The 

Economist Intelligence Unit (2024), the democracy 
index in Indonesia has decreased in score and rank. 
Table 1 shows that the civil liberties index value 
increased in 2021 and stabilised in 2022. However, in 
2023, the civil liberties index decreased by 0.89%. 
Civil liberties are basic rights that must be protected 
by law as a form of individual protection from abuse 
of power by the state. In addition, from 2014 to 2023, 
Indonesia's democracy index has always experienced 
an increase and decrease. The Economist Intelligence 
Unit (2024) in its report indicates that democracy in 
Indonesia is flawed.  

3.2 Discussions 

The phenomenon of increasing social media users 
logically and based on a number of studies that have 
been presented allows civil liberties, for example in 
terms of expressing opinions and associating, to 
increase which has an impact on the high number of 
Indonesia's democracy index. But in fact, amidst the 
increasing number of internet users and social media 
users, Indonesia's civil liberties rate is low. This 
condition is supported by the researcher's findings 
through discourse analysis of #MosiTidakPercaya on 
social media regarding the enactment of the Omnibus 
Law. This research is in line with Mahy (2022) 
Whereas, there has been a decline in democracy in 
Indonesia. One of these setbacks is shown through the 
amendments made to the enactment of the omnibus 
law. Thus, the 2023 democracy index data issued by 
The Economist Intelligence Unit is in line with 
current conditions. The existence of discourse 
through social media does not have a significant 
impact. Theoretically, when entering the digital era, 
few scientists believe that the presence of new 
communication technology will bring better 
democracy (Coleman, 2015) (Halbert, 2016). 
Without a doubt, digital communication has emerged 
at the right time to answer the challenges that arise 
due to the crisis of trust in democracy[33]. However, 
the existing technology in Indonesia has not been able 

to increase the index of a good democracy. Therefore, 
the democracy index presented by Halbert (2016) and 
Coleman (2015) does not show significance. This is 
because, empirically based on reports from research 
institutes and previous studies, democracy in 
Indonesia has worsened in the last four years. 

As revealed in the research findings, it concludes 
that democracy in Indonesia leads to an illegal 
situation (an increasingly illiberal situation). These 
findings are in line with the study results by Diprose 
et al. (2019). In addition, the research of Kusman and 
Istiqomah (2021) positioned Indonesia in the new 
despotism political situation, which refers to the 
theoretical terminology put forward by Keane (2020). 
Diprose et al. (2019) also added that the illiberal 
tendency is growing, however, alongside economic 
and resource nationalism agendas. Nevertheless, the 
"illiberal turn" has been driven by the deepening 
inequalities in Indonesian society. Thus, this study 
shows a strong trend towards the growth of an illegal 
situation in Indonesia. Factors that drive the illegal 
conditions include the increasing inequality in 
society, especially in terms of civil liberties and other 
democratic rights. It is not surprising that democratic 
freedom in Indonesia appears to be shackled by 
political dynasties and oligarchs. Hadiz (2017), in his 
research, also adds that the failure factor of the state 
and market in dealing with social injustice is the 
factor being analyzed. Therefore, the results of this 
study indicate that the declining democracy index is a 
factor that encourages the emergence of illegal 
practices. 

The research findings reveal that during the last 
14 years, there has been an increase and decrease in 
the Indonesian democracy index. In addition, civil 
liberties and political culture are not considered to be 
in good condition. Thus, it is undeniable that the 
decline in the democracy index reveals the 
phenomenon of illegality and new despotism in 
Indonesia. The worsening of civil liberties occurs 
when digital social media is growing in Indonesia. In 
addition, the increasing increase in social media users 
does not indicate an increase in the democracy index. 
This is possible because of the discovery of new 
theoretical problems from the practice of digital 
democracy in the case of Indonesia. 
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4 CONCLUSIONS 

This study concludes that the theory of digital 
democracy believes that the development of 
information technology allows the wider public 
involvement in conveying aspirations and criticisms 
of the government; in fact, in the case of Indonesia, it 
is the opposite. This is because Indonesia's 
democracy index fell 0.18 compared to the previous 
year. Therefore, there is a phenomenon in Indonesia 
that shows that digital democracy cannot encourage 
better democracy and increase civil liberties in a 
country. The results of this study are expected to be a 
concern for the government to formulate digital 
democratic governance. Because if the government is 
not ready to enter the era of digital democracy where 
criticism occurs very quickly and it is easy to become 
a public conversation on social media. This will lead 
to new conflicts and reduce the people's civil liberties. 
In addition, this research is expected to be a guide for 
future research related to new digital-based political 
behavior. Considering the condition of civil liberties 
has always been a problem when expressing their 
aspirations. Especially with the Electronic 
Information and Transaction Law which can be used 
to reduce civil liberties through digital democracy. 
Therefore, it takes wisdom in the use of social media. 
Thus, an increase in the number of internet users can 
boost the democracy index in Indonesia 
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