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Power Network Monitoring System is a key link in the economic and social development of our country, its

network security problem is attracting more and more attention. Based on the practical background of
northeast power grid, this paper proposes a new type of security system for general network security system,
the network security system with “Trusted Computing as the core, safety controllable protection as the goal
and safety immunity as the feature” has been applied in practice.

1 INTRODUCTION

With the gradual deepening of the security protection
of the power monitoring system, each power
generation company and power grid company have
taken a lot of security protection measures, and
installed the isolation device in the lateral
transmission, separating the production control and
management information, a set of longitudinal
password authentication device is arranged in the
longitudinal transmission part, which can verify the
information between the master and the auxiliary
stations. In order to realize the real-time monitoring
of the security equipment and the real-time early
warning, centralized visualization and
comprehensive analysis of the network security
events, all the security protection equipment in the
power monitoring system are connected to the
internal network security monitoring platform, it
provides reliable data source and analysis method for
power grid security evaluation, and improves the
level of power grid security management and control.
Figure 1 shows the general architecture of the existing
internal network security monitoring platform.

The current power grid monitoring system, mainly
depends on the internal network security monitoring
platform, based on the grid network to build a
complete network security defense system, but the
internal network security monitoring platform, only
the edge equipment in the secure area of the power
grid and the local equipment with vertical encryption
authentication are monitored, which cannot
effectively monitor the equipment and system in the
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power grid (Shi Zhiguo, 2018). Therefore, we cannot
control the source of virus and danger in the power
grid, and cannot guarantee that the hidden trouble in
the power grid will not be found, thus causing a series
of security accidents. In a word, an effective network
security active defense system is set up to detect the
status of the access network equipment, so as to
realize the monitoring and positioning of the access
network equipment.

2 PLATFORM DESIGN

The characteristics of the power monitoring system
are: the network is private and relatively closed,
equipment and users are relatively stable, in the
internal network or port use of proprietary internal
services, the use of autonomous procedures to deal
with network messages, therefore, when a user or
device exceeds its authority, it may be considered a
security risk. The electric power monitoring system
runs on the special service network, its service type is
special, the data flow direction is relatively fixed, the
service system structure is homogeneous, all
monitoring equipment is transmitted according to the
protocol required in the power system and is managed
by the grid company or power generation company.
With the related technology and Management
Foundation, the implementation of network security
monitoring can be transferred from the edge node of
the network to the network switches, routers, servers,
hosts, work nodes and other specific equipment, the
detection program is used to detect and deal with

275

In Proceedings of the 2nd International Seminar on Artificial Intelligence, Networking and Information Technology (ANIT 2023), pages 275-279

ISBN: 978-989-758-677-4

Proceedings Copyright © 2024 by SCITEPRESS — Science and Technology Publications, Lda.



ANIT 2023 - The International Seminar on Artificial Intelligence, Networking and Information Technology

various security risks such as malicious attacks and
program tampering as ecarly as possible from the
events and behaviors of the devices and personnel
connected in each network (Ma Jianwei, 2018).

Therefore, it is necessary to establish a network
security management system that organically
combines ‘“Perception recognition”, “Collection-
induction” and “Management-control”.
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Fig. 1. Architecture of intranet security monitoring platform.

The main technologies used are:

(1) The principle, Method and technology of a
network  device-oriented  self-perception-based
security event. Through the security awareness of
each device in the network, the potential dangerous
events can be detected quickly and accurately.

(2) Data acquisition, transmission and aggregation
technology based on the security of monitoring
equipment. By setting up a security monitoring
device in a network, we can complete the collection,
analysis and processing of the network threat data in
the device collection area, and the analysis results will
be transmitted to the higher level of network security
information synthesis and management platform.

(3) Collaborative design of management platform
and control system under hierarchical deployment. It
realizes the distributed management of online
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monitoring, real-time early warning, accurate
analysis, check, audit and control of network security.

According to the above description, the power
system network security management platform
designed in this paper is shown in Figure 2 below.

The substations and power plants in Figure 2 are
intended to set up a network security monitor, which
collects and collects local security information and
reports to the above dispatch platform. The
communication  transmission  between  the
management platforms at all levels and between the
management platforms of substations and power
plant equipment is based on the power dispatching
data network of the National Grid, and in order to
ensure the reliability and security of the data, a special
VPN is also used for data interaction.
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Fig. 2. Overall design of network security management system.
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Figure 3. The overall architecture of network security
management.

In the data collection of security events, our
platform uses a set-oriented collection method, which
changes the original way of analyzing and mining the
packets spread in the network, it provides a new
monitoring method for network security events
(Sudan, 2018). In particular, the method is based on
the operating system of the local host and the devices
and components connected with the network to
collect the security data of the events related to the
network device On the basis of control and
transformation data network connectivity, between

systems such as plant, power plant, master control
system, load control system and distribution network
service system, to achieve the unified control of
network security events. Based on the above research,
the integrated management and control functions of
centralized verification, monitoring, processing and
auditing of information security events will be
realized, and a complete set of system framework and
security application services oriented to power
consumption business will be formed, to ensure that
the system's security monitoring function in the
correct use of multiple dimensions. To sum up, the
overall function of the NCS system established in this
paper needs to combine 4 types of security support
modules with 5 types of integrated application
modules. 4 major security support modules, namely:
Security Data Collection, model design, platform
function management, application integration
services, it provides the basic functions of platform
for communication analysis, service access and
registration request of platform basic security data. 5
comprehensive applications, including: Network
Security Event Monitoring, security alarm and
processing, security audit and verification. In order to
meet the demand of network security and control
function of the new generation power monitoring
system, the platform function designed in this paper
can be as shown in Figure 3.

With the above architecture, the following
functional requirements are implemented:

Security monitoring, extending from dedicated
protection devices at the edge of the network to all
servers, workstations, network devices, and other
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infrastructure in the network area of the overall
network security management architecture shown in
Figure 3. (2) the monitoring of network security
events has changed from the original monitoring of
Edge events to an all-round and overall monitoring,
covering both internal and external aspects of unsafe
behavior (Gu Zhuoyuan, 2019). (3) from simple
monitoring and early warning, to network security
analysis and location, traceability processing, Audit
and verification, interactive management. (4) a
network integrated security management mode from
“Edge monitoring, static control” to “Comprehensive
monitoring, dynamic real-time management”.

3 PLATFORM APPLICATION

The implementation of the platform follows the
overall design principle of hierarchical deployment
and cooperative management, and the network
security distributed management platform s
configured to all levels of regulatory agencies, and the
network security monitoring equipment is configured
to all plant stations, thus, a new and comprehensive
network security management system is formed,
which can cover the whole power network.

(1) to increase the monitoring and collection of
mainframe services, data exchange equipment,
network security equipment, database operation and
alarm information in the power monitoring system,
the security events of the monitoring target are
recorded and analyzed to provide the data basis for
the cooperative protection of the whole network. (2)
plant and station monitors shall be installed in fossil-
fuel power station stations and substations to collect
and manage them, so as to supplement the
deficiencies of safety management methods for their
equipment and systems. (3) providing an interface for
daily operation, centralized monitoring and
management of the software and hardware operation
status of the power monitoring system, and providing
recording functions such as Operation Information
and alarm information, provide effective data
tracking support for problem resolution and
traceability (Chen Wuhui, 2019). (4) by verifying the
security configuration of the host computer and
evaluating the security risk, it is easier to find the
security defect of the host computer, so that the
security work is changed from passive defense to
active monitoring. (5) it provides an effective
management method for the occurrence and disposal
of security incidents, which can manage the whole
life cycle of security incidents from occurrence to
disposal, and monitor the operation of resources in
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real time. With the ability to view data and topology,
from passive reception to active monitoring; a unified
management of threats and vulnerabilities.

4 CONCLUSION

The construction and effective operation of network
security management platform is the basic technical
means to improve the ability of network security
situation awareness, early warning and emergency
response, it is also the primary work of network
security system of electric power monitoring system.
Compared with the previous generation internal
network security monitoring and management
platform, a power monitoring and management
platform based on Trusted Computing, security
controllable, security immune, the utility model can
play a more efficient safety protection effect in the
practical application.
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