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Abstract: Aiming at the problems of poor management effect and low security of the current multi hop cellular hybrid 
network virus identification, this paper proposes a multi hop cellular hybrid network virus propagation model 
optimization method based on network attack, mines and identifies the computer virus propagation model 
categories based on network attack characteristics, constructs a multi hop cellular hybrid network virus 
propagation evaluation algorithm, The multi hop cellular hybrid network virus propagation model based on 
network attack can reduce the probability of computer suffering from network virus and ensure the security 
of user's computer network. 

1 INTRODUCTION 

The rise and rapid popularization of the Internet has 
brought more and more benefits to people's social and 
economic interests, but it has also created broader and 
favorable living conditions for the survival and spread 
of viruses. Due to the type and complexity of the 
network, and a variety of new viruses emerge in 
endlessly[1]. Therefore, in the current computer virus 
environment, how to effectively prevent and reduce 
the harm caused by network attacks to users has 
become a major focus of the current computer virus 
research. At present, the research on the propagation 
mode of network virus mostly adopts the method of 
bioengineering to imitate its propagation mechanism 
in the biosphere and build a differential mathematical 
model of network virus diffusion. Based on the 
characteristics of network attack, a virus 
identification method in Sir mode is proposed. 
However, the state transition rate of each node must 
be fixed in the whole network. Because the spread of 
network virus has many random and dynamic 
characteristics, in the traditional mathematical model 
of network virus propagation, it is difficult to analyze 
it accurately because it is only a regular variable[2]. 
When a network attack virus appears, users usually 
have different protection and protection: some users 
will use the network attack identification method to 
detect it and repair it to strengthen the network 
defense. Some people will install a patch on the 
website before being invaded by the virus, so that 

they have a certain resistance to the virus, while some 
people will leave the website temporarily before 
being invaded by the virus, and will reconnect to the 
website after the network recovers to normal. This is 
the so-called "repeated infection". Due to the errors in 
the mathematical model of computer virus 
propagation in the past and the lack of specific 
analysis of repeated infection, an optimization 
method of multi hop cellular hybrid network virus 
propagation model based on network attack is 
proposed[3]. 

2 CONSTRUCTION OF VIRUS 
PROPAGATION MODEL IN 
MULTI HOP CELLULAR 
HYBRID NETWORK 

2.1 Identification of Computer Virus 
Transmission Model 

Most viruses take network information as the target 
of attack, causing interference to network information 
and making it unable to work normally; If the 
distribution form of the file is damaged, the file name 
will be disconnected from the content of the file[4]. In 
addition, it will also cause the hard disk to be idle, 
because it will be copied continuously, which will 
greatly occupy the hard disk and arbitrarily modify 
the files; Since it takes up the cache time, many 
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viruses will be copied continuously after being started 
and exist in the cache, resulting in insufficient cache; 
For example, in the previous CIH, the BIOS file of 
the host was tampered with. Most network infections 
are caused by the connection with other network 
nodes. Every hour, the contact between the infected 
node and other nodes is called contact[5]. In the whole 
network, the connection rate is determined by the 
number of nodes in the whole network. Intrusion 
detection is an active defense technology, which can 
detect and respond in time when the multi hop cellular 
hybrid network is in danger. Its detection process is 
as follows (see Figure 1). 

 

 
Figure 1: Network attack identification and detection 
process 

Through the analysis of the above contents, we 
can draw the following conclusions: the process of 
virus invasion and diffusion in multi hop cellular 
networks mainly includes four stages: first, data 
acquisition, second, data processing, third, invasion, 
and fourth, response[6]. Aiming at the spread and 
spread of the virus, it is divided into four types: 
normal, abnormal, repaired and attacked. The 
adjustable parameter is the strength P of insulation 
measurement. The infection mode can be divided into 
two steps, i.e. "before control" and "after control", as 
shown in Figure 2 below. 
 

 
Figure 2: Schematic diagram of virus transmission sections 

The network attack model is a virus that is close 
to natural diffusion, and the control after control is a 
difference equation based on the isolation strength 
after intervention. If the infected boundary cannot be 
immunized with the contaminated boundary, a certain 
degree of virus infection will occur, which is called 
"effective contact"[7]. This index reflects the infection 
of each infected state node to other state nodes, which 

is related to other factors, such as the diffusion 
strength of the network, the network connectivity of 
the infected node, and the network status. Generally, 
in a network node, there are susceptible States, 
infected States, immune states, potential states, and so 
on[8]. Therefore, in different modes, the probability of 
infection will also be different in the same state node. 
Since the spread of network virus is often hidden, the 
SEIR mode adds the hidden node to the Sir 
propagation mode. It is assumed that there is a virus 
with the virus in the node, but the virus in the node is 
not activated. Therefore, the node can carry the virus 
and also transmit the virus to other nodes[9]. After the 
infected state node is eliminated, there is a great 
chance that it will have permanent immunity to the 
virus, and then convert it into a node that can be 
infected. The situation transition of a typical SEIR 
mode is shown in Figure. 3: 

 
Figure 3: The SEIR model 

In the identification of network attack, we must 
first find out the node of the attack subnet, then 
construct its location according to the location of the 
node, and determine its accuracy; On this basis, the 
fester algorithm is used to encrypt the password file 
to resist malicious intrusion and enhance the security 
performance of the system. If the basic position and 
parameter group of the network node: 

( ) ( ) ( ){ }1 1 2 2= , , , , , ,m mX a b a b a b ,
where ( ),m ma b

represents the location from the node to the m-th 
malicious attack. The attacked network node will 
change ( ),m ma b before the end of the attack, it can be 
used to shorten the distance from the node and display 
the wrong location before the end of the attack[10]. 
When the child node transmits a data packet from a to 
B, it will also intercept the data packet, thereby 
causing interference; cause data B cannot receive the 
transmitted point by data A , expand at this time mY
, N intercept the data received from the subnet, and 
then determine the location of the attack according to 
the characteristics of the attack, so as to build a node 
location model. 
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Figure 4: Location identification of malicious nodes 

As can be seen from Fig. 4 that the real 
coordinates of the malicious node are (a, b), but the 
displayed error location is ( ),m ma b , In this case, the 
positioning accuracy of the malicious node will be 
reduced. Under normal conditions, the distance 
between point A and point B is: 

( )= , /AB m m mS N a b X +Y vt             (1)  

According to the formula:V is A to B  speed of 
point data packet transmission; t is A to B  time taken 
to point the packet[11]. Assume that the proportion of 
malicious nodes in all nodes is, and all sub network 
nodes are M , then M selected from network nodes
N node combination of is: 1N

MD = C − , Among the 
D selection combinations, the probability that at least 
one combination does not include malicious nodes is
：

 
( )1

DNN
AB Mp = S M C Np ′ − − −           (2) 

 

According to p′ ,determine M , after that, a new 
combination mode is selected, and the distance 
between two nodes is calculated by this method, and 
it is regarded as a node to be processed. A new 
method is adopted to replace the actual position for 
accurate calculation: 

( ) ( )2 2

AB j m j mS a a + b b
E = V

p (N M)

 − − − 
  −

′ −        (3) 
 

In the formula: ( ),j ja b  select the sub network 

node coordinates of the jth scheme. Through the 
above reasoning, the node position in the attack sub 
network can be obtained, and the accuracy of its 
position can be obtained[12]. Because of the 
differences in network structure, network congestion, 
bandwidth, delay, traffic and protocol, and network 
nodes, the network propagation and interaction are 

greatly restricted. Therefore, it is necessary to further 
apply the stochastic mathematical model to the 
mathematical modeling of computer virus 
propagation to overcome the uncertainty of computer 
virus propagation. 

2.2 Evaluation Algorithm of Virus 
Propagation in Wireless Network 

Since the original Sir contains the delayed virus 
diffusion mode, this paper further improves the SIR 
model. A new method is proposed to study the spread 
of virus in Sir mode. Add the attack delay of the 
network terminal to this mode τ , That is, during the 
period from the beginning of the spread to the 
intervention, the expenses needed to combat the 
infection are recorded as b , The time is denoted by 
s, β represents the influence of the virus, η  
represents how many viruses are affected at t, λ  
represents how much immunity to the virus[13]. In 
order to build a new improved model, we assume that 
the latest one will be infected or affected by the virus, 
but the number will remain unchanged every other 
period, indicating the number of entries and greater 
than 0,γ  indicating that its resistance to the virus also 
exceeded 0; The ratio of those susceptible to infection 
to those infected is 0 or more; At this time, the 
infected ones can be used to calculate the probability 
of virus as ( )A t ; This means that its resistance to this 
virus is also above 0; The proportion of computers 
susceptible to virus infection exceeds 0; At this time, 
the infected computer has the opportunity to perform 
computer operations, represented by u; A fixed speed 
used to express. Accordingly, the Sir improved 
communication mode is used to express: 

(1 )w E b sp μ βητ λ= − − +′                   (4) 

( )2( )s uA t zϖ βη μ γ α τ= − + + + −     (5) 

If the virus attacks the Internet, it will τ  when 
conducting a network attack, n represents the cost 
required for conducting a network attack, and the 
above mode is optimized to τ and γ  If we regard 
these variables as vectors for optimal solution, then 
any τ  is necessary to satisfy: τ ≤ γ ≤ u , andη  is 
necessary to satisfy: 0≤η ≤1. This model does not 
consider the prevention (pre immune response) of 
network users as existence, that is, from the fragile 
environment to the transferred environment[14]. 
According to the data of the national system 
emergency management system, the failure to repair 
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and prevent software vulnerabilities on time is an 
important factor causing network attacks. The 
proliferation and mutation of network viruses will 
make the security of the network and the security 
awareness of users constantly improve, and the 
upgrading and downloading of the network will also 
gradually increase. The spread of the virus depends 
on its own characteristics and network topology. The 
distribution law of the disease in the epidemic process 
of China was discussed to provide scientific basis for 
formulating prevention and control measures in the 
future[15]. There are three traditional immune methods 
for complex network viruses: random, target and 
acquaintances. For a complex network, it needs a lot 
of manpower and material resources to establish a 
network with certain immune protection ability. 
Therefore, using randomization is a very easy 
strategy to achieve[16]. The key is to immunize only a 
specific network node. The random immune 
algorithm can get the same treatment on the larger 
node and the lower node in the network. If the 
concentration of an immune node in the network is g, 
the immune threshold is: 

g
cg

w
ϖη
λ

= −
                         (6) 

While the steady-state infection density was:
 

,
1

c
g c

gR gερ σ ε
ε

− = ≤ −                    (7) 

 
Optimization parameters ε is the cost of 

network attackm R  is the incubation period of 
computer virus,σ  is the wait time for network attack. 
See Table 1 for details of simultaneous optimization 
of these three parameters: 

Table 1: Optimization of network attack cost, computer 
virus latency and network attack 

Serial 
number: 

Initial value 
of attack 

cost, waiting 
time and 
latency 

Total number 
of infected 
computers 

under initial 
conditions 

Optimized 
attack cost, 

waiting time and 
latency 

The 
combined 
maximum 
of infected 
computers

A 0.5, 0.4, 1.6 35.08 0:56,0:32,1:46 38.72
B 0.2, 1,1 20.18 0:56,0:87,0:87 38.32

 
The collected data are not all used to detect the 

transmission route of the virus, so preliminary 
screening, missing value processing, noise 
elimination, attribute selection, data standardization 
and standardization processing must be carried out[17]. 
See Figure 5 for details: 

Data filtering

Missing value processing

Noise treatment

Property selection

Data standardization and 
normalization

Data to be tested

Start

End

 
Figure 5: Data processing process 

These data cannot be completely used to detect the 
infection path of the virus, so preliminary screening, 
missing value processing, noise elimination, attribute 
selection, data standardization and standardization 
processing are required[18]. Not all access networks 
are secure, and there may be viruses. There is a 
probability that the data will be infected after entering 
the system, which makes the system infected[19]. It is 
also possible that after connecting to the system, a 
firewall is set up to let the virus enter a new system.

 
2.3 Construction of Network Virus 

Propagation Model 

In the multi hop hybrid network, intrusion detection 
is an important research content. On this basis, 
intrusion detection is carried out based on the 
network. This method has good self-adaptive learning 
performance, but it may also have problems such as 
local optimization and slow convergence[20]. 
Therefore, this paper first adopts an improved method 
based on genetic algorithm to solve these two 
problems. The optimized procedure is shown in 
Figure 6. 
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Connection weight and learning rate selection

Calculate fitness

Learning using neural network

Whether the requirements are met?

Construction of gene population

Select excellent data

Genetic planning

Y

N

Start

End  
Figure 6: Network virus interception and virus identification 
rate 

The biggest difference between this mode and the 
existing virus diffusion mode is that the connection 
between networks can only be used once at most. In 
the past, it has been found that in complex networks, 
more attention has been paid to the topology and 
properties of simple networks. But in social networks, 
user behavior plays a very important role. In a social 
network, if a node continuously sends messages 
containing the virus to neighboring nodes, it will 
strengthen the vigilance of other users. Therefore, few 
people will convey the same message to their 
neighbors. On this basis, an improved algorithm 
based multi hop cellular network virus intrusion 
propagation path identification model is proposed. 

(1) A small part of the collected samples were 
randomly extracted and used as preliminary training, 
thus laying a theoretical foundation for the 
identification of the transmission path of multi hop 
cellular virus infection. 

(2) Part of the data of a group of original training 
sets is extracted, and then the optimal solution is 
obtained by genetic algorithm. 

(3) Adjust the network based on the optimal 
conclusion. 

(4) In a wireless communication system, 
network detection is performed. 

(5) According to the conclusion of the test, 
continuously upgrade the knowledge and training 
database. 

(6) The detection of the invasion and diffusion 
pathway of the virus was completed. 

Assuming that the multi hop cellular hybrid 
network in the attack path stores data in the form of 
P, the previous data will be covered by the subsequent 
multi hop network. When the attack network reaches 
the attack network, the correct attack path will 
include: 

( )=P 1 LP P′ −                     (8) 

It can be seen from the calculation results that in 
the case of multi hop and multi-point, the probability 
of occurrence in the packet is not the same in the case 
of multi hop and multi-point, which requires 
classification of the attacked IP. After classification, 
the form of IP file title is shown in Figure 7. 

 

 
Figure 7: format of data transmission header after 
identification 

As shown in the figure 7, the biggest feature of the 
immune resource allocation problem of some specific 
objects in the scale-free network is the distribution 
and imbalance of the number of nodes in the network. 
In the network, most of the nodes are very small, but 
some large nodes become hubs. Once infected, the 
nodes linked to it will be directly infected. By 
immunizing these nodes, the boundary between them 
and the nodes can be removed, which can greatly 
reduce the spread path of the virus and realize the 
immunity to the human body. In the multi hop cellular 
hybrid network, a random labeling method is used to 
represent. When the random number is lower than a 

ISAIC 2022 - International Symposium on Automation, Information and Computing

570



given value of X, a labeled information can be 
generated to track the control target in the high-speed 
network. This mode also reloads the operating system 
to represent its infection rate. In addition, the network 
worm cooperation of the model will cause users to kill 
virus or reinstall, and will make the network return 
from the infected state to the vulnerable environment. 
In order to simplify the model, this reinfection rate 
includes the mechanical reinfection rate caused by the 
user's adaptive habits and the mechanical reinfection 
rate caused by arbitrary reasons, so as to ensure 
network security. 

3 ANALYSIS OF 
EXPERIMENTAL RESULTS 

In order to verify the recognition effect of the model 
in this paper, the propagation of network viruses was 
discussed through MATLAB 2019 software. If the 
simple calculation of k = 0.5814 holds, then 
according to the hervez stability criterion τ=0, the 
virus equilibrium point is asymptotically stable 
locally, and the nodes in each state start to increase 
from the initial value, then start to decrease after 
reaching the peak, and finally slowly return to the 
equilibrium state and tend to be stable. 

Figure 8 is a graph showing the change of the 
number of infected nodes in the regular network and 
the random network over time. 
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Figure 8: Effect of immune strategy on infected nodes in 
this model 

Ɛ=0.2

20

40

60

80

0 2 4 6 8 10
Time t

In
flu

en
ce

 ra
te

 %

Ɛ=0.25
Ɛ=0.3

 
Figure 9: Impact of immune strategy on infected 
nodes in traditional neural network model 

It can be seen from the figure that in the same 
environment, compared with the traditional neural 
network model, the model in this paper has a 
relatively high impact rate on the infected nodes in 
the actual application process, so as to better ensure 
the network operation safety. Meanwhile, with the 
increase of antibody concentration, that is, the 
effectiveness of vaccination, the time that patients 
have been infected will be shorter, and the peak 
number will be less. In each immune mode, when the 
network is in a stable state, the number of infected 
nodes will show a stability of L, which means that 
when the effectiveness of the immune strategy is 
improved, when the network is in a stable state, the 
number of infected nodes will gradually decrease, 
which means that the number of threatened nodes will 
gradually decrease. Therefore, when dealing with 
network viruses, we should take appropriate 
preventive measures, such as setting firewalls and 
anti-virus software, to enhance the immunity of the 
network. To ensure network security, the time 
evolution law of infected nodes under different 
latency delays of network attack viruses is further 
studied, as shown in the following Figure 10: 
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Figure 10: Time evolution of infected nodes under different 
latency delays of network attack virus 
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It can be seen from the Fig. 10 that the latency 
of the system μ It will play a certain role in the 
occurrence and spread of the disease. With the 
extension of the incubation period and the large-scale 
spread of the virus, the speed of its spread will 
gradually accelerate. Over time, the number of the 
largest infected nodules decreased, meaning that its 
transmission range became smaller. Therefore, when 
a network virus is infected, it will attack immediately, 
without continuous waiting or lasting too long. Then, 
it will be detected early, thus reducing the damage to 
the system. Based on the results in FIG. 10, the 
comparison records of detection results of several 
common methods are shown in Table 2: 

Table 2: Calculation results of model operation efficiency 

Experimen
tal sample 
data (PCs.) 

This 
method 

(%) 

Based on 
artificial 
immune 

method (%) 

Based on 
data mining 
method (%) 

Machine 
learning 

based 
method 

(%)
100 99 91 88 87
200 99 90 86 85
300 98 90 87 83
300 98 90 88 85
400 99 89 85 83
500 97 88 84 81
600 97 89 85 82
700 97 87 84 82
800 97 89 85 81
900 98 88 83 81
1000 98 87 83 81

Average 
value (%) 97.9 88.9 85.2 82.6 

 
It can be seen from the table that the algorithm 

is used to detect the virus intrusion propagation path 
in multi hop cellular network, and the detection rate 
reaches 97.9%; The artificial immune method is used 
to identify the intrusion path of multi hop cellular 
hybrid network, and the accuracy of identification is 
88.9%; By using data mining technology, the virus 
intrusion path of multi hop cellular hybrid network is 
detected, and the recognition accuracy reaches 
85.2%; The comparison with the above methods 
shows that this method has a good recognition effect, 
can detect the intrusion of virus and ensure the 
security of the network. 

4 CONCLUSIONS 

In this paper, we study the repeated cases in the 
process of network virus propagation, and use the 
original network attack to express the transition rate 

between various states, so as to obtain a new multi 
hop cellular network virus propagation detection 
model. From the simulation results, this model can 
well reflect the spread of the virus, so as to ensure the 
security of network operation. 
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