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Abstract: Integrated broadcast-broadband services allow viewesgraltaneously receive broadcast content over the
airwaves and additional information related to the contaet the Internet. This integration provides oppor-
tunities for new services to be tailored and offered to iitlial viewers. Viewing histories provide a rich
variety of data for service providers to learn the prefeesraf individual viewers and fine-tune their offerings.
Each person’s viewing history, however, is privacy-sésitlata and may reveal information that the viewer
does not want revealed. In this paper, we propose a systdrallbas viewers to specify a policy that they
would like to be applied to their viewing history, when shaveéth service providers, by using attribute-based
encryption (ABE). A ciphertext is associated with a poliagd it can be decrypted only by service providers
who conform to the policy. To reduce the computations of tber terminal, we develop a system with prov-
able security that allows the encryption to be outsourcealdimud server, without the need to trust the cloud
server. Although our solution is described for integratesbhdcast-broadband services, the architecture and
results could also be used for sharing viewing historieseofises such as Netflix. We implemented our
scheme and showed that it significantly reduces the conipntebst of a user terminal.

1 INTRODUCTION mation about a viewer and so must be handled with
care. Ideally, viewers want to share their viewing his-
1.1 Background tories with service providers that pass certain crite-

ria, including being trustworthy or having a high rat-

Integrated broadcast-broadband services (Baba et al.ing based on customer reviews. This, of course, can
2012: Ohmata et al., 2013; Ohmata et al., 2015; be achieved by encrypting a history using the pub-
NHK, ; ETSI, ; BBC, ; KBS, ) allow viewers to lic keys of the desired service providers, or by es-
view content through broadcast and, simultaneously, tablishing a secure connection using a protocol such
additional content through the Internet. The addi- @S TLS with those providers, and sending the data to
tional content can be used to personalize broadcastghem one-by-one. Although these solutions allow the
and provides opportunities for electronic commerce. Viewer to fully control sharing of their viewing his-
For example, in a link navigation service (Ohmata o1y, they have two major drawbacks. Firstly, they are
et al., 2015), a service provider provides program- Not s_calable:_they are computationally expensive and
related keywords for goods, locations, and shops asféquire the viewer to encrypt the data, or establish a
the television program progresses. These keywordsS€cure connection, for each provider independently,
are linked to services that the viewers can access byand this must be done at regular intervals in order to
clicking on the word shown on the screen on their Provide an up-to-date viewing history. Secondly, their
mobile devices. To make the personalization of the USe is limited to the service providers that the viewer
broadcast and services effective, viewers must shareknows, and unless the viewer does not make an effort
their viewing preferences with the service provider. 10 identify new service providers, the pool of services
Viewing histories are a rich source of data for ser- that will receive the data will be limited, meaning
vice providers to learn about viewers’ interests. Their that the viewer may never learn about new services
data, however, could reveal sensitive personal infor- that emerge.  An ideal solution for sharing viewing
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history would allow the viewer to produce a single authority (RA), a key generation center (KGC), view-
encrypted copy of their viewing history, and specify ers, a cloud server, and service providers (See Fig-
an access policy that will be enforced on the service ure 1). Viewers are registered with the RA and re-
providers. Itis also important to ensure that the com- ceive an ID (identification) and credentials that they
putation of the user terminal is minimized. Thisisim- can use when contacting the cloud server. This is to
portant not only because user terminals, such as tele-ensure that the data provided to the cloud server are
vision sets, cannot be expected to be equipped withvalid and the system is not abused. Service providers
powerful cryptoprocessors, but also because the com-are registered with the KGC and receive private keys
putation must be performed at regular intervals as new associated with their verified attributes. The cloud
viewing histories are generated. The terminal compu- server is not assumed to be honest. Each viewer’s
tations can be reduced by outsourcing them to cloud data must be protected for the sake of privacy. Also,
servers. This, however, raises the issue of trust. Out-the computation delegated to the cloud server must
sourcing computations on the original data would al- be verifiable. These requirements are captureskin
low a cloud server to learn the viewing history. More- curity and unforgeability ensuring that (i) the view-
over, one must ensure that the requested computatiorers’ personal information remains private in the sys-

has been performed correctly. tem and only accessible to the service providers who
have the required attributes, and (ii) the computation
1.2  Our Contributions of the cloud server is verifiable by the viewers and the

service providers. We use game-based definitions to
) ) model these requirements and devise an outsourcing
In this paper, we propose a secure outsourcing systemMscheme of ABE encryption that ensures these proper-
of attribute-based encryption (ABEhat (i) allows  tjes. e give formal proofs of security for these prop-
sharing of viewer's data according to a viewer-defined grties, assuming access to a random oracle by the par-
policy, (ii) reduces the viewer-side computation to a ticipants. Our scheme is based on the “large universe”
single encryption using ElGamal encryption, and (iii) ABE scheme of Waters (See Appendix A in (Waters,
ensures privacy of content and correctness of compu-qqg)) that supports an unlimited number of attributes
tation against a malicious cloud server. We use ABE anq has constant-size public parameters for any pol-
to enable viewers to encrypt their own viewing history jcy that can be described by a Linear Secret Sharing
and specify the attributes of the service providers who gcheme (LSSS) matrix. We implement the encryp-
can access the data. ABE provides an elegant meansjon a|gorithms of our scheme and the ABE scheme of
of expressing and enforcing access control policies. yyaters (Waters, 2008) on a user terminal and measure
In a ciphertext-policy ABE, a service provider has a he processing times. The experimental results show
set of attributes that is verified by a trusted author- hat our scheme reduces the encryption cost of a user
ity who issues the corresponding private key to them. terminal to about one third that of the ABE scheme of

A ciphertext can be generated by any viewer using \yaters (Waters, 2008), without assuming a trustwor-
the public key of the system. The ciphertext is at- hy server.

tached to a policy that is expressed by a Boolean for-
mula. A service provider whose attribute set satisfies
this policy can use the decryption algorithm and their Outsourcing Encryption. The encryption algo-
private key to recover the data. Encryption in ABE, rithm of an ABE scheme has a substantially higher
however, is costly, and the computation cost grows computation cost than that of conventional public key
linearly with the number of attributes. We design an encryption schemes such as RSA or ElGamal en-
outsourcing scheme that reduces the viewer-side com-cryption. Therefore, a user terminal with a low-
putation to a single EIGamal encryption. This encryp- performance CPU, such as a television set or a mobile
tion protects the viewer’s data against any attack from device, must bear a comparatively large computation
a cloud server. This ciphertext is then converted by cost when encrypting a viewing history. This prob-
the cloud server into an ABE ciphertext according to |em has motivated a number of recent studies on out-
a policy that is provided by the viewer. We do not as- sourcing schemes for the computation (Hohenberger
sume a trusted cloud server and design the outsourc-and Waters, 2014; Li et al., 2012; Zhou and Huang,
ing system that protects viewers against its potential 2011). In all these schemes, a large part of encryption
misbehavior. We consider colluding attacks where the process is outsourced to a cloud server. The schemes,
cloud server and service providers whose attributes dohowever, assume that the cloud server is eitiwar-
not satisfy the viewer’s policy would like to make the estand, while following the protocol, there is no col-
viewing history readable to themselves. lusion with other entities, or it iionest-but-curious
We consider five different entities: a registration and, while following the protocol, may collude with
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other entities to learn the private information of the ABE, a private key is associated with a set of at-
users. Ourwork is the first to consider security against tributes, and a ciphertext is associated with a policy.
amaliciouscloud server who does not follow the pro- A ciphertext can be decrypted by a user whose at-
tocol and may collude with other entities. Thisis are- tributes satisfy the policy that is attached to the ci-
alistic model for outsourcing the viewing history en- phertext. In this paper, we consider CP-ABE. Out-
cryption when viewers cannot rely on a trustworthy sourcing of ABE was first considered in (Green et al.,
cloud server. 2011), which proposed ABE decryption outsourcing
with the goal of minimizing the users’ decryption
cost and assumeldonest-but-curiougloud servers.

In (Zhou and Huang, 2011), an outsourcing scheme
for ABE encryption and decryption was proposed,
also assumindponest-but-curiousloud servers. An
outsourcing scheme for ABE encryption based on
the scheme of (Zhou and Huang, 2011) and using a
MapReduce cloud was proposed in (Li et al., 2012).
In this scheme, distributed processing is performed
by a number of cloud servers wherein at least one of
them is assumed to Heonest The scheme in (Ho-
henberger and Waters, 2014) is an online/offline ABE
scheme in which the encryption algorithm is divided
into two parts: online encryption, which is performed
by a user terminal, and offline encryption, which is
performed by arhonestcloud server. An outsourc-
ing scheme for ABE key generation and decryptionin

Towards Attribute-based Sharing of Viewing His-
tories. Outsourcing the ABE ciphertext computa-
tion to a cloud server is an attractive solution in
many application scenarios. Our scenario considers
the resource-limited clients of integrated broadcast-
broadband services, and content distribution services
such as Netflix or Spotify have similar requirements.
Here, the users’ viewing histories are known by the
service provider: in fact, they would be the basis of
any recommendation system run by it. Moreover,
users may be willing to share this data with third-party
service providers for the purpose of receiving differ-
ent services. For example, having a lot of movies for
children in one’s viewing history would suggest the
viewer has an interest in toys, and in such case, rel-

evant information can be provided directly by a third which the outsourced computation results are check-
party or through the service provider. This sharing able was proposed in (Li et al., 2014): this scheme as-

of information must meet the terms and conditions sumeshonest-but-curiousloud servers. To the best
specified by the user that are encoded as a set of at- '

tributes that the third party must satisfy. The incentive O; Ztérgnowled?e, (f)urs 'r‘? th(tar:‘ |rst| ouésourcmg schteme
for the service provider (e.g. Netflix) to outsource the ?. I elf“?fyp lonforwhenthe cloud serveris poten-
encryption is the number of subscribers and the re- 1ally maficious.
quired update frequency of the viewing history. Once
the service provider receives the user’s consent and
conditions, it uses the system proposed in this paper2 PRELIMINARIES
to minimize their computation.
Secret sharing schemes are proposed independently
1.3 Related Work by (Shamir, 1979) and (Blakley, 1979). A more recent
survey of the area can be found in (Beimel, 1996).

Sahai and Waters (Sahai and Waters, 2005) proposed2

the first ABE scheme as an extension of identity- 2-1 ACCeSS Structures

based encryption (IBE). ABE schemes are attractive o

because they allow access control of content in real- Definition 1 (Access Structure).  Let P =
istic situations. ABE schemes can be classified into {P1,P2,....,Pn} be a set of parties. A collection of
(i) key-policy ABE (KP-ABE) (e.g. (Goyal et al., subsets of?, A C 2{P1P2-P} is a monotone access
2006; Ostrovsky et al., 2007; Rouselakis and Waters, structure ifvB,C: if B € A and BC C then Ce A. A
2013; Attrapadung, 2014; Gay et al., 2015; Attra- Set AinA is called an authorized set, and a set A not
padung et al., 2016)), and (ii) ciphertext-policy ABE in A is called an unauthorized set.

(CP-ABE) (e.g. (Bethencourt et al., 2007; Cheung  |n ABE, the role of the parties is taken by the at-
and Newport, 2007; Katz et al., 2008; Nishide et al., triputes: the private key is a secret that is divided into
2008; Waters, 2008; Emura et al., 2009; Lewko et al., shares, with each share assigned to an attribute. The
2010; Okamoto and Takashima, 2010; Ohtake et al., access structuré includes the subset of attributes
2013; Rouselakis and Waters, 2013; Attrapadung andthat can reconstruct the key and decrypt the cipher-

Yamada, 2015; Attrapadung et al., 2016)). In KP- text. We only consider monotone access structures.
ABE, a ciphertextis associated with a set of attributes,

and a private key is associated with a policy. In CP-

73



ICISSP 2017 - 3rd International Conference on Information Systems Security and Privacy

2.2 Linear Secret Sharing Schemes follows. Choose a groufs of prime orderp accord-
ing to the security parameter. Lafs,by,...,by € Zp
be chosen at random agde a generator di. If an

adversary is givegi =

Definition 2 (Linear Secret Sharing Schemes
(LSSS)). A secret-sharing scheniieover a set of par-

ties? is called linear (ovetZp) if, ao+2)

9,65 6% ... ,g@"), g
Vi<j<q gsPi,g?/bi, ..., g@/bi) g@¥?/by) | g@/b)
<j< a-sby/bj g(aq's'bk/bj)

(@)
1. The shares of the parties form a vector o¥gr

2. There exists a matrix M withrows and n columns
called the share-generating matrix fét and a
functionp which maps each row of the matrix to
an associated party. That is, for= 1,...,¢, the
valuep(i) is the party associated with row i. Sup-
pose we have a column vectdr= (s ro,...,In),
where sc Zy is the secret to be shared, and
r2,...,Mn € Zp are randomly chosen, thenWMs
the vector o shares of the secret s according to
M. The sharg€MV); belongs to party(i).

It is shown in (Beimel, 1996) that every LSSS
having the above definition enjoys thirear recon- Definition 3. We say that the decisional g-parallel
struction property, defined as follows: Suppose that BDHE assumption holds if no polynomial time algo-
M is a LSSS for the access structute Let Se A rithm has a non-negligible advantage in solving the
be any authorized set, and let {1,2,...,¢} be de- decisional g-parallel BDHE problem.
fined ad = {i: p(i) € S}. Then, there exist constants
{Wi € Zp}iel such that, if{ A} are valid shares of any
secrets according tofl, theny ;¢ wiAj = s. Further-
more, it is shown in (Beimel, 1996) that these con-
stants{w;} can be found in time polynomial in the
size of the share-generating mathk Like any se-
cret sharing scheme, it has the property that for any

Vi<jk<qk#j 9

it must remain hard to distinguis@(g,g)aqHS € Gt
from a random element .

An algorithm B that outputs z € {0,1}
has advantage € in solving the deci-
sional g-parallel BDHE problem in G if

‘Pr{@(yﬁ = e(g.9)%""'8) = 0| — Pr[B(y, T =R) = 0]( >

3 DEFINITIONS

3.1 Model

The model of outsourcing ABE encryption is defined

unauthorized seb ¢ A, the secres should be infor-
mation theoretically hidden from the partiesSn

2.3 Bilinear Maps

Let G and Gt be two multiplicative cyclic groups
of prime orderp. Let g be a generator ofs and
e: G x G — Gt be a bilinear map that has the fol-
lowing properties:

1. Bilinearity: e(u®,\°) = e(u,v)® for all u,v € G
anda,b € Zp.
2. Non-degeneracy(g,g) # 1.

We say thatG is a bilinear group if the group oper-
ation inG and the bilinear map: G x G — Gt are
both efficiently computable. Notice that the majs
symmetric, since(g?,g°) = e(g,0)° = e(g®, g?).

2.4 Decisional Parallel Bilinear
Diffie-Hellman Exponent
Assumption

The decisionatj-parallel Bilinear Diffie-Hellman Ex-

as follows.

Definition 4. The outsourcing scheme of ABE encryp-

tion is a tuple consisting of the following algorithms:

Setup(A) — (PK,MSK). This algorithm takes as in-
put a security parametex. It outputs the public
parameter PK and the master key MSK.

KeyGen(PK,MSK S) — SK. This algorithm takes
as input PK, MSK, and a set of attributes S. It
outputs a private key SK associated with S.

Encrypty(PK, A, M) — (CT’, m). This algorithm
takes as input PK, an access structdreand a
messagéV . It outputs an intermediate ciphertext
CT’ and a proofrt

Encryptc(PK, A, CT’) — CT. This algorithm takes
as input PK,A, and CT. It outputs a ciphertext
CT.

Decrypt(CT, 1, SK PK) — 4/ L. This algorithm
takes as input CTr, SK, and PK. It outputg/ if
Ttis a valid proof of CT and S satisfids Other-
wise, it outputs the error messagde

Figure 1 shows a model of an outsourcing

scheme of ABE encryption for integrated broadcast-

ponent (BDHE) problem (Waters, 2008) is defined as broadband services. There are five different entities:
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Key Generation Center (KGC)

KeyGen ﬁ Setup — PK. MSK
Viewer l“) M. A

s| sk
f Encrypt Registration: i
nerypt, :

Diécivpt ﬁ}ﬂ ID,CT. A, 1 ui ID.CT" A7 ga Encrypt,

Service provider

Registration Authority (RA)

Cloud server Viewer

(plcrlal o]
| [ E 2 s

Figure 1: Model outsourcing scheme of ABE encryption for
integrated broadcast-broadband service.

a registration authority (RA), a key generation center
(KGC), viewers, a cloud server, and service providers.
The RA registers viewers of broadcast services. A
registered viewer is given identity informatid that
allows a third party to verify their identity, possibly
through interacting with the RA. The KGC sets up the
access control system by running BetupandKey-
Genalgorithms for the ABE system, and after verify-
ing the service providers’ attribut&; provides them
with private keysSK associated witls. A registered
viewer usesEncrypt, to encrypt their viewing his-
tory M that will be an EIGamal ciphertext sent to the
cloud server. This first level of encryption ensures the
privacy of the viewer information in the cloud server.
The viewer provides to the cloud server a policy that
they would like to enforce. The cloud server uses
Encrypt. to convert the received ElGamal ciphertext
into an ABE ciphertext that enforces the viewer's pol-
icy for the service providers, making it accessible
to all service providers who possess the required at-
tributes. Service providers who have received their
private keys of the ABE system and whose attributes
satisfy the viewer’s policy can udgecrypt to access
the viewing history of the viewer.

In the following, we focus on the access control

(ID,CT, A, m) for each viewer in a public database. A
service provider downloads the tuple(®®,CT, A, 1)

for a specified viewer and verifies its correctness by
usingTt. Note that the viewer can verify the correct-
ness of(ID,CT, A, ) stored in the public database.
The service provider can decry@fT and obtain a
viewing historyM iff the tuple is correct and the ser-
vice provider has a set of attributBsatisfyingA.

3.2 Security Model

The following is our trust assumptions and secu-
rity requirements for the outsourcing ABE encryp-
tion system. We assume that the viewers lzoaest
and follow the protocol. (We exclude malicious view-
ers by using identity verification at the cloud server.)
The cloud server is not trusted and may deviate from
the protocol. This assumption accounts for the pos-
sibility that a cloud server may collude with service
providers who do not satisfy the viewer’s policy and
enable them to bypass the viewer’s access policy. Ser-
vice providers follow the protocol, but may collude
together, and possibly with the cloud server, to by-
pass the viewer’s access policy and access his or her
viewing history. Our basic security requirements are
as follows:

1. Acollusion of service providers, who individually
do not satisfy the access policy of a viewer, and a
cloud server cannot obtain any information about
the viewing history of the viewer.

2. A cloud server cannot modify a ciphertext that is
decrypted into a different viewing history from the
original one.

Note that the cloud server in Requirement 2 would
have no incentive for making an attack. In this case,
the attack would interfere with a service, though it
might be performed by the cloud server.

Fulfilling the above requirements would realize

part of the system and assume that the cloud server
verifies the identity of the viewers who provide their a secure integrated broadcast-broadband service. In
viewing history, by usindD and an identity service  Figure 1, a viewer transmits an intermediate cipher-
that uses the RA registration process. This ensurestext CT’ to the cloud server for outsourcing part of
that the viewing history is provided by valid view- the encryption proces€T’ includes the viewing his-
ers. Otherwise, viewing histories may be provided tory of the viewer, so the cloud server might try to get
by fake viewers, resulting in unreliable data for ser- it (Requirement1). Then, a cloud server converts

vice providers (resulting in, e.g., incorrect viewing into a ciphertexCT, but it might be “incorrect” (Re-
statistics). Note that this does not pose a threat to quirement 2). Also, as is the case with conventional
the privacy of the viewer, as their viewing history is ABE schemes, the viewing history might be obtained
stored in encrypted form. The system works as fol- fromCT as a result of the service providers colluding
lows: First, a viewer creates an intermediate cipher- (Requirement 1). In light of the above requirements,

text CT' of s with an access structute to specify

a condition for a service provider who can decrypt
the viewing history. The viewer transmit®, CT’,

A, and a prooftto the cloud server. The cloud server
transformsCT’ into a ciphertex€T, and then it stores

we define two kinds of security for an outsourcing
scheme of ABE encryptiorsecurityandunforgeabil-
ity.

Let N = (Setup, KeyGen, Encrypt,, Encryptc,
Decrypt) be an outsourcing scheme of ABE encryp-
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tion. The definition okecurityincludes attacks made Remark 1 The above security implies the security of
by a cloud server that colludes with service providers. conventional ABE schemes. This is because an adver-
The goal of the attacker is to learn the plaintext that sary can obtain a challenge ciphertext Cfrom CT

they are not supposed to learn. Formally, we use thein the Challenge phase of the security game by using
following experiment to define security against an ad- the Encrypt. algorithm.

versary4.
Next, we define thanforgeabilityof our outsourc-
Outsourcing of ABE Encryption Experiment ing scheme. This security definition includes attacks
O—ABE—Eprf’n (A): made by a cloud server. The goal of the attacker is to
Init. The adversary gives a challenge access struc-modify a ciphertext so that it is decrypted to a differ-
ture A* to the challenger. ent plaintext from the original one. We use the follow-

ing experiment to define unforgeability with respect

Setup. The challenger runs tHgetupalgorithm and to an adversaryl.

gives the public paramet@K to the adversary.

Phase 1. The challenger initializes an empty table
T, an empty seD, and an integer countgr= 0.
Proceeding adaptively, the adversary can repeat-

Outsourcing of ABE Encryption Experiment
0-ABE-Expf (A):

edly make any of the following queries: Init. The adversary gives a challenge access struc-
e Create®): The challenger set§:= j+1. It tureA” to the challenger.
runs theKeyGen algorithm onSto obtain the Setup. The challenger runs thgetupalgorithm and
private keySK and stores in tabl& the entry gives the public paramet®K to the adversary.
(1, S SK). Theniit r:eturn§Kto the adversary. 5,61y The challenger initializes an empty tafile
challenger obtains the entry, §, SK) and sets ceeding adaptively, the adversary can repeatedly

sary. If no such entry exists, it returds . .
y y e Createf): The challenger set§:= j+1. It

Challenge. The adversary submits two messages runs theKeyGen algorithm onS to obtain the
Mo and M. The challenger flips a random coin private keySK and stores in tabld@ the entry

bf {0,1}. It runs the,: algorithmEncrypty(PK, (j» S SK). Then it return$SKto the adversary.
A*, ) to obtain CT', 7). The challenger re- e Corruptf): If the it" entry exists in tabld, the

!

turns CT', 1) to the adversary. challenger obtains the entri; §, SK) and sets
Phase 2. Phase 1 is repeated with the restrictions D :=DU{S}. It then returnsSK to the adver-

that the adversary cannot trivially obtain a private sary. If no such entry exists, it returts

key for the challenge ciphertex@T*, 1) derived

from (CT/, ). That is, the adversary cannot

make a Corrupt query that would result in a set

of attributesS such thatf (S,A*) = 1 being added

toD.

Guess. The adversary outputs a gudssof b. The
output of the experimentis 1 ifi=b'.

Challenge.The adversary submits a challenge mes-
sage M*. The challenger runs the algorithm
Encrypty(PK, A*, M*) to obtain CT’, T*). The
challenger returngXT’, 1t*) to the adversary.

Output. The adversary output€T*, ). The out-
put of the experimentis 1 Decrypt(CT*, t", SK,
PK) ¢ {1, M*}.

Definition 5 (Security). An outsourcing scheme of o - )
ABE encryptionr is secure if for all probabilistic ~ Definition 6 (Unforgeability). ~ An outsourcing

polynomial-time adversaried, there exists a negli- ~Scheme of ABE encryptidh is unforgeable if for all
gible function negl such that: probabilistic polynomial-time adversaried, there

exists a negligible function negl such that:

Pr{O—ABE—Exp" (A) = 1] < negl(A).

P{O—ABE—Explii(\) =1] < % +negl().
2,n

The above definition includes an attack in which
the cloud server receives an intermediate-ciphertext
(CT’, m) from a viewer and creates a cipherteXf(, Remark 2. In the Output phase, we assume that the
1), wherert* = tandCT* can be decrypted into the adversary outputs a proafi* which is the same as
original message by colluding with service providers the proof received in the Challenge phase. This is
whose attributes do not satisfy the policy. because the adversary can easily create {Cit*)
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each element of the access matvixs either O or 1.
The functionp associates rows d¥l with attributes.

In this construction, we limip to be an injective func-
tion; i.e., an attribute is associated with at most one
row of M.

Let M be an¢ x n access matrix. The algorithm
randomly chooses y», ..., ¥n, B1, B2, ....Bn € Zp and
sets a column vect@r= (s+B1,Y2+B2,...,Yn+PBn) €
Zy. It then calculates

C=Me(9,9)%,C =¢°,
n=H'(ID,C,e(g,9)",H" (posy)).

satisfyingmt* # 1 and Decrypt(CT*, 1T, SK, PK)
¢ {L,M*} by choosingM™** £ M* and running the
Encrypt, andEncrypt. algorithms.

4 PROPOSED SCHEME

We propose an outsourcing scheme for Waters’ “large
universe” ABE scheme (See Appendix A in (Waters,
2008)), where the number of attributes is unlimited,
while the public parameter size is constant. Waters’
scheme provides flexibility for the service provider to ] ) ] )
add new attributes and efficiency for storage of the Here,posy is a string showing all of the elements in
public key. A policy is expressed as a monotonic the access matrik that are 1. For example, if the

Boolean formula that can be mapped into the share-MatrixM is
generating matrix of a LSSS that is used in the ABE

system.

4.1 Outsourcing Scheme of ABE
Encryption

As described in Section 3.2, we assume that the cloud

server ismaliciousand may not follow the protocol.

Our scheme masks the secret in a column vector of a
LSSS using random numbers. This prevents the cloud

0 1
M= 1 1],
10

thenposy, is as follows:

posy = {(1,2),(2,1),(2,2),(3,1)}.

Fori<i</ letjbeaseth={j:Mj=1(1<j<
n)}. The algorithm calculates

E = gaZjeJi Bj

server from learning about the secret from the maskedand outputs an intermediate ciphertext,

vector, given the intermediate ciphertext. It also uses

the hash of randomneggchnique to verify the cor-
rectness of the ciphertext.
Our scheme has the following five algorithms:

CT/ =3 {C,C/, (Ei)lﬁiﬁfav7 (M?p)}a
and a prooft

The algorithm takes as inp#K andCT’. For

Setup(). The setup algorithm chooses a bilinear 1 < < ¢, the algorithm calculates; = M;V, where

group G of prime orderp, a bilinear mape : G x
G — G, a generatog of G, and hash functions
H:{0,1}* - G,H’: {0,1}* x Gt x Gt x {0,1}* —
{0,1}* andH” : {0,1}* — {0,1}*. In addition, it
chooses random numbewsa € Zp. The algorithm
outputs the public parameter,

PK = {g7e(g7g)u7ga7H(')aH/('7'a '7')7H”(')}7
and the master kelyISK = ¢°.

KeyGen(MSK S). The key generation algorithm
takes as inpu¥ISKand a set of attributés The algo-
rithm first chooses a random valtie Zp. It creates

K=g"g", L=gd,Ky=H(X' (vxe9).
The algorithm outputs a private key,
SK= {K,L,Ky (¥x€ S)}.

Encrypty(PK,ID,(M,p),M). The algorithm takes
as inputPK, a viewer’s identitylD, a LSSS access
structure M, p), and a messag@f. We assume that

M; is the row vector corresponding to thith row
of M. The algorithm also chooses random numbers
r1,...,Iy € Zp, and calculates

g™H(p(i)) "
E; ’
and outputs a ciphertext,
CT = {C,C/, (CI ) Di)lgiﬁla (M? p)}

G = Di=gi(1<i</)

Decrypt(CT, 1, SK,PK,ID). The decryption algo-
rithm takes as inpuCT, 1, SK, PK, andID. Sup-
pose thatS satisfies the access structure, and let
{1,2,...,¢} be defined ab= {i : p(i) € S}. Moreover,
let {w; € Zp}ic be a set of constants such thafAf }
are valid shares of any secreaccording toM, then
Yiet WiAi = s. The algorithm computes
&(C',K)/ (ﬂ (e(Gi, L)e(Di, Ko(i)))™) = e(g,9)"".
le

If t=£ H'(ID,C,e(g,9)",H" (posy)), the algorithm
outputsL. This will happen in two cases: (OT was
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modified; (2)SK does not satisfy the policy iGT.
Hence, L will appear whenever (1) or (2) happens.
Otherwise, it outputs the message,

M =C/e(9,9)*.

Remark 3. Our scheme is secure even if the
cloud server is malicious because (i) the vecict
(S,¥2,...,¥n) that is used to create the shares of s is
masked from an adversary by using random numbers
(B1,B2,---,Bn), and (ii) to verify the correctness of
the Encrypt; algorithm, a proofrtis added to the ci-
phertext. The formal security proof is shown in Sec-
tion 4.2.

Remark 4. The proofrtis like a message authenti-
cation code (MAC), since it uses a hash function H
and a shared key(g,9)". A viewer can verify the
correctness of a tuple of (ID, CTA, 1) stored in the
cloud server if the viewer keeps the random number s
that is generated in thEncrypt, algorithm. Namely,
even if a malicious cloud server creates another tuple
of (ID, CT*, A*, 1) from scratch and stores it in a
public database, the viewer can detect the attack (al-
though this requires the viewer to check the status of
the database periodically).

Another solution to prevent the above attack is
using a digital signature scheme, but it might put a
heavy load on a user terminal equipped with only
a low-performance CPU. That's why we use a hash
function to verify the correctness of the ciphertext.

Remark 5. The hash function Hwith four in-
put values can be implemented by a secure hash
function, and using the concatenation of all inputs:

H'(ID][C]e(g,9)**[IH" (pos))-

4.2 Security Proof

Here, we prove that our scheme has $keeurityand
unforgeabilityproperties defined in Section 3.2. The
proof of securityare based on (Waters, 2008).

Theorem 1. Our scheme is selectively secure un-
der the decisional g-parallel BDHE assumption in the
random oracle model.

Proof. Suppose we have an adversatywith non-
negligible advantage = Adv 4 in the selective secu-
rity game against our construction. Moreover, sup-
pose it chooses a challenge matx where both di-
mensions are at mogt Below, we show how to build

78

a simulatorB that solves the decisionaj-parallel
BDHE problem.

Init. The simulatorB takes as input aj-parallel
BDHE challenge ¥, T). 3B runs the adversary
A4, which gives B the challenge access structure
(M*,p*). Here,M* is £* x n* matrix and¢*,n* < q.

Setup. B chooses a random valug' € Z, and
implicitly sets o = o’ +a%*! by letting e(g,9)* =
e(g*.0™)e(9,0)". B sendsig,e(g.0)". ") to 4.

Phase 1. B initializes empty tablegy, To, T3, T4,
an empty seD, and an integej = 0. It answers the
adversary’s queries as follows:

e Random Oracle HasHI(x): If there is an entry
(x,h) in Ty, returnh. Otherwise, begin by choos-
ing a random value. If there is some index
such thap*(i) = x, calculate

aMy, /b @M, /b a”*Mi*_n*/bi_

h=g*g g g
Record(x, h) in T; and returrh. Note that if there
is no indexi such thap*(i) = x, thenH (x) = g*.
Note that the responses from the oracle are dis-
tributed randomly because of the valuegéf.
Random Oragle_HgsH’(lD C,K,V): If there is
an entry(ID,C,K,V,K) in T, returnh’. Other-
wise, choose a random valbee {0,1}*, record

(ID,C,K,V,h)in T, and returrty.

Random Oracle HasH”(P): If there is an entry
(P,h") in T3, returnh”. Otherwise, choose a ran-
dom valueh” € {0,1}*, record(P,h") in T3 and
returnh”.

Createf): Setj := j+ 1. Suppos&does not sat-
isfy (M*, p*). Choose a random valuec Zp.
Find a column vectol = (w1,...,Wy+) € Z) such
thatwi = —1 andM;"W = O for all i wherep*(i) €

S Set
n* )
L=g @)™
N

by implicitly definingt = r +w;a% + wpad 1 +
-+ wp-a® 1" ComputeK as

qo+2-i )Wi

n*
K=g"g"[(g

1=
Next, we calculat&y(vx € S). If x € Sfor which
there is na such thap*(i) = x, simply letKy =
L#. Otherwise, create
M
aq+1+1 k/b )

( @l

*

KX: LZX I_!l
=

n*

1

=1k
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Finally, set SK = (K,L,Kx(¥x€S)), store Init.  Same asnit in the proof of Theorem 1.
(j,S,SK) in T4, and returrSKto 4.

e Corrupt(i): A cannot ask to corrupt any key cor- Setup. Same asetupin the proof of Theorem 1.
responding to the challenge structyhé*, p*). If
theith entry exists in tabl@,, B obtains the entry
(1,5, SK) and setd := DU{S}. It returnsSKto
A. ltreturnsL if no such entry exists.

Query. Same afhase 1in the proof of Theorem 1.

Challenge. A gives a challenge messagé* to the

Challenge. 4 submits a message pdiMo, M1) to simulator B. B then calculates an intermediate ci-

B. B flips a random coi € {0,1} and sets phertext,
C:MBT'e(gsagq/)a C/ng. CT/:{Cvc/»(Ei)lﬁiS(f*?vv(M*vp*)}v
It then chooses random valugs ..., Bn+, B}, ..., By € and a proofrt* by using theEncrypt, algorithm. B
Zp. B sets returns(CT', ") to 4.
E = ga(BlMi,1+"‘+Bn*Mi,n*)

fori=1,...,¢* and Output. A4 outputs (CT*,1t*). 3B outputs 1 if

V= (B ....B.). (CT**,Tl*) satis_fiespecrypt(CT*,Tr*,SK, PK) ¢ {L
B setsCT' = (C.C, (Erciepe,¥, (M*,p%)). It also , M*}. Otherwise, it outputs 0.
setsC = C, K = C/Mp, andV = H" (posy-) by us- Let CT = {C, C/, (G;,Di)<i<s+, (M*,p*)} be a

ing the random oracle hadtt”. Then, if the entry  \ye|-formed ciphertext that is obtained fro@T”’ and
(C,K,V,h') exists inT,, B setsit* = i. OtherwiseB can be decrypted inta*. Also, letCT* = {C, &,
chooses a random valhée {0,1}* and setgt* = h'. (&, D) 1<ice, (M*,5)} be the ciphertext forged by
Finally, B returnsCT’ andTt* to 4. 4. Remember that = M* - K (K = e(g,g)®) and

K depends or€’, G, andD;. Therefore, there are
Phase 2. B continues to answer queries as in Phase only two cases in whictd wins: one case is that the
1. hash functionrH’ has a collision and is not well-

formed, and the other case is tltt has a collision
Guess. 4 outputs a gues®’ of B. If B’ =B, B out- and eithelIC’, G, or D; is not well-formed . That is,
puts O to indicate thal = e(g,g)®""'s. Otherwise, it ~ the probability thatq wins is as follows:
outputs 1 to indicate that is a random group element Pr[O—ABE—Exp;'jlfl A)=1

in Gt. L ~
! = Pr[(r = H'(ID,C,K,H" (posy-))) A (€ #C

WhenT = e(g,g)®""'s, B gives a perfect simula- ~ +Pr[(T" =H'(ID,C.K,H"(posy.))) A ((C' #C)
tion, and we have V (G #Gi)a<gi<es V (Di # Di)1<gi<e)] -

pr[gg(yv'r =e(g, g)aq“s) =0| = }+Advﬂ. If H” is collision-resistant, the above probability is

. 2 negligible. Therefore, our scheme is selectively un-
On the other hand, whéhis a random group element forgeable. 0
in G, the messag@{ is completely hidden fron,
and we have
1

PIB(J,T=R) =0 = 3. 5 PERFORMANCE

Therefore, B can solve the decisional-parallel
BDHE problem with non-negligible advantage. (I . . .
P 91 J 5.1 Comparison with Conventional

Theorem 2 Our scheme is selectively unforgeable if Schemes

the hash function His collision-resistant in the ran-

dom oracle model. .
Table 1 compares the encryption costs of our scheme

Proof. Let 4 be an adversary who breaks our scheme and the ABE scheme of Waters (Waters, 2008). In
in the selective unforgeability game adbe a simu-  this table, Mg andMg, denote the cost of one mod-
lator that solves the decisionglparallel DBHE prob- ular exponentiation iz andGr, respectively, and

lem. As described in Section 3.2, wins if their out- denotes the number of attributes in the policy and also
put CT*, 1) satisfiesDecrypt(CT*, 11", SK PK) ¢ the number of rows of the LSSS matrix. Our scheme
{L,M*}. outsources 2modular exponentiations i& from the
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Table 1: Comparison of our scheme and conventional ABE sehem

[Waters08] Our scheme

Enc. costforuser (3(+1)Mg+Mg, (+1)Mg+ Mg,
Enc. cost for cloud - (30)Mg

Table 2: Comparison of our scheme and conventional outswuschemes of ABE.

[ZH11] [LILC12] [HW14] Our scheme
Enc. cost for user Mc + Mg, 3Mg + Mg, 25, +Pg, ({+1)Mg + Mg,
Enc. cost for cloud (2mMg (2mMg (5(+ )Mg + Mg, (30)Mg
Cloud server honest-but-curious  honest-but-curious $tone malicious
Security assumption - - g-1 decisionab-parallel BDHE
Security model generic group generic group standard raratagie
Distributed processing no yes no no

original Waters’' scheme to a cloud server, resulting 045
in a smaller cost for a user terminal. This willbea =~ ™
particularly significant saving when the number of at- | £ o,
tributes in the policy?, is large. £ 028

Table 2 compares the encryption cost of our = § .
scheme with that of the ABE outsourcing schemesin | = o1

(Zhou and Huang, 2011; Li et al., 2012; Hohenberger = **

—#— Durs [AND)
—— Waters [AND)
Ours (OR)

—— Waters [OR)

and Waters, 2014). In this tablszp and Pz, denote 0 1 PO 5 8
the cost of one subtraction and one multiplication in : -
Zyp, respectively, anan denotes the number of leaf Figure 2: Experimental results (using PC).

nodes in a tree representation of the policy statement.
Note that the schemes in (Zhou and Huang, 2011; Li
et al.,, 2012; Hohenberger and Waters, 2014) have a
lower cost for a user terminal (fdr> 2) but their se-
curity is against ahonesbrhonest-but-curiousloud
server, while our scheme provides security against a
maliciouscloud server. We may consider multiple
cloud servers and distributed processing in a setting
such as (Li et al., 2012). The security model however 0 1 2 3 4 s §
needs to considenaliciouscloud servers. um-ofateloatesin poley

=

b

—#— Ours [AND)

1

—— Waters [AND]

> Curs (OR)

Processing time (sec)

—— Waters [OR)

5 o el a
=

=

) _ Figure 3: Experimental results (using tablet).
5.2 Implementation Evaluation
ingly for each case. It can be seen that our scheme

We implemented the encryption algorithm of our costs much less than Waters’ scheme. In particular,

scheme and that of Waters' scheme (Waters, 2008) onfor five attributes, our scheme on a tablet computer

a PC and a tablet computer, representing a user termi1akes 0.4 seconds, while Waters’ scheme takes 1.2
nal (See Table 3 for details). seconds. Note that the processing time only depends

4 ON the number of attributes in the policy and is inde-

We considered a viewing history consisting of 6 :
e pendent of the actual policy statement.

records and five possible attributes for the servic
provider. The viewing history is encrypted using AES Remark 6. We only measured the client-side encryp-
and a temporary key. This key is then encrypted with tion time. However, the measurements of the decryp-
the ABE. We measured the processing time of the en-tion time for a service provider, the encryption time
cryption algorithm run on a user terminal as the aver- for a cloud server, and the communication cost be-
age of 100 trials. In Figure 2 and 3, the horizontal axis tween a sender and a receiver do not make sense be-
denotes the number of attributes in the policy and the cause a service provider and a cloud server would
vertical axis denotes the processing time (seconds).normally have a high-performance CPU and the pro-
For simplicity, we used a ciphertext policy consist- tocol is not interactive.

ing of only AND-gates, or onlyOR-gates. The cost

of our scheme and Waters’ scheme is labeled accord-
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Table 3: Specifications of user terminal.

PC tablet
CPU Intel Core i7-4790 (3.60GHz) Apple A8X
Memory 8GB -
oS CentOS 7.2 i0S 9.2
Browser Firefox 38.3.0 Firefox 1.4
Programming language JavaScript JavaScript
5.3 Discussion more than one policy for accessing their viewing his-

tory is another open problem.

Our experimental results in Section 5.2 show that our
scheme significantly reduces the encryption cost of a
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