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Abstract: Homomorphic encryption and secure multi-party computation enable computations on encrypted data. How-
ever, both techniques suffer from a large performance overhead. While advances in algorithms might reduce
the overhead, we show that achieving perfect (or even computational) confidentiality is not possible without
increasing the running time compared to computations on plaintext more than exponentially in some cases. In
practice, however, perfect confidentiality is not always required. The paper discusses mechanisms to trade off
confidentiality and performance for computing on ciphertexts. It introduces a fine-grained approach to define
security levels for variables callg@tatistical) subdomain privacyThis concept differs substantially from
prior work because it treats a variable as confidential or non-confidential depending on the actual value. We
further propose privacy-preserving methods for memory access patterns. We apply our techniques to improve
performance of control flow logic (loops, if-then-else logic) and arithmetic operations such as multiplications.
The evaluation shows that the resulting speedup can be in the order of several magnitudes depending on the
privacy needs.

1 INTRODUCTION on data confidentiality. This fundamental issue has
not been addressed yet as prior work either consid-
ers restricted programs or tolerates large performance
penalties, rendering secure computation impractical
in many cases. For example, executing both branches
of nested “if” statements to hide the value of the cor-
responding condition can lead to a drastic increase in
running time to avoid leakage of the value of the con-
dition and, in turn, of the confidential data on which
the condition depends.

Trusting a third party to handle confidential data can
be anissue, especially if the third party cannot be well
audited. Modern cryptography makes it possible to
encrypt data in a manner such that meaningful com-
putations can be carried out directly on the ciphertext,
i.e., without revealing confidential information to a
third party. In principle, this enables cloud computing
services that work on private data without violating
confidentiality. In the industrial sector, for example, In this paper, we introduce the concept safb-
customers do not have to reveal their private data butdomain privacy—a new approach to defining privacy
could still leverage analytical services carried out in depending on the value of a variable. Thus, the value
an (untrusted) cloud. The key obstacle that has hin- of a variable is not necessarily kept secret for the
dered the widespread availability of such services is whole execution of the program, but might be re-
the inherent performance bottleneck of current tech- vealed depending on the concrete value it holds at run-
niques enabling computations on ciphertexts such astime. One could also speak stiaticanddynamicpri-
fully homomaorphic encryption (FHE) or secure multi- vacy. We show how this mechanism facilitates trading
party computation (SMC). Although a lot of algorith-  off security and performance depending on the sce-
mic improvements have been made in the last years,nario. For “if” statements, our approach can imply ex-
there are inherent limitations in terms of performance ecuting (with some probability) either both branches
of complex programs running on encrypted data that or just one branch, leading to significant performance
cannot be resolved without lowering the requirements gains. In particular, we leverage the observation that
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for a variable holding a value of some (large) domain 1.1  Contributions
of values, the (needed) confidentiality often depends
on the actual value of the variable. Rather than declar- In short, thecontributionsof this work are the follow-
ing the variable to be confidential for its entire do- ing. We introduce the notion of sub-domain privacy,
main of values, only a certain set of values is treated a new concept for trading off confidentiality and per-
as confidential. As a result, we can even disclose theformance. Moreover, we discuss practically relevant
value of the variable if it is not part of the confiden- applications of this concept. In addition, we propose
tial set of values. Subdomain privacy enables the sys-methods to prevent an attacker from exploiting mem-
tem to select algorithms at run-time that work on non- ory access patterns to derive insights about the data
confidential data and thus are significantly faster than and computation. Finally, we experimentally evaluate
their counterparts operating on encrypted data only. our concepts on selected applications.
For example, an industrial plant hosts control de-
vices that operate on sensor data. Optimization algo-1.2 Outline
rithms analyze control actions based on sensor values
forimmediate control but also for long-term improve- In Section 2, we describe the overall setup includ-
ment. In a typical scenario, sensor values in a nor- ing a threat model. Impossibility results showing that
mal range often do not need to be kept confidential achieving perfect (or computational) security might
since this information and the corresponding control prove infeasible due to a theoretically unbounded in-
operations might be considered common knowledge. crease in running time are presented in Section 3. Sec-
However, the control actions and sensor data dealingtion 4 introduces the concept of subdomain privacy
with abnormal cases is often based on long-term ex- and Section 5 dicusses applications thereof. Our ap-
perience of the control system vendor that is hard to proach to achieve access pattern privacy is presented
obtain, and thus should be kept confidential. in Section 6. Section 7 provides an evaluation of these
Another example are medical records for rare dis- concepts. Related work is discussed in Section 8 and
eases. The privacy of patients suffering from a diseaseSection 9 concludes the paper.
should be protected and their medical records should
be kept confidential. Examination data of healthy pa-
tients should in principle be kept confidential as well 2 THREAT AND
but it is generally much less sensitive. Thus, rather
than not ensuring any confidentiality at all, one might COMPUTATIONAL MODEL

selectively encrypt or decrypt variables depending on . . . .
the actual content of a variable. For example, we We consider a client-server setting. The client en-

might process all data of sick persons in an encrypted crypts da;tﬁ and tranimits encrypted data fa server
manner and all others as plaintexts. However, it might " ¢@s€ of homomorphic encryption. In case of secure
also be valuable to operate only on some healthy pa_mult|—party computation (SMC), the client transmits
tients in a non-encrypted manner. For example, as- keys and encryptgd values to a set of SEIVErs, such
sume that we investigate upon 100 health records of tat N0 Server on its own can decrypt any ciphertext.
people from a mid-sized company. If there is one sick AIt_hough the_ client might be involved in the compu-
person then just one record would be kept encryptedtat'or_" the client should_perform as f_e\{v_operanon_s as
and all other 99 records are unencrypted. Thus, givenposs'ble on the data aside from the initial encryption.

the complete list of 100 people and those 99 that are Ve consider passive attqckers that C"’!””OI alter any
treated as plaintexts, one will easily identify the one Values but they can monitor computations, memory

sick person, although her health record is encrypted. (values of memory cells and access patterns), and data
In this work. we formalize these ideas and stored (at the third party). Furthermore, the attackers

can measure the execution time of the computations.

concerns and provide a multitude of examples for hat th hic sch d
which the developed concepts are applicable and also¥/€ 8Ssume that the cryptographic schemes used, are

demonstrate how these concepts can be used. We alsgONd enough so that an attacker cannot break the en-
give an evaluation using a recent multi-party scheme cryption (for reasonable key lengths) without access

showing that, depending on the scenario, performancet® the decryption key. For SMC we assume that the

improvements of several orders of magnitude are pos-SYStém is secure as long as no two parties collude.
sible We also assume that an attacker has knowledge about

input distributions to pograms, ie. for a functidé(x)
that should be evaluated on encrypted inputse at-
tacker knows the distribution of the plaintexts used to
call functionf.
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3 IMPOSSIBILITY RESULTS can be arbitrarily larger than the running time of the
unsecured version.

In this section, we provide general statements with
respect to the overhead that comes with keeping input
and output confidential. 4 SUBDOMAIN PRIVACY

Computation on encrypted data (performed by
some program) achievezerfect security (confiden- A variable is typically seen as either confidential or
tiality) if an attacker with capabilities as described non-confidential, independent of the actual value it
in Section 2 cannot guess the plaintext value of the stores. A variables m|ght store a Va|uga|(v) cD
encrypted input and output values of the program of a large domairD. For instance, a 32-bit integer
with a probability higher than someone could guess yariablev hasval(v) € [—(231),231— 1]. In many ap-
by observing just the encrypted input and output val- piication scenarios revealing the value of a variable
ues. ThUS, the attacker gainS no additional knOWledgeor parts of it m|ght be tolerable for some values of
about the encrypted data through the execution of thethe domain, but not for all. For temperature measure-
program. The following theorem states that guaran- ments, it might be tolerable to disclose a measured
teeing perfect secrecy can be costly. value if the temperature is within a certain “normal”

Theorem 1. For some deterministic programs, any range say [0,100] degrees but notifitis outside of this
possib|e trace (branch) of the program must be exe- range. To capture such characteristics, we introduce

cuted in order to achieve perfect security. the general notion of s_ubdomain privaqy._ It enaples
the refinement of a variable’s confidentiality require-

Proof. Consider a program for which every “if” con-  ments. Refining security constraints makes it possible
dition depends on a secret input value. Assume thatto employ fast algorithms operating on non-encrypted
an “if” condition is evaluated and only one of the two data for certain values (or parts of a value).

possible branches is executed. An attacker observing The examples above lead to a conditional confi-
that a branch is not executed gets to know the outcomedentiality definition, where confidentiality is only en-
of the condition, which in turn leaks information upon sured if a value is in a certain set of values. More
the input. O formally:

Definition 1 (Subdomain Privacy (with respect®@)).
in its memory access pattern. Thus, Theorem 1 aIsoA.\r/1arlable v with vajlv)fe DI IS subdq][na_ln pn\r/]ate
aBplies IEmEmbr Ioeatierd, with respect to a set of values CD if given that
val(v) € C an attacker cannot do better than guessing

Corollary 1. For some programs, all memory loca-  val(v) with probability1/|C|. We write DOMV,C).
tions that could be accessed by one of the f'eas,lble N~ The definition implies thaval(v) is perfectly se-
puts must be accessed for any given inputin order o ;e forc — D. One might also say that the variable
achieve perfect security. is perfectly secure with respect@® meaning that we

If there is ann-fold nested “if” statement, Theo- reveal whethewal(v) is in C or not but nothing else
rem 1 says that potentially alPranches may have aboutval(v) if the value lies inC. In practical terms
to be executed. Naturally, executing all branches can this means that given an encrypted variabdeD, e.g.
lead to an exponential increase of the running time. as input, we can (often) check at the beginning of the
However, the running time may even increase much program ifval(v) € C. If so, we must keep the value
more in the worst case. of v encrypted, otherwise computations can be done
using its plaintext. The seéf can itself be kept se-
cret. Under the assumption that over time a variable
v takes all values D, keepingC encrypted adds no
value, sinceC can be inferred as being all values that
have not been observed in plaintext.

A trace for a specific input manifests itself also

Theorem 2. There are deterministic programs that
must run at least as long as it takes to execute the in-
put that maximizes its running time in order to achieve
perfect security.

Proof. Let the maximal time of the program Iygax The concept of subdomain privacy must be
and assume that it occurs for input valuiesf the ex- ~ applied with great care, since it might lead to in-
ecution time is less thamay, the attacker can deduce formation leakage of confidential variables. The
that the input was distinct fror 0O first problem arises if in the beginning it seems

that we can revealv becauseval(v) ¢ C, but

Since the running time for some inputs may be later v is assigned a value i€. More precisely,
arbitrarily larger than for the actual input(s), the run- say in the beginning := xo ¢ C. At some later
ning time of a program guaranteeing perfect security point in time, v is assigned the valug, € C. If
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there is any dependency betwegs and xi, i.e., treated confidentially, even for a value that is not in
prob(v = X3 | v = xg before # prob(v = x;), then C. The probability that an attacker can guess whether
we must keepv encrypted throughout the compu- v e C given that it observed that a valwes treated
tation. A concrete example where we have this confidentially, depends on the probability distribu-
dependency would béf(v = xgo) v := x1. This tion of valuesval(v) € D, in particular,prob(val(v) €
principle of dependency (or confidentiality propaga- C). In the simplest case, if all values have to be
tion) also extends to any other variablesaind their ~ treated confidentially, i.e.prob(val(v) € C), an at-
values on which the assignmentvanight depend.  tacker can trivially guess whetheal(v) € C. Using
If a variablevis read only, this problem does not arise. statistical subdomain privacy in addition to the frac-
tion the probability that a value is encrypted is given
It may often not be possible to disclose whether by prob(val(v) € C) + prob(val(v) ¢ C)) - (1— ps).
v ¢ D (with certainty). For instance, assume a sys- Thus, an attacker can guegsob(val(v) € C) for
tem reveals data of all healthy patients of a hospital as STATDOMyv,C, ps) with at most the following prob-
plaintext for research purposes, ie. these could be pa-ability:
tients coming for routine checkups. It keeps all other
patient information confidential. Then, knowing that
someone is a patient and whether or not its data is
encrypted, makes it possible to determine whether or prob(val(v) € C)
not this person is healthy. In order to at least ensure ~ prob(val(v) € C) + prob(val(v) ¢ C) - (1 — ps)
statistical security, we can disclose whether a person
is healthy, i.e.val(v) ¢ D, only with some probabil-
ity. In our example, we could reveal the data of a
healthy patient with a 90% rather than a 100% prob-
ability. Therefore, the information of all sick patients ie. probabilityps = 0.9. In this case, an attacker can
as well as 10% of all healthy patients are treated con- g a5 \whether a variable that remains encrypted holds
fidentially. Assume that 0.1% of patients have arare g4, of 5 person with a rare disease with only about
disease. Then, knowing that the information of a per- 1%, ie. p(Guessval(v) € C) = 0.0099. From a prac-
sonis .tre'ated conf_ldent|ally, still ensures some deg(eetica| perspective the question arises what happens, if
of statistical security. As we shall see later in detail, 5 \5riaplev is assigned different values throughout
|f0a personis treatt_ed conflde_ntlally there is _only about o axecution of a program. For instance, ¥ae- x
1_A) chance that this person is a_ctually havmg the rare and laterv :— y, should we ensure that one cannot
disease. An attacke_r cannot gain more ce_rte_u.nty aboutgueSS whethex € C or y € C with probability p, i.e.
the health status given all underlying primitives are prob(Guessx € CVy € C) < p or is it sufficient to
perfectly secure. ensure that no individual assignment can be guessed
Therefor.e, as before'we want to concee_ll what \yith probability p, i.e. prob(Guessx € C) < p and
value a variable stores given that this value is from prob(Guessy € C) < p? Clearly, the first condition
some set of values. In addition, we also do not want ,,\ides better security. However, it might also limit
to reveal with certainty whether the variable has any o sefulness of statistical subdomain privacy, i.e. as-
of the values of this set or not. We provide statistical g,me we haverob(Guess € C) = p then we have
security for the information whether a valués in C. essentially reached the maximum amount of informa-
Statistical subdomain privaag formally defined as  jon, o be disclosed for the variable, thus starting from
follows. the second assignment we must always hide the fact
Definition 2 (Statistical Subdomain Privacy (with re- whether the value is in the confidential set. The above
spect to membership i€)). A variable v with as-  definition of subdomain privacy, only focuses on the
signed fixed value val) € D is statistically subdo-  case, when the variable is assigned once. We advo-
main private with respect to membership in C if v is cate the scenario that after every assignmentwie
subdomain private with respect to C and we reveal a might leak its value with probability .
val(v) ¢ C with probability at most g€ [0,1]. We Next, we discuss how to check for membership
write STATDOMyv,C, ps). val(v) € C and present an efficient way to define sets
Note by definition, we have that subdomain pri- C ba_sed on ranges. .Subsequently, we show in more
vacy equals subdomain privacy, if we reveal the result d_et_a|l what computations are necessary to ensure sta-
v C with probability one, i.eSTATDOMy,C,1) =  ustical security.
DOM(v,C). If we never reveal whether ¢ C, i.e.
we useSTATDOMy,C,0) thenv must always be

p(Guessval(v) € C)

For illustration, let us look at the previous exam-
ple. Assume that.Q% of all persons have a rare dis-
ease, ie. probabilityrob(val(v) € C) = 0.001 and
we disclose whether a person is healthy with 90%,
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4.1 Range Partitioning whether a request for revealing a value is legitimate.
One can also add more parties to split responsibilities,
In principle, the set of valueg C D for which confi-  i.€., mixing FHE with SMC. For example, one party
dentiality has to be ensured can be defined arbitrarily. Might perform homomorphic computations and an-
However, computing whetheral(v) € C can intro- ~ Other party mightonly decrypt some values. For SMC

duce significant overhead depending on the structureit must be ensured that no single party can violate
of C. Therefore, we focus on defining based on  subdomain security. More precisely, no single party
continuous ranges that allow for efficient membership Should be able to trick the other parties into believ-
computationval(v) € C. We assume that an ordering ing that they should reveal a valuel(v) even though

is defined on the domai, i.e., fora,b c D we can it should be kept confidential, i.e., it aCtua”y holds

computea < b. Two ways to define partitionings are:  thatval(v) € C. One (general) method is that parties
must share their (partial) outcomes synchronously to

* Domain range partitioning: Let a subdomain pe aple to decrypt the result, e.g., using commitments.

rangeC: be a (continuous) range of valu€s = For illustration, consider two partié§ B, A having a
[Co, 1] with o, ¢y € D. key K andB having an encrypted values+K. The

« Value range partitioning: Consider a valae D. ~ Parties want to shames< {0,1}. If party A sendsK
Leta= (an_1|an_2|...|ao) be the splitting of into to B, thenB can obtairres B can makeA believe that
n parts_ A value range partmon'r@\/ — [CO,C]_] re'S iS an arbitrary Value by tr.anslmittin@S-f- K + X
based on a paitis given by all valuesc D such ~ With x € {~1,0,1}. One solution involves two com-
that for partj holdsa; € C,. munication rounds: In the first round, both parties ex-

change their encrypted results together with hashes of
If aandb are available in encrypted form, decid- the keys. Once both parties have received the message
ing whether a value is in the given range requires the from the other party they exchange the keys. A party
ability to carry out comparison operations. This can commits to its key in the first round, i.e., it cannot
be achieved with MPC protocols or by involving the change its choice after having received an encrypted

client. For domain range decisions typically two com- yalue (and key) from any other party.
parisons with ciphertexts are necessary, i.e., one with

the lower and one with the upper bound of the range. 4 2  Statistical Security
It requires only one comparison if the lower (or up-
per bound) is the minimum (or maximum) element
of the domain. Checking whether a value is part of

a value ran%é:\, IS m%rg.t!nvo:vetcri], Stlnce It requires - ot have to be confidential. More precisely, we re-
more operations In addition to the tWo COMParisons 44|y with probability p, ie. we use a random

to extract the part_of avalue thgt is relevant for mMeM- 5o rnoulii variableb e {0,1}, that is one with proba-
bership computation. Depending on the encryption bility p and zero with probability + p. Computing a
schgme, one shift and one modulo .‘?pefa“‘?” can beciphertext of such a variablewithout client involve-
sufficient. Note that value range partitioning is a gen- .+ «on be done in a multi-party setting: In order for

eralization of domain range partitioning. The mem- 4, o one with probability, we first compute a ran-
bership computatiowal(v) € C either yields the result dom number ¢ [1,n] (for some large valug). Then

in an nor;]—erk\]cryplted mgnner, e., a boo:;eet.)ﬂthlat bis one ifr < n-p. More precisely, each pary picks
stores whethewal(v) € C or an encrypted boolean v, |arge random numbens,k € [1,n]. They ex-
ENGc(res). Some multi-party protocols are inher- changerj + ki modn. Once each party has received
ently designed for the scenario where the result of 4, o<y a1ues from all other parties, they compute the
a secure computation should be disclosed to the Palancrypted value ofi — it modn, i.e., ENC(u) =

- | 3y ey -

ticipants of the computations. Generally, having the $:(ri + k). The encrypted bib is then obtained using
requirement that a server should obtain the result of alsecure comparison, iIENC(b) = ENC(u < p- )

some computation in plaintext puts confidgnyiality al encoded as 1 if the inequality holds and 0 otherwise.
nsk._ .For example, ifa server has some (I|m|tgd) €& For statistical securityb is multiplied with the en-
pability to gain information on potentially confiden- crypted resultese {0, 1} of val(v) ¢ C, to getb-res,
tial variables, it might abuse this capability by issu- which is then decryp;ted This scher,ne causssy)

ing non-legitimate, additional or modified queries. In /v 1o 4 whenevbis 0. Ifbis 1 then the value
the semi-honest model this does not pose any security.

. . ; is revealed only if the value is not among the set of
risk because computations are performed faithfully.

For stronger adversarial models, one way to deal with Lnstead of this procedure, precomputed randomness could
this using FHE is to involve the client, which verifies  be used.

We ensure statistical security by revealirgd(v) only
for a fraction of all valuewal(v) € (D\C) that do
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values for whichval(v) has to be kept confidential. possible to multiply two ciphertexts. Therefore, sub-
Without statistical security a value is always revealed domain privacy can in some cases enable the use of
when the resultesfrom checking whetheval(v) € C the Paillier cryptosystem rather than resorting to fully
is true. Thus, we reveal fewer values in expectation or somewhat homomorphic encryption mechanisms,
with statistical security than without statistical secu- which are typically much slower.

rity. . ) Value range partitioning is generally less effec-
For FHE itis possible that a server runs a pseudo- tjye than domain range partitioning and it often re-
random number generator where the seed and all 9€Nquires more care. For each valuel(v) a plaintext

erated random numbers are encrypted. However, thispart and an encrypted part needs to be maintained.
is not sufficient, since a decision must be made basedAssociative operations can then be carried out us-
on the chosen random number. If the server can de'ing different algorithms for each part. As an exam-

crypt the random number and thereby trigger a de- pje  assume that the laktbits of a variable are not
cryption of a potentially confidential value, we have qnfidential. Thus, we have for a valwal(v) an
the same problem as discussed for domain range Parencrypted pareng for the higher order bits and a
titioning, i.e., a server that is not acting according to plaintext partplainy for the lastk bits. Multiplying
the honest-but-curious model might abuse its power to 4, variablesu,v requires computingal(u) - val(v)
gain confidential information. As mentioned above, i ihe following way. We compute the part of the
additional servers or communication with the client 5-5q,cty. v that must remain encrypted, i.eng.y =

can be used to prevent this. eng,-eng,- 2% + (eng,- plainy +eng,- plainy) - 2 and

the part of the product that is kept as plaintext, i.e.,

plainy.y = plainy - plain,. Even though this increases
5 APPLICATIONS the number of operations, the duration of the multipli-
cation where both operands are ciphertexts typically
exceeds the others considerably. The running time of
ciphertext operations typically increases at least lin-
early with the (bit) size of a value. Thus, reducing
the number of bits of an operand might yield compu-
5.1 Secure Operations tational savings for an overall performance improve-

ment. Note, thatplaing, might be larger than 2

The definition of subdomain privacy can be applied a_md therefo_re an attacker m|ght_ga|n some.mforma-
in a straightforward manner to speed up many oper- tion abogtb!ts oth_erthan the ldsbits. Depending on _
ations. Consider a domain range partition@g—= Fhe application this might be acceptat_)le or not. _If this
[Co,C1]. Assuming that a valueal(v) ¢ Cg is avail- is not aIIowgd, one can use odky2 b|Fs per plain-
able in plaintext makes many operations significantly €t part, which ensures that nothing is leaked for an
faster. This may be obvious if all operands of an op- individual operation. For multiple operations, it can
eration are in plaintext, but it also holds for a variety be necessary to further reduce the size of the plaintext
of operations even if only one operand is in plaintext Parts.
and the other remains encrypted. Another operation that benefits from value range
The multiplication of a ciphertext and a plaintext partitioning is finding an encrypted value in a sorted
can be carried out efficiently with additive encryp- array. Comparisons are generally expensive opera-
tion schemes. E.g., in a multi-party setting (such as tions when performed on encrypted data. In case, we
(Schneider, 2016)) computifgNC(a- b) givena in do not have to keep the laktbits for numbers con-
plaintext andE NG« (b) encrypted with keyK, where sisting ofn bits confidential, we can organize the data
one party holdE NC(b) = b+ K, another partK, the structure such that we first search for prefixes of the
parties can both multiply their values lay i.e. one first n— k bits. For a valuea to be searched we find
party getsa- ENC(b) = ab+ aK and the otheaK. the largest value that is smaller than the prefixaof
Decryption ofa- ENC(b) with aK indeed yields the  and then the smallest value that is larger than the pre-
product, i.ea-ENC(b) —aK = a-b. This multiplica- fix of a. The exact value can then be found by look-
tion can be done without communication between the ing only at those values in the range for which the last
two parties. In contrast, the same operation requiresk bits match. For binary search this can reduce the
several message exchanges if bathnd b are en- number of comparison on encrypted data fromrog
crypted. Similarly, the additively homomorphic Pail- to log(n/k). Binary search might leak access patterns
lier cryptosystem (Paillier, 1999) supports the multi- (for non-oblivious data access), which not be accept-
plication of a ciphertext and a plaintext, while itis not able. Resorting to linear search for hiding access pat-

Next, we discuss a variety of applications of subdo-
main security and statistical subdomain privacy.
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terns could solve this problem. Subdomain privacy the operations necessary to fulfill an algorithm’s pur-
reduces the comparisons on secure data fritom/k. pose. Therefore, we often have to balance security
and performance. A simple approach is to limit the
maximal number of iterations to a fixed value. If any
more iterations are needed, then the leakage of infor-
Securing conditions requires executing both branchesmation must be either implicitly accepted or variants
of a condition. This can lead to a prohibitive in- of the loops that are performed on non-confidential
crease in running time according to Theorem 2. Us- data have to be carried out. Another approach is
ing (statistical) subdomain privacy, the evaluation of to use statistical subdomain privacy and reveal the
some conditions can be disclosed without violating evaluation of a condition only with a certain prob-
confidentiality constraints and thus only one branch ability p after each iteration. Thus, in the example
needs to be executed. In other words, confidentiality (see Algorithm 1) we can define a condition vari-

5.2 Secure Conditions

can be maintained by revealing the evaluated condi- ablecond:= Fy(X) € {0,1} and definesubCond=
tion in some cases, depending upon the variables andSTAT DOMcond {}, p). This means that we can re-
their values involved in the evaluation of the condi- veal any value otond (i.e., {0,1}), but only do so
tion. This enables the system to only execute one of with probability p. In Algorithm 1 we use the func-

the two branches in these cases.

tion Reveale@subCond to indicate whether subCond

Our notions of (statistical) subdomain privacy can actually be revealed in this iteration or not. One
covers the scenario where we want to secure a state-might also choose a deterministic function depending

ment of the form:
if(cond) thenCodeBlock; elseCodeBlock;

on the current iteration number to decide when to re-
veal a value.

One straightforward way is to disclose the evalua- Algorithm 1: Securing a while loop.

tion of the “if” condition with some probabilityp
irrespective of the values involved, e.g., by defining
a variableSTATDOMYy, {true, false}, p) with v:=
cond A slightly more advanced option is to re-
veal the result of the condition only in case it is
true (or false) with some probability, i.e., by defin-
ing STATCOMy,true, p). The second option is of
particular interest if one branch is rarely executed but
is very costly to execute. In some cases, with sub-

domain privacy, conditions can be evaluated on non- 10:
encrypted data. In the example from the previous sec- 11:

tion, where the lask digits are not kept confidential 125
for a variablev, a condition 1‘31;
if(a mod X =0) 15:

16:

can be evaluated using plaintext operations.

When using a multitude of nested “if” statements, 17:

several strategies can be employed to balance secu-

rity and performance, e.g., following all traces un- 18:

til the number of traces has reached a certain limit, 19 o
20: n; := 0 {Secure Loop With Fixed Intervgls

: nextReveal= ¢y {we performcy iterations until first

selectively revealing the result of “if” conditions de-
pending on their information leakage, or branching
factor or making the choice dependent on the runtime 5,

21

mented using the concept of subdomain privacy. 24:
25:
5.3 Secure Loops o6:

27:
In order to perfectly secure a loop we must execute ,g.

the maximal number of possible iterations for any in-

put according to Theorem 1. This can cause an ex- 29

tremely high overhead compared to executing only

{Original Loop with Variable and Function$y, F1 }
WHILE (Fo(X) = 1) X = F1(X)

{Transformed, Perfectly Secure Ldop
maxlter:= Maximum iterations for any inpuX
ni:=0
repeat
ENC(cond) := ENC(Fp(X))
ENC(X) := ENC(cond) - ENC(X) + (1 —
ENC(cond)) - ENC(F1(ENC(X)))
n:=n+1
until n; = maxlter

{Secure Loop With Subdomain Private Conditjon
repeat
ENC(cond) := ENC(Fp(X))
ENC(X) := ENC(cond - ENC(X) + (1 —
ENC(cond))ENC(F1(ENC(X)))
subCond:= STATDOMFy(X),{},p) {Evaluate
Loop-Condition and reveal it with probability}
until Reveale@subCond AND subCond= 1

checly

) _ . repeat
overhead of a branch. These strategies can be imple-3:

repeat
ENC(cond) := ENC(Fo(X))
ENC(X) := ENC(cond) - ENC(X) + (1 —
ENC(cond)) - ENC(F1 (ENC(X)))
ni:=n-+1
until n = nextReveal
nextReveal= nextRevealc; {c; is increment fac-
tor}

until Fp(X) =1
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So far we have used subdomain privacy to reveal are needed to solve the problem by a specific algo-
the evaluation of a condition with a certain probabil- rithm, for example, for binary seardp on an array
ity p. This means that the evaluation of the condition of lengthn could be the center element2, I, could
is revealed on average everyfiterations. Here, we  be then/4th element and so on. Note that access pat-
present an alternative that is deterministic and revealsterns might differ in length. They might not be unique
a condition depending on the number of current itera- for each value in general, however, for simplicity we
tions. This makes it easy to ensure certain degrees ofassume for our scenario that they are. Access subdo-
privacy as well as runtime guarantees. For example, main privacy concerns the scenario where an access
by always doubling the number of iterations until the pattern should be hidden if the value of the variable
evaluation of a condition is revealed we can ensure v to be searched belongs to a §et Otherwise, the
that the number of iterations is at most twice as much confidentiality ofv must still be protected, but access
as the actual (minimum) number of needed iterations. patterns can be revealed.

In Algorithm 1, a minimum number of iteratior®  pefinjtion 3 (Access Subdomain Privacyl variable
is always executed without disclosing the evaluation \, \vith value valv) € D is access subdomain private

of any condition. Then, the total number of iterations ¢, 5 set of values © D with respect to a set of mem-
that are performed until the next condition is evalu- ory locations L denoted by AGEC,L) if for any
ated and disclosed grows by a factorcgieach time 51,6 va[v)  C an attacker cannot disclose the ac-

the condition is evaluated. This enables a fine-grained .o g pattern (val(v)) with probability of more than
tuning of performance and security. 1/|PAT].

The above definition implies that for a private
value, we must access all memory locations that occur
6 ACCESS PATTERN PRIVACY potentially in any of the access sequences. Moreover
the length of the access patterns must not be disclosed
Memory access patterns might reveal information by the number of memory locations accessed, e.g., by
about the underlying plaintext. For instance, the letting an algorithm access the same number of mem-
number of input and output values of a data structure ory locations for all values i€. This can imply a sig-
can potentially be revealed through memory accessnificant increase in the running time. E.g. an access
patterns. If the input is the name of a person and subdomain private algorithm can keep the number of
the output is her list of medical consultations then, comparisons carried out always the same, irrespective
typically, the length of the output should be hidden. of the value to be found. A simple implementation of
Another example is a sorted array of encrypted such an algorithm may perform a binary search for
values that is searched using binary search. Thoughall valuesv ¢ C, for which the access patterns do not
it might be impossible to disclose what (precise) need to be hidden. For the valuesGnall elements
value is searched, the fact that the binary searchare inspected, i.e., to find a valu@ a sorted arrap,
algorithm stops at a specific element, e.g., the first vis compared with each val@ag < A, returning an en-
element in the array, might prove valuable for an crypted bith; being 1 ifv= & and 0 otherwise. Thus
attacker. Hiding memory access patterns might causethe access pattern is always the same forwaayC.
significant performance penalties, eg. Corollary 1 In thisimplementation searching for valueginakes
states that it could be that a program needs to accesdinear time instead of logarithmic time.
just one memory location for a given input, but Additionally, subdomain privacy can be extended
to hide patterns we must access many many moreto relax the requirement of not revealing anything
locations since other inputs require to access them.aboutthe access pattern. E.g., there are scenarios with
Therefore one might decide to hide access patternsconfidentiality constraints where the approximate po-
only for a certain section of code or conditionally sitions within an array that is being accessed can be
based upon values of a set of variables. revealed but not which index exactly corresponds to
the item to be found. In this case, a subdomain pri-
Let us discuss the case of searching a value in avate binary search only needs to hide the last steps.
data structure, which covers a variety of important ap- Such a scheme can exploit value range partitioning.
plications such as database queries. For a search on Compared to traditional access privacy where all
an arbitrary data structure denote BJXT the set of values of a variable require the use of pattern hid-
all possible access patterns for a fixed set of memorying techniques, subdomain privacy imposes the cor-
locations and any input that one might search for. A responding performance penalty only on a subset of
single access pattern for a valual(v) is a sequence  values.
L(val(v)) := (lg,l1,...In—1) of memory locations that
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7 EVALUATION Algorithm 2: Control Algorithm for Benchmarking.

1: if v>50then _ _ _
We have evaluated our method for a selected set of 2:  {Abnormal data, handle with v confidentia}
operations and the JOS scheme (Schneider, 2016). It 3 if v>700then

should be clear from prior descriptions that the useful- 4f X= 8g -Sin(v)

- . . 5. elseifv> 600then
ness of all concepts allowing for a more fine grained . X = a7 -sin(V)
description of privacy for variables depends heavily 7:  else ifv > 500then
upon the privacy requirements of the data at hand. 8:

Thus, it is not possible to make precise general state- 9:  elseifv> 100then
ments with respect to performance gains. However, igi | X = ap -sin(v)
. else

our selected applications should give some guidelines :
: 12: X =ay - sin(v)
stating well-founded examples from health-care and 13- endif
industry. What is evident from prior descriptions is 14 else
that (statistical) subdomain and access subdomain pri-15:  {Normal operationy non-confidentia)
vacy introduces some overhead, i.e., for a value we 16:  x=ap-sin(v)
must determine whether it is to be kept confidential or 17: end if
not. This always requires at least one comparisor '
ing an encrypted value. Additionally, the compilat

a_nd execution of the program becomes more invol No Subdomain Privacy
since we must change code at runtime, i.e., a mul I -~ DOM(v,[50,1000]) !
cation of two variables, b might be performed usir — STATDOM(v,[50,1000],95%)
a protocol for encrypted values, a protocol for n 6"

encrypted values or a protocol using one encry
value and one non-encrypted value. The later sc
of overhead reflects only in local computation. In
evaluation we therefore compared against a sy
that does not support our presented privacy not
at all.

7.1 Subdomain Privacy

In Section 4 we described a scenario where com 0 20 40 60 80 100
“ I . . Abnormal Data Rate[%]

(“normal”) values can be public, but exceptional \ ...

ues should be kept private and require special treat- Figure 1: Speed up for Control Algorithm.

ment. Algorithm 2 below shows a control algorithm
with this behavior. It contains a simple branch for data is abnormal then subdomain privacy has a slight
normal datay < 50) and a more complex branch for negative impact, ie. a slow down of about 10%, since

abnormal data e [50,1000). all data is treated confidentially and the two compar-
Figure 1 shows the speedup for 10000 executionsisons to determine whether a value is normal or not
depending on the probability that a values nor- comprise overhead. Statistical subdomain privacy be-

mal for three scenarios: i) without subdomain privacy, haves worse, since in addition to the two comparisons
ie. treating all values confidentially; ii) with domain for determining whether a value is normal, it also re-
privacy DOM(v, [50,1000) and iii) statistical subdo-  quires a generation of a (secret) random number and
main privacySTATDOMy, [50,1000,95%). Note, comparison of the number with the percentage given
that even when all data is normal, we receive the datain the definition of statistical subdomain privacy.

in encrypted form and must first check, if it is nor- The second benchmark assumes 1 % of val-
mal or not. This requires secure operations, ie. two ues are abnormal and focuses on the behavior
comparisons of the value with the lower and up-  of statistical subdomain privacy depending on its
per bound, i.e. 50 and 1000, yielding two encrypted security parameteps. Figure 2 shows the speed
bits. Since Algorithm 2 requires about seven com- up when using statistical subdomain privacy, i.e.
parisons (plus some computations) the speedup fac-STATDOMy, [50,1000, ps), for varying revelation

tor is inherently limited to roughly 10-20 — even if probability ps for disclosing whethewal(v) given

all data is normal. Using subdomain privacy yields thatval(v) ¢ C in Algorithm 2. If we do not reveal

a factor of about 800% speedup in this case. If all any values, statistical subdomain privacy comes with
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speed up is more than two orders of magnitude. The
maximum possible improvementis a factor of 100 for
one per cent of sick people. Getting close to this ra-
B tio is only possible, since the duration of the secure
ol ] comparisons to check if a variable can be revealed are

! insignificant compared to the costs of the computa-
tions that are done with the data afterwards. Given
that there are only sick persons there is essentially no
overhead.

In Figure 4 we assumed that 95% of persons are
healthy and focused on the behavior of statistical sub-
domain privacy parameter. The maximum possible
gain is a factor of 20 for a revelation probability of
100%, which we closely achieve. The decrease in

No Subdomain Privacy
STATDOM(v,[50,1000], ps ) ||

0.0 0.2 0.4 0.6 0.8 1.0

Revelation Probability ps in STATDOM speedu_p_ is exponential given a decrease in revelation
) ) ) probability.
Figure 2: Speed-up for Control Algorithm for varying pa-
rameter for statistical subdomain privacy. 10° ‘ ‘
No Subdomain Privacy
. . . - DOM(data,[271000,271001-1])
a slight run-time increase of about 10%. Good speed- — STATDOM(data,[2"1000,2~1001-1],95%)
ups are achieved for large values @f exceeding a 107¢ E

factor of 6.

Next, we use synthetic clinical data of patients § 10}
having some disease and healthy persons. We look
for patterns, eg. we want to determine whether spe-
cific patterns like genes in the DNA correlate with a ~ 1w0°}-
disease, or whether a specific pattern in body temper-
ature over time is characteristic for a disease. We
model the data by a binary sequence of 1000 bits 10+

SpeedUp

20 40 60 80 100

and try to find 10 bit sequences of 10 bits each. For ; Abnormal Data Rate[%]
healthy patients we are allowed to decrypt the data Figure 3: Speed-up for pattern matching.
and compute on plaintexts. For a specific pattern our

18 S

algorithm simply checks from each positiowhether No Subdomai Frivacy
the next 10 bits match the pattern. A minor con- 16} -.- STATDOM(v,[2~1000,2~1001-11, ps )
cern is that in this case we have two variables, one 14} .
being the health state bit(A) € {0,1} of a person

A and a second variable being the DNDNA(A) of 12}
personA represented by 1000 bits. So far, we have
only discussed the notion of subdomain privacy for
a variablev depending on the valueal(v) of vari-
able v itself but not dependent on the valval(w) 6}
of another variablev. The extension is rather sim-
ple: All we need is that a variabke should be kept

SpeedUp

confidential if a variablev is kept confidential. An S
alternative but generally less efficient approachisto [~ ‘ ‘ ‘ ‘
Concatenate Variables' |Gjata(A) - h(A)|DNA(A) 0 . Revelatior?-P‘lrobabiIity psoi-nGSTATDOM e v

and to define subdomain privacy by only considering
the value of the first bit, ie. the 1081bit, yielding
DOM(data, [21000 21001 11y We went for the lat-
ter option, since it is supported out of the box by our
implementation.

Figure 3 shows the speedup for 10000 persons de-8 RELATED WORK
pending on the probability that a person is healthy. Up
to somewhat less than one per cent of sick people theThere is a rich literature on (automatically) transla-

Figure 4: Speed-up for pattern matching for statistical pri
vacy.
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ting code into equivalent code that can be executed in bucketization (Hacigimus et al., 2007). The idea is
a SMC environment. Multiple existing SMC schemes that in a client-server setting in which the server hosts
have been combined into a framework that comes a database, a client retrieves all values of a bucket and
with its own programming language allowing the user decrypts them and searches within the decrypted data.
to declare different kinds of so-called protection do- Thus, the server performs a preselection of values.
mains (Bogdanov et al., 2014). A protection do- The paper also discusses the level of information dis-
main serves as an abstraction of a set of SMC proto- closure due to bucketization and algorithms to mini-
cols. Another SMC compiler is provided in the Share- mize information disclosure (depending on the data).
mind SMC framework (Laud and Randmets, 2015). Parts of this work also discuss search but in the con-
The underlying motivation is maintainability which is  text of memory access patterns. However, we do not
achieved by introducing a domain specific language. send the entire content of a bucket to a client. Fur-
A variety of two-party protocols, i.e., garbled thermore, our definition of value range partitioning
circuits, homomorphic encryption and hybrids, have €xplicitly reveals parts of a value. This is also not
been compared in (Ziegeldorf et al., 2015). The donein privacy-aware bucketization. Memory access
authors found significant differences in the running Patterns can also be hidden using ORAM, eg. (Ste-
time. Building upon this finding, a mechanism has fanov etal., 2013; Bindschaedler et al., 2015). How-
been proposed to automatically select the best proto-€Ver, it comes at least with logoverhead, whera is
col in order to maximize performance for two-party the memory size (Goldreich and Ostrovsky, 1996).
protocols using a cost model formulated as an integer ~ Non-interference (Goguen and Meseguer, 1982) is
program (Kerschbaum et al., 2014). Furthermore, a the property of a system that its behavior and non-
compiler has been introduced that allows the user to confidential output, observed by an unprivileged user
state Whether a data |tem iS pub“c or private (Zhang (attacker), do not allow to infer confidential inputs.
et al., 2013). It also explicitly has a command for There has been a lot of work on determining whether
revealing a private value, i.e., making it public. In Programsachieve this property as well as constructing
addition, it features explicit commands for executing Such programs, see (Sabelfeld and Myers, 2003) for a
commands in parallel, using threads of a thread pool. SUrvey. In this context, our encrypted inputs and out-
A formalized programming [anguage for SMC based pUtS can be seen as the confidential (hlgh) variables.
on Boolean circuits evaluated with the GMW proto- [N contrast to our work, all possible input values are
col (Goldreich et al., 1987) has also been described considered equally sensitive. Most closely related to
and analyzed (Rastogi et al., 2014). Recently, severalour work is quantifying information flow (Clark et al.,
schemes have been combined, inc|uding Yao's gar- 2005; Clarkson et al., 2009) which quantiﬁes, interms
bled circuits, circuit randomization (Beaver, 1992), of entropy and probability, how one can learn more
and boolean sharing (Goldreich et al., 1987), with about the value of confidential input variables by ob-
conversion among them to adjust for different opera- Serving a program’s behavior or its non-confidential
tions (Demmler et al., 2015). Both approaches also Outputs.
support mixed protocols, i.e., computations on en-
crypted and non-encrypted data.

There is a compiler for translating ANSI-C into 9 CONCLUSIONS
secure two party computation based on garbled cir-
cuits (Holzer et al,, 2012). It has a few (inherent) perfect security — though highly desirable — remains
limitations, e.g., it can only handle bounded loops be- often a distant dream in reality. Aside from errors
cause the circuit grows with the number of iterations , jmplementation, e.g. Heartbleed Bug, unproven
of a loop. Web-server operations can be made securéassymptions, e.g. hardness of prime factorization,
by translating (a subset of) C to secure code using par-gyerhead related to security is often a key limita-
tially homomorphic schemes as well as a small trusted tjon, Whereas securing communication is a standard
computing base (Tople et al., 2013). (and rather efficient) procedure using symmetric key

The database CryptDB enables the protection of cryptography such as AES supported in hardware, for
data stored in a relational database while preservingcomputation on encrypted data it is impossible for
the capability to run database queries (Popa et al.,many kinds of programs to achieve a ‘reasonable’
2011). In this system, security also depends on the performance overhead compared to computations on
performed operations, i.e., certain operations such plaintext. Therefore, the only way out is to trade off
as comparisons require revealing more information security and performance. Our paper addresses this
about the confidential data. Searching on encryptedneed by introducing the concept of subdomain pri-
data has been treated by means of privacy-awarevacy, which formalizes the idea of decrypting a vari-
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able at run-time depending on the value it contains. protocols. InProc. of the 22Nd ACM SIGSAC Con-
Using subdomain privacy confidentiality of data can ference on Computer and Communications Security
be defined on a more fine-grained level, which we be- pages 1492-1503.

lieve is an important step to making computation on Paillier, P. (1999). Public-Key Cryptosystems Based on
encrypted data feasible for a large range of applica- Composite Degree Residuosity ClassesAtivances

in Cryptology—-EUROCRYPT'99ages 223-238.
Popa, R. A., Redfield, C., Zeldovich, N., and Balakrish-

nan, H. (2011). CryptDB Protecting Confidentiality

with Encrypted Query Processing. Pmoc. 23rd ACM

Symposium on Operating Systems Principles (SOSP)
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