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Abstract. Open Source Software (OSS) has become a strategic assétiargo
development, and open source communities behind OSS anedyeer in the
field. By 2016 an estimated 95% of all commercial softwaré&pges will include
OSS. This extended adoption is yet not avoiding failuresr@eOSS projects
to be as high as 50%. Inadequate risk management has begifiedemmong
the top mistakes to avoid when implementing OSS-basedisntutUnderstand-
ing, managing and mitigating OSS adoption risks is theeefoucial to avoid
potentially significant adverse impact on the businesss Thapter introduces
the RISCOSS decision support platform. RISCOSS develog axanagement-
based methodology to facilitate the adoption of open sotwde into mainstream
products and services. RISCOSS develops a methodology aaoftveare plat-
form that integrate the whole decision-making chain, fraohhology criteria
to strategic concerns. Using advanced software engirge&thniques and risk
management methodologies, RISCOSS develops innovatile &md methods
to identify, manage and mitigate risks of integrating thpatty open source soft-
ware. RISCOSS is the only platform to deliver a complete tsmturather than
a piecemeal approach to enable mainstream product develtpsafely inte-
grate open source software in their developments. Itsetfpgam source project,
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RISCOSS is open to third party contributions to help thefptat grow in func-

tionalities and make the transition to a fully marketabledurct or service. The
platform will be validated against a collection of use casmsing from different
types of organizations and emergent small OSS products.

Keywords. Open Source Software, FLOSS, OSS, OS Community, Free Libre
Open Source, Business Strategy, Software Adoption, Risigean Project.

1 Introduction

Open Source Software (OSS) has become a strategic asseiufiorteer of reasons, such
as its short time to-market software service and produdtehyl reduced development
and maintenance costs, and its customization capahil@jgsn source technologies are
currently embedded in almost all commercial software, b{&2@hey will be included
in 95% of all commercial software packages [1]. Figure 1 shée growing trend
in OSS projects. In spite of the increasing strategic ingrooé of OSS technologies,
still IT companies and organizations face numerous difiesiland challenges when
making the strategic move to the open source way of workihgrZact, according to
the most popular OSS portal, SourceForge, most OSS prdjaevtsended in failure:
58% do not move beyond the alpha developmental stage (22#%eof temain in the
planning phase, while 17% remain in the pre-alpha phasesamé of them become
inactive). Among the roots for these failures, it standg @&S is about freedom and
choice, but freedom and choice introduce risk [3]. The rislet IT companies face
when integrating OSS components into their solutions atémbe neglected and in-
correct decisions may lead to expensive failures. Insefiitaiisk management has been
recently reported as one of the five topmost mistakes to avieah implementing OSS-
based solutions [4]. Financial institutions are requiledianage such risks under the
Basel Il global regulatory standard and their capital iszaents are determined ac-
cordingly [5]. With proper risk management and mitigatifailure could be reduced
or negative impact and cost minimized. The RISCOSS projestlaunched to address
issues raised by communication equipment manufactureksrig to integrate open
source code into their products. While open source softigan®w recognized as an
indisputable industry asset, many mainstream compangesianagers are still uncom-
fortable about making the strategic move to the open souageofwvorking. RISCOSS
not only enables users to collect informed intelligence parosource components, but
also goes one step further by offering risk analysis thapedie individual business
situations. In the RISCOSS project we are interested inn@ewustanding the risks that
lie in the selection of software components, and (ii) pgtsaich risks in relation with
the decision-maker’s business and its objectives. Thiptehantroduces RISCOSS de-
cision support platform that uses advanced software eagimgtechniques and risk
management methodologies to help managers and decisicgrsnakfamiliar with the
underlying mechanisms of the open source world, make irddrdecisions regarding
integrating open source components into their own proj@etslucts or services.
RISCOSS is a collaborative project with funding supporthsy European Commis-
sion as part of the FP7 program under contract 318249. l[{oles®oth a methodology
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Fig. 1. Open Source Software; number of projects trends. SoureekBduck Management we-
binar 2014 in IEEE OSS webcasts series.

and a software platform that integrate the whole decisiaking chain, from technol-
ogy criteria to strategic concerns to help managers idemti&nage and mitigate risks
of integrating third-party open source software

2 Objectives of the Project

The RISCOSS project is articulated around five main objestiv

— Objective O1 Strategic modelling and analysis of OSS-based ecosystears-
prehensive representation of the elements of an OSS-bassgstem and analysis
techniques to discover relevant properties of this ecesaystith the aim of reusing
it in designing new and more efficient ecosystem

— Objective O2Risk management of OSS projects. Support to the estalsdishai
practices and processes, based on innovative softwaneemrgig and statistical as-
sessment and measurement techniques, for the managemiektinfa continuous
and incremental way.

— Objective O3 Business models and services for OSS solutions. Suppos fia-
pacities and resources to identify and evaluate the imda0Ss-related risks on
their business models and for the management of OSS aceod#fdrent business
model components.

— Objective O4 Deployment of a software engineering platform for supipgrtie-
cision making. Construction of an open-source platforragniting the methods,
models and techniques developed in the context of the pirojec

— Obijective O5. Industrial validation of project results.rbenstrate the results of the
project in a number of representative use cases, drawn fiffeneht application
domains, involving the appropriate actor.

The attainment of these objectives should bring as mainfti¢he reduction of
the risks, costs and time needed to construct and evolvea@ftsystems in todays
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European society. In the long term this is expected to imptbe competitiveness of
European industry, ensuring Europes global leadershi@gTh |

3 Business and Software Ecosystem

Our approach basically elaborates around the idea of assiaed software ecosys-
tems. Moore [6] coined the term business ecosystem to destain economic com-
munity supported by a foundation of interaction betweeranizations and individuals
— the organisms of the business world. This economic comippndduces goods and
services of value to customers, who are themselves membéng @cosystem. The
member organizations also include suppliers, lead pragducempetitors, and other
stakeholders. Over time, they co-evolve their capalsliiad roles, and tend to align
themselves with the directions set by one or more centrapemies. Those companies
holding leadership roles may change over time, but the foncf ecosystem leader is
valued by the community because it enables members to maeedshared visions to
align their investments and to find mutually supportive sble

Business ecosystems have their equivalent at the techinaltgyel. Messerschmitt
and Szyperski [7] used the term software ecosystem to destre broader commer-
cial, legal (regulatory) and market context in which tramhtil software systems op-
erate. Companies such as Apple and Google have embracewarkeentric view
of software ecosystems, and developed novel business syadéh varying degrees
of openness from the adoption of selected open web standarttee promotion of
key web APIs as ad-hoc standards, to the (more or less) fulraee of open source
software to encourage the emergence of massive global heetheftware ecosystems
surrounding their products and services (e.g. iPhone, diddetc.). Key arguments
why companies adopt a software ecosystem approach to gupeiniproducts and ser-
vices offerings include [8], [9]: increase value of the cofféering to existing users;
increase attractiveness for new users; accelerate inoavidirough open innovation
in the ecosystem; collaborate with partners in the ecosy$steshare cost of innova-
tion; platformize functionality developed by partners live tecosystem (once success
has been proven), and decrease total cost of ownershiprfomealitizing functionality
by sharing the maintenance with ecosystem partners.

When it comes to OSS, both types of ecosystems have theilipetes. As men-
tioned before, OSS based business ecosystems requiressisirodels that take ac-
count of the potential impact of OSS specifics on the produactistribution, costs and
revenues aligned with or derived from OSS-related valup@sitions. OSS-based soft-
ware ecosystems should address licensing problems, canpioterdependencies and
frequency of releases, for instance. Helander and Ris§a0&focus on the co-creation
of value in OSS value networks, thus highlighting an aspe@®S-based ecosystems
that is important especially for businesses. The authdiselealue-creating networks
“...as entities consisting of several directly or indifgcionnected individual or organi-
zational actors that transform and transfer different Kiafkesources in order to create
value not only for the networks end customer but also to tleéres.” Each actor within
the value network performs those tasks in which he has spegifiertise, and together
all partners create added value that finally benefits the eed Where are a number
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of diverse actors that can form an OSS value network, staftom OSS projects and
developer communities and ending with various end usetsnaadiators in between.
Each actor is assumed to pursue common as well as partiotéaests. The links be-
tween more strategic business ecosystems and more | tedtisoftware ecosystems is
one of the focal points of our approach [2].

3.1 Modeling the Business and Software Ecosystems

While considering open source adoption in terms of risk mgan@ent, it becomes clear
that code itself is just the tip of the iceberg. Open sourdenswe is defined by the
stakeholders that support it: contributors, communitisgrs, open source organiza-
tions, etc. The RISCOSS risk-based perspective highlidjetsole of the business and
software ecosystems. It takes into account both the poimtesi of the communities
providing the software components and that of the comp#mading to integrate them.
And here is one of the key innovation provided by the RISCO@8&tion: it leverages
advanced academic research to create a model of the buamissftware ecosystems
relating to a target open source component. RISCOSS is masadoundational on-
tology that links key concepts in business and (open sogaféyare ecosystems [11].
In this context, our first objective is to support the riskesssnent processes of OSS
adoption by using i* models as a basis for the analysis of tltegegic perspective of
the OSS-based ecosystem that involves the assessment@S®igroject ecosystem
and the adopting organization ecosystem. Figure 2 disgaysxcerpt of the ecosys-
tem diagram for an OSS ecosystem called XWiki (www.xwikg)pwhich is one of the
case studies of the RISCOSS project. It is an i* strategigrdia and this shows the
ecosystem dependencies, (e.g. resources, tasks, goalgebehe actors in the busi-
ness ecosystem. These models could be a valuable tool fadti@ing organizations,
for having an overview on the OSS project ecosystem and atmatuthe risks implied
in a potential adoption [12].

i* Framework. The i* framework [13] is a goal-oriented and agent-oriemteolel-
ing framework. i* is currently one of the best organizatibm@deling techniques. Its
main feature is its ability to represent intentional sooidéitions among stakeholders. It
provides the equired infrastructure to model concepts ssdhictors, roles and agents,
and to develop reasoning mechanisms with them. The i* framnlewefines two key
models at different level of abstraction: the strategicetefency model and the strate-
gic rationale model. A set of modeling primitives defines thedel components and
the relationships among them, where each business elesiaieled according to its
description.

XWiki. XWiki is an open source platform for building collaboratigpplications. It
is developed by a communit. XWiki is publicly developed oe fBitHub forge. The
company also has a public wiki, several mailing lists, a bmagking system and IRC
channels where the community exchange information abeuptbduct. Internally we
deal with different clients using almost the same meandnkaprivate way. The idea is
to provide data coming from these sources as an input to thieoti@logy. Public data
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is already available. Client data might require some apdrbgfore being examined.
This use case will be run together with the OW2 case, sincekKi&imember of the
OW?2 association.

4 RISCOSS Consortium

RISCOSS combines knowledge and expertise from univessitiel companies with
strong background in risk and costs management. The RISCO&Drtium is coordi-
nated by Universitat Politecnica de Catalunya. By brigdgether organisations from
five countries (France, Israel, Italy, Spain and Nethedrttie consortium will have an
effective impact over Europe and beyond. Figure 3 shows #ralners of the RISCOSS
consortium.

5 RISCOSS Use Cases

As the composition of the projects consortium shows, it is fon goal to demon-
strate the feasibility of the RISCOSS approach in a sigmificaimber of industrial
use cases. This will help to collect empirical data for asisgsthe objectives of the
project and thus to further feed scientific work as the prtapeogresses: (1) Ericsson
TEI° is producing regulatory products for the Ericsson Corpgratcluding state-of-
the-art products for data retention and lawful intercaptlzelonging to the regulatory
solutions product family. (2) CENATI¥ is the national center for the application of
information technologies and communication based on opercs. It is a government
of Spain to promote awareness and use of free software. (*E/an independent,

9 www.ericsson.com/it
10 \www.cenatic.es/
1 www.ow?2.org/
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Fig. 3. RISCOSS Consortium.

global, open-source software community. The mission of G¥V@ promote the de-
velopment of open-source middleware, generic businedgappns, cloud computing
platforms technical infrastructure. (4) XWiKiis a for profit organization. Its business
model is based on: open source software strategy and skiihgadded value services
to customers and partners installing, deploying and opeyadWiki solutions. XWiki
offers both a genericplatformfor developing collaboratapplications using thewiki
paradigm and projects developed on top of it. (5)MoodBitgen source project aims
to enable mobile learning applications (and other kindsppfiaations for education)
to work together with LMSs (Learning Management Systems)

5.1 A Reference Scenario

To better comprehend the nature of the problem, considesiseof a commercial com-
pany manufacturing communication equipment. These ptsaadl on a lot of software

manufacturing companies are in a complex ecosystem, ttadupt lines manage many
different products composed of thousands of software compis including commer-

cial and open source components and components develofedige. They need to
maintain several versions of each product at the same timeafth of the variants, for
instance, two versions in maintenance and another in denvetat. There may be differ-
ent versions or variants of the same product when produetsistomised to meet the
requirements of specific markets. While a given componegérterally used through

22 ywww. xwiki.com
13 www.moodbile.org
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the different releases of the different products, it mayinobrporate all the patches
currently available within the community perhaps becadskeinterdependencies be-
tween components that need to be properly handled. Such sittlation that managers
need support in order to manage all the risks that appeangitine lifetime of the
projects regarding whether to adopt or not a particular comept, whether to open
source it or not and whether to upgrade or not at a particutanemt or wait for the
next release, etc. In this perspective, we recognize tha¢nstanding, managing and
mitigating OSS adoption risks is crucial to avoid potetjiaignificant adverse impacts
on the business, in terms of time to market, customer setisfg revenue and brand
image. The objectives that the company would want to achieeeigh RISCOSS could
be:

— To gain full control over the OSS components that are integrinto its products.

— To design a proper business plan and strategy with open eatnategic intents
to achieve wanted effects. Strategic and business perggeof open source, in-
cluding decision processes as well as support for exteamahwunity activities, are
greatly underdeveloped not to say inexistent today.

— To be perceived as an active community leader/opinion makdrregarded as a
trusted long term player in the OSS arena.

— To drive and make contribution in a controlled manner as ag8upport the use of
OSS code.

However, This company is managing a complex ecosystem velegeral questions
emerge, e.g.:

— How to design the possible viewpoints from which one can labkn ecosystem
in order to collect relevant information for managing theletion for the OSS
products embedded in the companys applications.

— How to secure those specific features of OSS do not harm lassgteategies and
their underlying business models?

— How to implement a systematic approach towards understgratid representing
dependencies that involve OSS components for assessikigas! of risk?

The answer to these questions requires the clear undeirsafd®SS-based ecosys-
tems from a strategic perspective, with clear identificatid relevant strategic depen-
dencies (not just software dependencies) in order to coat mitigate all the risks
coming from the adoption of OSS components along the lifetiithe different prod-
ucts being part of the ecosystem.

6 RISCOSS Analytic Process

According to [14] [15] [2], The RISCOSS analytic processaséd on a three-layered
approach to risk management in OSS projects: the first onthéogathering and ag-
gregation of data both from communities and projects byectilhg and summarising
available data from different data sources and definingdiskers. The second layer,
for converting these risk drivers into risk indicators [E]nally, the third layer for as-

sessing how these risk indicators impact on the fulfilmenhefbusiness goals of the
adopting organisation [16]. Figure 4 summarize this view.
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Fig. 4. A red approach for risk assessment in OSS adoption.

6.1 Layer|: Raw Data and Risk Driver Measures

In this layer, we deal with data collected from OSS commanitind projects that de-
termines the risk drivers. The data has a twofold nature h®rhe side it refers to the
characteristics of the OSS components developed by the caities, e.gNumber of
open bugsMails per day Forums posts per dajl4]. We gathered the measures from
the available literature using a Systematic Literaturei®eYSLR) and statistical expert
assessment. On the other hand, measures that highlighttlctuse of the community
in terms of its evolution (e.g. changes in its roles and mesbed in the quality and
quantity of relationships between them) which are obtamathly via social network
analysis techniques [12]. Figure 5 shows an example wheraly measure is vi-
sualized . The data sources for these measures are commejitsitories, versioning
system, mail lists, bug tracker and forums and from thirdypeols such as FOSSol-
ogy, Sonar, Antepedia among others [14].

The raw data collected from communities and projects areeggding into what
RISCOSS calls risk drivers. These represent summarizea @atr a specific time
frame. For example, a series of bug report data (raw datajgegated into a distribu-
tion of thenumber of bugsver a given period of time (risk driver). The corresponding
measurement instruments are designed to implement a aonsmmonitoring process
to report data to the statistical and reasoning enginesatieatised in the other layers.
However, human intervention may be eventually needed Isecafi 1) data sources
that may be unavailable for a particular component or conityu®) values that can
eventually be calculated but require a dedicated activtgd so (e.g., evaluation of
some quality aspect like security or performance); 3) vathat are not directly acces-
sible or are very costly to compute (e.g., level of expenitthe organization’s OSS
development team) [14].
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6.2 Layer II: Risk Indicators and Models

In this layer, we define the set of indicators of possiblesiakd models that allow
linking these risks to the possible objectives of the ad@pdrganization. The indicators
are variables extracted via the OSS community data analpsisned from OSS project
measurements and OSS community measurements as desceibeel o via expert
assessment [14]. Several categories of indicators candss\add e.g.:

— Project indicators:Related to the particular OSS project can be grouped fatigwi
some criteria such as Reliability and Maintainability of ttode

— Community indicatorsRelated to the communities that may be extracted thanks
to the community measures. These allow to build indicatachsas Community
activeness, or Community cohesion.

— Contextual indicatorsCan be that mainly depends on the objectives of the orga-
nization, such as OSS business strategy, or the Type ofgbriojevhich the OSS
component hast to be introduced.

Here, statistical analysis, Bayesian networks and so&#lork analysis are ex-
ploited to determine risk indicators. In particular:

— Statistical analysis of data from OSS communities allowtemheining the trends
and distributions of data.

— A Bayesian network (BN) is essentially a directed acycliag, together with the
associated conditional probability distributions. BN aficient models for (auto-
mated) reasoning under uncertainty by fusion of data andaffoexpert knowl-
edge [17]. In RISCOSS project, Bayesian networks are uskukithe community
data gathered from the community data sources and the coitymeasures to the
risk indicators using data generated by experts assesbamsad on their experience
in OSS adoption and community context. In particular, sated or real scenarios,
described via the values of the OSS measures, are presentggdrts and they
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Fig. 6. Example of a Bayesian network data-to-risk linkage.

are asked to rate risk indicators with respect to each siefi&t]. Figure 6 illus-
trates how the RISCOSS process leverages the Bayesianrketpgroach with a
highlight, on the community timeliness risk indicator [16]

6.3 Layer lll: Business Goals

The same second layer approach is used in the third layeritee@my potential impact
on business risk/goals, mapped from risk indicators thih@ugecond type of qualitative
validation called the strategic workshop. By linking theuking distribution of busi-
ness risk/goals with the differeit models of the business and software ecosystems,
RISCOSS enables adequate business-driven risk managefragtttpting open source
software [14].

Business goals of the organization that adopts OSS are edposeveral types of
business risks. In general, they are summarized in fougoas:

— Strategic risksMainly related to the company’s strategy and plan, such &#nigr
pressure, Failures in comply regulation, industry or sedtawnturn, or Partner
issues.

— Operational risks:Such as Poor capacity management or Cost overrun.

— Financial risks:Such as Assets lost, Debts or Accounting problems.

— Hazard risks:Related to, for example, Macroeconomic conditions or tatieal
issues.

These generic risks need to be tailored to specific appicatistances in order to
provide added value to decision makers. Business goaladteled in models that rep-
resent the ecosystem that blends together communitiesa@&8er organizations and
other key actors. The key relationships between thesesaaterrepresented through
dependencies in goal-oriented models expressed in i* Réagcs based upon differ-
ent techniques, and in our layered context, we are partigutaerested in bottom-up
evaluation, since the leaves are directly linked to the msidel.
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Fig. 7. The 3-layers: in layer i the measures from the oss projectantmunities, in layer ii the
bayesian network to identify the business risks and in ldire buisness goals.

6.4 An Integrated View

Figure 7 provides an integrated view that synchronizes tiheet different layers. In
Layer | the raw measures are retrieved and the basic distitsuof these data are
computed. Layer Il will use the Bayesian networks that eixplthe measures from
Layer | and produces the evidence of the existence of busiigs. Finally, in Layer IlI
the Business risks are connected to the Business goals ofdheization represented
via the i* diagrams. The overall strategy of the RISCOSS waldn is described in

Figure 8 [18].
7 The RISCOSS Platform
This section introduces the architecture of the RISCOS8apta. The platform is the

embodiment of the methodology into a open source softwarftware implementation
of the methodology is designed to support the whole prodess the collection of
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Fig. 8. Overall methodology of the RISCOSS work plan.

open source projects raw data to the provision of decisidtedjnes for a given adopter.
The platform is a web application available for download #rat can be deployed in-
house or accessed as an online decision support service.

7.1 Platform Scope

The RISCOSS platform is intended to be operated within asystem of resources and
stakeholders. RISCOSS takes into consideration the petrgpef the project ecosys-
tem, including communities of developers and contribuamithat of the adopter, most
likely to be a company looking to integrate an OSS compomgatd product or service.

The major functions include modeling of the ecosystems hadisk profile of the
adopter organization, collecting relevant data from thequts, processing models and
data by applying innovative statistical and risk procegsechniques and then deliv-
ering results to users in a useful manner and providing stupposelecting between
options.

The platform is highly flexible and can be customized depegoin user profiles,
preferences and business conditions. It draws data frols tised by open source com-
munities of developers and contributors, leverages datdysis tools and takes into
account the behavior of community members and users. Taeeld by communities
to manage their projects are, with some exceptions, pykdictessible. Users of the
RISCOSS platform are development teams within companies.sjystem they use to
manage their projects and activities can be consideredifuradly equivalent to those
found in open source communities, with the difference theytare not accessible from
outside the company. The RISCOSS Platform provides thefaties to interact with
these systems and to provide outputs to users looking toiskranalysis in a context
of open source component adoption.
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Fig. 9. Architecture overview of the RISCOSS platform.

7.2 Platform Architecture

In this section we describe the architecture of the RISCO&8dPm. The RISCOSS
Decision Support platform comprises an extensible aptdicahat runs on the XWiki
platform. The RISCOSS application is designed to be expéandn its current version,
it is comprised of a number of functional components. Theest@o main families of
components: those that are used across the whole platfatthase that are used within
a domain. Figure 9 presents the overall architecture aritsaiajor components [11].

Platform Components. These components provide services to all users and all do-
mains of the platform whatever the configuration. On the defe there’s everything
that exists and that is used by Open Source communities tageatheir projects and
activities. Usually what we find here is publicly accessilth some exceptions). In
the bottom we find companies, and in general users of the RES®atform, with the
systems they use to manage their project and activities. ddm be considered func-
tionally equivalent to what we find in the Open Source commiesiwith the difference
that they are not accessible from the outside of the compariye middle we find the
RISCOSS Platform that can interact with these systems amdd® functionalities to
users in order to perform risk analysis of OSS componenttamtopThe architecture
comprises the following components:

Domain Manager. This components the central element of the RISCOSS Platform
it provides isolation for activities performed in the RISE® platform. A domain is

a container for all the data related to a given context. Antyensing the RISCOSS
platform will have its own domain isolated from the otherselach domain, users can
specify their own models, layers and roles, and store retedata for performing spe-
cific or customized risk analysis, for example, dependingentain business models or
providing certain risk reports. A benefit of the RISCOSS #ettture with domains and
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Domain Manager is that it allows for interesting deploymalt¢rnatives. For exam-
ple, a service provider can deploy a RISCOSS-as-a-Serlat®pn where it manages
different domains for different customers on a single RISS(latform while a com-

pany that wants to use RISCOSS in isolation will just creatingle domain on its

privately deployed RISCOSS platform. A third deploymenia@pcould be for an open

source organization such as the Apache Software Foundatitve OW2 Consortium;

in this case, the RISCOSS platform is completely public eaxheopen source project
is allocated its own domain where it publishes its own data.

Risk Data Collectors Risk Data Collectors are stand-alone components able lectol
raw data, which RISCOSS calls Risk Data, from a variety ofvaht sources. Their
task is to post process this Risk Data and prepare it for copsan by the RISCOSS
platform. The component is partly outside the RISCOSS qiatfbecause it can be
controlled by users foreign to the RISCOSS platform. Fomepla, imagine a Risk
Data Collector that is able to aggregate data on the disimibwf bug-fixing time. In
one scenario this component could also be run by an openesaaramunity willing
to provide this kind of information periodically to a pubiitstallation of a RISCOSS
platform.

Data Collector Manager.This component manages the Risk Data Collectors available
in the platform. Via an API, it provides information on whatavailable, and the pa-
rameters they require. It also manages, for example, theuéra, the scheduling of
the Risk Data Collectors. The Risk Data Collector Managsw provides the means to
link the “entities” created in the Domain Manager (see béltmthe data collected by
Risk Data Collectors. When the User Layer Manager (see Delmates a component,
itis The Risk Data Collector Manager that asks the user haemdigure the Risk Data
Collectors that must be run to collect Risk Data for thattgnlihe Risk Data Collector
Manager triggers the data collection process and assediagecollected data to the
right entity in the Risk Data Repository.

Risk Data RepositoryThis component provides storage and query facilities fanirsg
and retrieving Risk Data. Risk Data Collectors use the eeg@dsPIs to send and store
the extracted Risk Data into the RISCOSS platform. It is fiess$o have multiple Risk
Data Repositories deployed within the RISCOSS Platfornrmé&gan store publicly
accessible data, while others can be used to store privédeadaessible only from
particular contexts. The former is useful to build a publimWwledge base while the
latter is necessary for using RISCOSS in the context of a emydor example, where
some data must be protected. The Risk Data Repository dtsesathe user to query
historical data in order to understand how risk data evolertame.

Risk Analysis EngineThis component contains all the logic for performing théris
analysis using the data available in a given domain. Thispmrant also include, for

example, business goal impact analysis. In essence, thpatent provides all the

intelligence for computing everything made possible by RI8COSS Methodology.

The Risk Analysis Engine consists in an API that allows canfigg and launching the

risk analysis and retrieving the results. It loads risk miefterming the knowledge base
of the engine.
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Authorization and AuthenticatioriThis component provides authorization and authen-
tication functionalities to the RISCOSS platform. The Damldanager uses it in order
to grant access or not to the resources stored in a domainverauger. The Authoriza-
tion and Authentication component is also used within a donmeorder to define the
access rules to the data stored there. This can be usefihaitompany, for instance,
where not all personnel can access all information.

Event Notification SystemThis component provides the functionalities for tracking
activities and sending notifications when particular eseattcur, for example, when
a new risk report is created. Events can be notified to us#rereria the RISCOSS
platform user interface or email.

Domain Manager Components. The Domain Manager is a macro-component that
manages all data to be manipulated in a given domain. It cigegpthe following sub-
components:

Layer Manager.This component provides the means to define and manage vetyich |
ers are actually present in a given domain. In particulardvjgles a way to create a
hierarchy of layers, and define the structure of an entitgtgihg to a layer. A layer in
this context, represents the type of a set of entities (85 Components, Products,
Projects, etc., and the relationships among them).

Role ManagerA role defines a class of users, and is used to define the rulasdess-
ing data, and functionalities. This component providestieans to define and manage
which roles are actually present in a given domain. A rolerasfia class of users, and
is used to define the rules for accessing data and functim@zali

Risk Analysis ManagerThis component provides the means to define and enforce
the process for performing risk analysis in a domain. Formgda, the Risk Analysis
Manager handles controlling and providing information loa $tatus of a risk analysis
session in which many users are patrticipating, accordira gpecific workflow. The
Risk Analysis Manager also handles interactions with thek Rinalysis Engine and
required interactions with users via the user interfaces€hnteractions can include,
for example, requests for further information on certaipess of the analysis.

Risk Configuration ManagerThe Risk Configuration Manager provides the means to
manage all the artefacts needed for a risk analysis. Thipoasnt takes into account,
and organizes rationally all the artefacts’ needed by tlsk Rnalysis Engine, as de-
scribed in the RISCOSS Methodology. This includes, for eglagrgoal models, impact
models, etc.

Risk Report ManagerThis component provides the means to manage the results of
Risk Analysis performed in a given domain.
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Form/Questionnaire Manageil his component provides the means to define and man-
age user input forms that help users insert informationishageded by the Risk Analy-
sis Engine. Some of the information can come directly froma @aeviously stored in a
Risk Data Repository, but in general, users may be requirethnually enter some data

- either because it’s not possible to retrieve it using RigkaCollectors or because they
want to override some previously collected data. The Foure&flonnaire Manager can
also be used to create custom-made forms to support queditidta collection from
field experts.

Feedback ManagerThis component provide the means to manage user feedback on
data managed in a domain. Such feedback can be providedgdiopde, on risk analysis
reports. Feedback is then used to improve the models usdéetRisk Analysis Engine

for performing the risk analysis

8 Current Implementation

In this section we shows some screenshots of the curreatdttite RISCOSS platform
implementation. Figure 10 shows the main page of a domairorAain is a container
for all the data related to a given context. An entity using RISCOSS platform will
have its own domain isolated from the others. In each domaers can specify his
own models, layers, roles, and store relevant data for paifg risk analysis (e.g.,
business models, risk reports, etc.). Figure 11 shows treg lmanager menu with the
functionalities for creating new layers, entities and fa@pthying the existing layers
and entities defined in the system. A layer in this contextrasents the type of a set
of entities (e.g., OSS components, products, projects,atd the relationships among
them). Figure 12 shows the risk analysis session definitibhnis component provides
the means to define and perform risk analysis sessions ortignieia given domain. A
risk analysis session is started by choosing the correspgiitém in the risk analysis
menu. At this point the user is show a list of entities with &vailable risk configura-
tions. He can the select which entity to analyse with whichfiguration. Once this is
done, the user can start the evaluation. At this point theCRISS Platform will invoke
the Risk Analysis Engine to perform the evaluation and prissthe results as shown
in Figure 13. The results shows the evidences of risk exjgosuthe form of positive
and negative evidences. Depending on the risk model a eliffeepresentation of the
results might be displayed, as shown in Figure 14.

9 Conclusions

The RISCOSS platform is architected from the ground up tp hghg the benefits of
open source to the entire enterprise development departRESCOSS not only en-
ables users to collect informed intelligence on open socwogponents, but also goes
one step further by offering risk analysis that adapts tividdal business situations.
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Based on a unique methodology specifically designed to mmd#hess and software
ecosystems in the world of open source software, and ansxéarchitecture able to
integrate entire portfolios of dedicated functional comgts such as the Risk Data
Collectors, RISCOSS is the only platform to deliver a cortgobolution rather than a
piecemeal approach enabling mainstream product develtpsafely integrate open
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source software in their developments.

RISCOSS is aresearch-oriented project that is set to beasaference solution in fa-
cilitating industry-wide open source adoption. An opernrseproject itself, RISCOSS
is open to third-party contributions to help the platfornowrin functionalities and
make the transition to a fully marketable product or service

RISCOSS support the industry ability to correctly manag&@Soption risks. It is a
very important challenge for an OSS community and the estitfiese risks are identi-
fied and quantified, the better a fighting chance the commurilithave to guarantee
the survival and the success of their product.

Download RISCOSS and join the community at www.riscoss.eu.
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