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Abstract: Password-authenticated key exchange (PAKE) in the 3-party setting is where two clients, who do not share
a password between themselves but only with a server, establish a common session key with the help of the
server. Abdalla, Fouque and Pointcheval were the first formally to address 3-party PAKE issue and presented

a natural and generic construction from any 2-party PAKE protocols. Soon after, Abdalla and Pointcheval
presented a more efficient 3-party PAKE protocol and proved its security in the random oracle model. In

this paper, we present a new 3-party PAKE protocol on the basis of identity-based encryption and ElGamal
encryption schemes. In our protocol, the client needs to remember passwords and the server’s identity only

while the server keeps passwords in addition to a private key related to its identity. We have put forth a formal
model of security for ID-based 3-party PAKE, and provided a rigorous proof of security for our protocol
without random oracles.

1 INTRODUCTION Due to the practical significance of PAKE, this initial
work has been followed by a number of protocol pro-

Nowadays, most online business applications are Posals (Bellovin and Merritt, 1993; Gong et al., 1993;
based on the client/server model, where it is common Huang, 1996; Jablon, 1997; Lucks, 1997; Steiner
for the client to choose a password as his private key €t al., 1995; Wu, 1998). However, only heuristic and
from a known small space, such as a dictionary of En- informal SeCUrity argumentS for these protOCO|S were
glish words, in order to remember it, and then to share provided. In fact, attacks against many of these pro-
it with the server for authentication. In order for the tocols have been found (MacKenzie et al., 2000; Pa-
client and the server who share a password to estabi€el, 1997). This demonstrates the great importance of
lish a common session key, with which to secure their rigorous proofs of security in a formal, well-defined
communications over an insecure network, password-model.
authenticated key exchange (PAKE) protocols are in Formal models of security for PAKE were firstly
great demand. given independently by Bellare, Pointcheval and Ro-
PAKE protocols have to be immune to the dictio- gaway (Bellare et al., 2000), and Boyko, MacKen-
nary attack, in which an adversary exhaustively tries zie, Patel and Swaminathan (Boyko et al., 2000) in
all possible passwords from a dictionary in order to 2000. Based on these models, some efficient PAKE
determine the correct one. Even though these attacksprotocols (e.g.,(Abdalla et al., 2006; Abdalla and
are not very effective in the case of high-entropy keys, Pointcheval, 2005; Bresson et al., 2003; Bresson
they can be very damaging when the secret key is et al., 2004)) were constructed and proved to be se-
a password since the attacker has a non-negligiblecure in the random oracle model. Katz et al. (Katz
chance of winning. Dictionary attacks are usually di- et al., 2001) were the first to give a PAKE proto-
vided into off-line and on-line dictionary attacks. col which is both practical and provably-secure un-
Bellovin and Merritt (Bellovin and Merritt, 1992)  der standard cryptographic assumption. Their proto-
were the first to consider authenticated key exchangecol was proved to be secure in the model of Bellare et
based on password only and introduced a series ofal. (Bellare et al., 2000) and based on the decisional
so-called “encrypted key exchange” (EKE) protocols. Diffie-Hellman assumption.
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In practice, clients usually do not share any pass- means that their security proof was flawed. Recently,
words between themselves but only with servers. Huang (Huang, 2009) proposed a simple three-party
Can two clients, who share passwords with the same password-based authenticated key exchange protocol,
server, respectively, establish a common session keywhich is claimed to be not only secure against var-
with the help of the server, where the key established ious attacks, but also more efficient than previously
is known to the clients only and no one else, including 3-party PAKE protocols. However, Yoon and Yoo
the server? This issue was formally addressed by Ab-(Yoon and Yoo, 2010) demonstrated that Huang's pro-
dalla, Fouque and Pointcheval (Abdalla et al., 2005; tocol is vulnerable to undetectable online password
Abdalla et al., 2006), and called 3-party PAKE (while guessing attacks and off-line password guessing at-
PAKE between single client and a server is called 2- tacks by any other user.

party PAKE). Any group PAKE, where a group of clients, each
In (Abdalla et al., 2005; Abdalla et al., 2006), of them shares his password with an “honest but cu-

Abdalla, Fouque and Pointcheval put forth a formal fious” server, intend to establish a common secret
model of security for 3-party PAKE and presented a key (i.e., the group key) with the help of the server,
natural and generic construction of a 3-party PAKE can be used for 3-party PAKE. More recently, Yi et
from any secure 2-party PAKE. There are three phases@l- (Yi et al., 2009) presented a compiler that trans-
in their generic construction. In the first phase, a forms any group key exchange protocol into group
high-entropy session key is generated between thePAKE. When using the compiler for 3-party PAKE,
server and each of the two clients using an instancetwo clients firstly run a 2-party key exchange pro-
of the 2-party PAKE protocol for each client. In the tocol (e.g., (Diffie and Hellman, 1976)) to establish
second phase, a message authentication code (MAC} key without any help of the server, and then the
key is distributed by the server to each client using Server helps the clients with mutual authentication
a key distributed protocol. In the final phase, both and key confirmation by the shared passwords (pro-
clients execute an authenticated version of the Diffie- técted with an identity-based encryption scheme), and
Hellman key exchange protocol (Krawczyk, 2003) us- finally each client authenticates the server, along with
ing the MAC key obtained in the previous phase. The Partnered client and the established key during the 2-
generic construction was the first provably-secure 3- Party key exchange, by an identity-based signature
party PAKE protocol and does not rely on the random Scheme. This solution can achieve explicit mutual au-
oracles as long as the underlying primitives them- thentication (thatis, a party knows its intended partner
selves do not rely on it. Though attractive and nat- has successfully computed a matching session key)
ural, the construction given in (Abdalla et al., 2005; and has provable security without random oracles, but
Abdalla et al., 2006) is not efficient. Not only does it Still needs 4 rounds of communications.

require a large amount of computation by the server contribution. To the best of our knowledge, exist-
and the clients, but it also needs a large number of jng 3-party PAKE protocols with explicit authentica-
rounds (at least 6 rounds of communications). When tion and provable security without random oracles,
the underlying 2-party PAKE is the encrypted key gych as the generic construction (Abdalla et al., 2005;

exchange protocol of Bellovin and Meritt (Bellovin - Apdalla et al., 2006) and the ID-based group PAKE
and Merritt, 1992), Abdalla and Pointcheval (Abda”a Comp”er (Y| et al., 2009), usua”y need a |arge num-

and Pointcheval, 2005) presented a rather efficient 3-per of rounds, and thus are inefficient. Is it possible
party PAKE protocol, specially when compared to the to achieve more efficient and provably secure 3-party
generic construction in (Abdalla et al., 2005; Abdalla pAKE without random oracles?

et al., 2006), and prove its security in the random or-

In this paper, we present a new construction of
acle model.

3-party PAKE protocol, based on the identity-based
Other works related to the 3-party PAKE include encryption (IBE) scheme with security against adap-
(Byun et al., 2002; Gong, 1995; Lin et al., 2000; tive chosen ciphertextattacks withoutrandom oracles,
Wang et al., 2004; Yeh et al., 2003). As pointed out such as (Gentry, 2006; Waters, 2005), and the ElGa-
in (Abdalla et al., 2005; Abdalla et al., 2006), none of mal encryption scheme (ElGamal, 1985), which has
them enjoys provable security. Wen, Lee and Hwang been proved to be secure against chosen-plaintext at-
(Wen et al., 2005) presented a 3-party PAKE protocol tacks without random oracles providing that the Deci-
with Weil pairing, which was claimed to be provably sional Diffie-Hellman (DDH) assumption holds (Wa-
secure in the random oracle model under the bilin- ters, 2009). Our protocol needs only 2 rounds of com-
ear Diffie-Hellman assumption. However, their pro- munications and enjoys provably security without
tocol has been shown to be insecure in the presenceandom oracles. It is rather efficient, when compared
of an active adversary in (Nam et al., 2007). This to the generic construction (Abdalla et al., 2005; Ab-
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dallaetal., 2006) and the ID-based group PAKE com-

piler (Yi et al., 2009) with provably security without
random oracles.

We put forth a formal model of security for ID-
based PAKE in the 3-party setting by embedding
Boneh et al.'s ID-based model (Boneh and Franklin,
2001; Boneh and Franklin, 2003) into Abdalla et al.’s
3-party PAKE model (Abdalla et al., 2005; Abdalla

et al., 2006). Under this model, we provide a rigorous

proof of security for our protocol.

2 DEFINITIONS

A formal model of security for 3-party PAKE was
firstly given by Abdalla et al. in (Abdalla et al., 2005;
Abdalla et al., 2006), based on Bellare et al.’s for-
mal model for 2-party PAKE. Boneh and Franklin
firstly defined chosen ciphertext security for IBE un-
der chosen identity attack in (Boneh and Franklin,
2001; Boneh and Franklin, 2003). In this section,
we put forward a new model of security for ID-based
3-party PAKE, a combination of definitions given by
Abdalla et al. and Boneh et al.

Participants, Initialization and Passwords. An ID-
based 3-party PAKE protocol involves three kinds of
participants: (1) A set of clients (denoted @ent),
which is composed of two disjoint sets - the set of
honest clients (denoted &ienty), and the set of
malicious clients (denoted &3ienty), i.e., Client =
Clienty UClienty; (2) A set of servers (denoted as

Server), each behaves in an honest but curious man-

ner in terms that it honestly follows the protocol, but

may want to know the session key established be-

tween clients; (3) A set of of trusted third parties
(called the Private Key Generato®BKGs), denoted
asPKG1,PKGy,--- ,PKGy,), which cooperate to gen-

erates public parameters and private keys for servers.

We assume thatlientServerPair is the set of pairs

of the client and the server, who share a common

password. In additionUser = Client|JServer and
Client(Server = 0.

Prior to any execution of the protocol, we assume

that an initialization phase occurs. During initial-
ization, PKGs cooperates to generate public param-
eters for the protocol, which are available to all par-

ticipants, and private keys for servers. For any pair

(A,S) € ClientServerPair, the clientA and the serves

are assumed to share the same password. We assume

that the clientA chooseswy independently and uni-
formly at random from a “dictionary’h = {pwy, pwo,
-+, pwy } of sizeN, whereN is a fixed constant which

tion.

Execution of the Protocol.In the real world, a proto-

col determines how users behave in response to input
from the environments. In the formal model, these
inputs are provided by the adversary. Each user is
assumed to be able to execute the protocol multiple
times (possibly concurrently) with different partners.
This is modeled by allowing each user to have unlim-
ited number of instances with which to execute the
protocol. We denote instandeof userU asU'. A
given instance may be used only once. The adversary
is given oracle access to these different instances. Fur-
thermore, each instance maintains (local) state which
is updated during the course of the experiment. In
particular, each instand¢' has associated with it the
variablessidy, , pidy, acely, term(y, usedy, statey; , skip,
initialized asNULL or FALSE (as appropriate) dur-
ing the initialization phase, as (Katz et al., 2001; Yi
etal., 2009).

e sidy andpid, are variables (initialized asULL)
containing the session identity and partner iden-
tity for an instance, respectively. ' The session
identity sidy; is simply a way to keep track of the
different executions of a particular udgr With-
out loss of generality, we simply let this be the
(ordered) concatenation of all messages sent and
received by instand@'. The partner identitpidy,
is the set of users with whohd' believes it is in-
teracting.

e acc,, andterm|; are boolean variables (initialized
asFLASE) denoting whether a given instance has
been accepted or terminated, respectively. Ter-
mination means that the given instance has done
receiving and sending messages, acceptance indi-
cates successful termination.

e usedy, is a boolean variable (initialized & ASE)
denoting whether an instance has begun executing
the protocol. This is a formalism which will en-
sure each instance is used only once.

. stateiu (initialized asNULL) records any state
necessary for execution of the protocol by a user
instancel'.

. skiA is a variable (initialized aBlULL) containing
the session key for a client instande Compu-
tation of the session key is, of course, the ulti-
mate goal of the protocol. Whel accepts (i.e.,
accy = TRUE), skj is no longemMULL.

The adversary is assumed to have complete con-
trol over all communications in the network and the
adversary’s interaction with the users (more specifi-

is independent of the security parameter. The pass-cally, with various instances) &KG is modeled via

word pwj is then stored at the servBfor authentica-

access to oracles which we describe now. The state
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of an instance may be updated during an oracle call,
and the oracle’s output may depend upon the relevant
instance. The oracle types are as follows:

Execute(A,BI,S) — If A Bl and S have
not yet been used (wheréA'S), (B,S €
ClientServerPair, and A, B € Client), this oracle
executes the protocol between these instances an
outputs the transcript of this execution. This ora-
cle call represents passive eavesdropping of a pro-
tocol execution. In addition to the transcript, the
adversary receives the valuessaf, pid, acc, and
term for all instances, at each step of protocol ex-
ecution.

Send(U',M) — This sends messag to instance

U'. Assumingterm;, = FALSE, this instance
runs according to the protocol specification, up-
dating state as appropriate. The outputldf
(i.e., the message sent by the instance) is given
to the adversary, who receives the updated values
of sidy, pid,accy;, andterm;,. This oracle call
models the active attack to a protocol.

KeyGen(PKGs, S) — This sends the identity of the
serverSto PKGs, which generate the private key
dipg corresponding t& and forwards it to the ad-
versary. This oracle models possible compromis-
ing of a server due to, for example, hacking into
the server. This implies that all passwords stored
in the server are disclosed.

Corrupt(PKG;) — This query allows the adversary
to learn the master secret key of a Private Key
GeneratoPKG;, which models possible compro-
mising of PKG; due to, for example, hacking into
PKG;.

Corrupt(A) — This query allows the adversary to
learn the password of the clieAt which models
the possibility of subverting a client by, for exam-
ple, witnessing a user type in his password, or in-
stalling a “Trojan horse” on his machine. Once
Corrupt(A) happensA is no more honest, i.e.,
A€ Client,, .

Reveal(A') — This outputs the current value of ses-
sion keysk), for a client instance ificc, = TRUE.
This oracle call models possible leakage of ses-
sion keys due to, for example, improper erasure
of session keys after use, or cryptanalysis.

Test(A') — This oracle does not model any real-
world capability of the adversary, but is instead
used to define security of the session key of client
instanceA'. If accy = TRUE, a random bito is
generated. Ib=0, the adversary is givesk'y, and
if b= 1 the adversary is given a random session

18

key. The adversary is allowed only a sin{lest
query, at any time during its execution.

Partnering. The definition of partnering uses the no-
tion of session identitgid, which is the partial tran-
script of the conversation among the clients and the
server. We say that client instancAsand B! are

gartnered if there exists a server instargesuch

that (1) (A,S), (B,S) € ClientServerPair; (2) sid§ =
sidy|sidy # NULL; and (3) pidy = pid = pid§ #
NULL. The notion of partnering will be fundamen-
tal in defining both correctness and security.

Correctness. To be viable, a key exchange protocol
must satisfy the following notion of correctnessAlf

andB! are partnered angtc), = acch = TRUE, then

it must be the case thskiA = sk,"3 (i.e., they conclude
with the same session key).

Freshness. Informally, the adversary succeeds if it
can guess the bitused by th&est oracle. Before for-
mally defining the adversary’s success, we must first
define a notion of freshness. A honest client instance
Al is fresh unless one of the following is-true at the
conclusion of the experiment, namely, at some point,

e The adversary querieBeveal(A') or Reveal(B))
with the instance#' andB! being partnered.

The adversary queried allCorrupt(PKG;)
(i=1,2,---,n) before a query of the form
Send(U*,M), whereU* € pidy, has taken place,
for some messagdd (or identities).

The adversary querieldeyGen(PKGs,S), where
there exists a server instan8&c pidy, before a
query of the fornSend(U¢, M), whereU* ¢ pid),

has taken place, for some messagéor identi-
ties).

The adversary querieGorrupt(A) or Corrupt(B)

where there exists a instanBé € pid,, before a
query of the formBend(U*, M), whereU* ¢ pidl,

has taken place, for some messagédor identi-
ties).

The adversary is thought to succeed only if its
Test query is made to a fresh instance.

Advantage of the Adversary.We say an adversary
succeeds if it makes a single quéiast(A') to a fresh
client instanceA', with accj, = TRUE at the time of
this query, and outputs a single bitwith b/ = b (re-
call thatb is the bit chosen by thé&est oracle). We
denote this event b§ucc. The advantage of adver-
sary 4 in attacking protocoP is then given by

Adv, p(K) =2-Pr[Succ] -1

where the probability is taken over the random coins
used by the adversary and the random coins used dur-
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ing the course of the experiment (including the initial-
ization phase). It remains to define what we mean by a
secure protocol. Note that a probabilistic polynomial-
time (PPT) adversary can always succeed by trying
all passwords one-by-one in an on-line impersonation
attack. This is possible since the size of the password
dictionary is constant. Informally, a protocol is se-
cure if this is the best an adversary can do. Formally,
an instanc&' represents an on-line attack if both the
following are true at the time of th@est query: (1)

at some point, the adversary querfad(U', %), and

(2) at some point, the adversary queriReleal(Al)

or Test(A!), whereA € Client and eitherA=U or

A€ pidy;.

In particular, instances with which the adversary
interacts viaKeyGen, Execute, and Corrupt queries
are not counted as on-line attacks. The number of
on-line attacks represents a bound on the number of

passwords the adversary could have tested in an on-Password Generation

line fashion.

Definition 1. ProtocolP is a secure protocol for 3-
party PAKE if, for all dictionary sizeN and for all
PPT adversariega making at mosQ(k) on-line at-
tacks, there exists a negligible functief) such that

Adv. p(K) < Q(K)/N+e(K)

The above definition ensures that the adversary can
(essentially) do no better than guess a single pass
word during each on-line attack. Calls to tkeyGen,
Execute andCorrupt oracles, which are not included
in Q(k), are of no help to the adversary in breaking
the security of the protocol. This means the passive
attacks and off-line dictionary attacks are of no use.

3 [ID-BASED 3-PARTY PAKE

PROTOCOL

The high-level depiction of the protocol is illustrated
in Fig. 1, and a more detailed description follows. A
completely formal specification of the protocol will
appear in Section 4.

We present the protocol by describing initializa-
tion and execution. We l&tbe the security parameter
given to the setup algorithm.

Initialization. Given a security parametkre Z*, the
initialization works as follows:

Parameter Generatio®n inputk, Private Key Gener-
ators,PKG1,PKGy, - - - , PKGp, cooperate to generate
public parametergarams'®E and master-secrets'BE

for the IBE scheme, such as (Waters, 2005; Gen-
try, 2006), and a grougs with a generatorg of

prime orderg with |g| = k for the EIGamal encryp-
tion scheme, and choose two hash functidhs
{0,1}* — o (whereasr stands for the plaintext group
of the IBE) andh: {0,1}* — G from a collision-
resistant family. The public parameteParams =
{params'BE (G,g,q),H,h}.

Key Generation On inputS € Server, PKGs coop-
erate to set a private kaypg for the serverS such
that dipg is only known to the serve$ as long as
one of PKGs is trusted. For example, based on the
Boneh-Franklin IBE scheme (Boneh and Franklin,
2001)(Boneh and Franklin, 2003),RKG; chooses
a master secret key randomly and publishes; =

s G as its public key. The common public key=
S Given the identitylDs of the serverS, each
PKG; sendsdl'DS = sH(IDg) to Svia a secure chan-

nel. The secret keglpg of Sis setasy!_; dip,.

On input (A)S €
ClientServerPair, the client A chooses a string
pwy, the password, uniformly drawn from the dic-
tionary Password = {pwq,pwp;--- ,pwy}, and then
store it in the serveB. We implicitly assume that
N < g, which will certainly be true in practice.

Protocol Execution. For any A,B € Client,
where there exists a senv@such thatA,S), (B, S)
ClientServerPair, whenA (with passworcw,) andB
(with passwordbwg) want to establish a session key
via S, the clientA firstly randomly chooseg € Z,
and computega = g~ and anIBE encryption of
H(A|B|Sigalpwy) based on the identity of the server
IDs, denoted asa. Then the clienfA sendsmsg, =
A|B|Sgalca to the serveB.

Similarly, the clientB randomly choosesss € Za,
and computegs = g8 and anIBE encryption of
H (B|A|S|gs|pwg) based oriDs, denoted asg. Then
the clientB sendsnsgg = B|A|S/gs|ci to the serves.

Upon receiving the messagesga andmsgg, the
serverS decrypts the ciphertexts with its private key
dipg and then verifies the passwords. Both cliefts
andB are authenticated if

IBD[ca,dipg] = H(ABISIgalpwR) (1)

IBD[cs,dips] = H(BIAISIgslpwE)  (2)
If both (1) and (2) holdSrandomly choosess € Zg
and computegsa = g5, g8 = g, an ElGamal en-
cryption ofh(S/A|B|gsalpw3) based on the public key
Oa, denoted agsa, and an ElGamal encryption of
h(S|B|A|gss|pwg) based on the public kegg, de-
noted ascg. Then the serveS sendsmsggy =
S/A|B|gsa/csa andmsgg = SIB|A|gss|css to AandB,
respectively. If either (1) or (2) does not hold, the

serverS sends a failure notification té and B, re-
spectively, and then terminates the protocol.
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Client A (pw3)
Al Zg,9n < g™
6a < IBE[H(AIBISIgalpw§). 1D
msga < A|B[S/galca
N\

msgsa < SAB|gsalcsa

/-

If D[csa, ra] # h(S/A|B|gsalpw3), re. L
ska gg?_\

Params « {params'B& (G,g,q),H,h}

Server S(pwi, pw%, dipg)
If IBD[ca, dipg] # H(A[B|Slgalpw}) V IBD[cg, dipg] # H(BJA|S/gs|pwg), return L
rs & 77, 0sa ¢ 0,08 S
csa ¢+ E(h(SAB|gsalpwy),0a), css < E(h(SBJA|gss|pwd), O8]
msgs < SB|A|gss|Cs

If D[csa, 18] # h(SIB|Algss|pw3), re. L

Client B (pwg)
g & Zg,98 < d®
s  IBE[H (B|AISgglpwg), 1Dy
msgg < B|A[S/gs|cs

e

\

skp < gﬂ%

Figure 1: ID-based 3-party password-authenticated keliange.

Upon receivingmsgs,, the clientA decrypts the
ciphertexicsa with its private keyra and then verifies
the passworgwy. Both the serveBand the clienB
are authenticated if

Dlcsa,fal = h(SAB|gsalpwi) 3)

If so, A computes the session keka = grSAA. Other-
wise,A sends a failure notification t8andB, respec-
tively, and then terminates the protocol.

Similarly, upon receivingnsgs, B decrypts the
ciphertextcg with its private keyg and then verifies
the passworgwg. Both the serveand the clienfA
are authenticated if

Dlcss,rs] = h(SB|Agss|pw?) (4)

If so, B computes the session kekg = gﬂ%. Other-
wise,B sends a failure notification 8andA, respec-
tively, and then terminates the protocol.

Correctness. In an honest execution of the protocol,
the clientsA andB compute identical session keys be-
cause

04 = (0™ = (gf2)s = g/v's

g = (g9

SkA =
skg = — (ng)rst — ngrBrs
Explicit Authentication. By verifying (1)-(2), the
serverSis certain that client®\ andB are authenti-
cated. By verifying (3) (or (4)), the cliera (or B)
is certain thaSandB (or SandA) are authenticated.
The session keyska andskg derived from authen-

ticated messages are authenticated. This shows that

party knows that its intended partner has successfully
computed a matching session key. Note that previous
3-party PAKE protocols achieved implicit authentica-
tion only (e.g., (Abdalla et al., 2005; Abdalla et al.,
2006; Abdalla and Pointcheval, 2005)).

4 PROOF OF SECURITY

We follow the method of the security proof given by
Katz et al. in (Katz et al., 2001) to prove the security
of our protocol without random oracles.

Given an adversaryg, we imagine a simulator that
runs the protocol for. More preciously, the simula-
tor begins by running algorithrimitialize(1) (which
includes choosing passwords for clients) and giving
the public output of the algorithm ta. When 2
queries an oracle, the simulator also responds by ex-
ecuting the appropriate algorithm. The simulator also
records all state information defined during the course
of the experiment. In particular, when the adversary
gueries theTest oracle, the simulator chooses (and
records) the random bit When the adversary com-
pletes its execution and outputs alitthe simulator
can tell whether the adversary succeeds by checking
whether (1) a singl@est query was made, for some
client instancel'; (2) acc;, was true at the time of
Test query; (3) instanc®)' is fresh; and (40 = b.
Success of the adversary is denoted by e$ent.

For any experimenP we defineAdv, p(k) =

our protocol achieves explicit authentication, that is, a 2Pr 5 p[Succ] —1 wherePr ; p[-] denotes the 7probabi|—
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Initialize (1K)
(params'BE master-secret'BE Jal Setup'BE(14), {G,g,q} %l Setupt!Gamal (1k)
{H,h} & CRHF(1¥)
(Client, Server, ClientServerPair) %l UserGen(1¥)
Foreach € {1,2,---} and eaclJ € User
accly + term}; < used; < FALSE,sid}; < pid{, < sk{; <~ NULL
For eachS e Server,

IBE IBE)

dIDs — Extract(params ,master-secrets
For each(A,S) € ClientServerPair, pwa il {pw1, pwo, -+, pwy}

ReturnClient, Server, ClientServerPair, params'BE master-secret!BE {G,g,q},H,h

Figure 2: Specification of thiaitialize.

Execute(A', B, &), whereA B € Client _
If (A,;S) v (B,S) ¢ ClientServerPair v used \V u‘sedé\/ used¥, return.L
usediA — used‘J3 — usedg + TRUE, pidi,\ — pid,'3 — pid'é « {A B, §}

rA<BZZ79A%grA re & 2,08 < g
ca < IBE[H(A'|B/|S¢|galpw3), IDg] Cg < IBE[H(B/|A||S¢|gs|pw3); IDs]|
msga < A'|B/|S|galca msgg « BI|A'|S|gs|cs

R s s rs
rSHangSA H.gB.agS?)(;gA o
csn < EIN(SIA B [gsa pwS). a0 < EIN(S|BI 1A [gsalpw), ge)
msgga < S|A[BI|gsa|Csa, msgp + S|B/|A'|gsslcss

sidly msgA|msgSA,sidé «— msgg|msgg, sid sidk|sidé
acch « terml accé — term|j3 + acck < term& «+ TRUE
skiy sk|j3 + g'Aels

Returnstatusl, statusé, status

Figure 3: Specification of thExecute oracle.

ity of an event when the simulator interacts with the tion) are included. We lettatus|, denote the vec-

adversaryz in accordance with experimeRt tor of values §id.} , pid}; , accl;, term! ) associated with
Based on the definition of security described in instanceU'. We begin with some terminology that
Section 2, we have will be used throughout the proof. A givensg is

called oracle-generated if it was output by the sim-
ulator in response to some oracle query (whether a
Send or Execute query). The message is said to be
adversarially-generated otherwise. An adversarially-
generated message must not be the same as any
oracle-generated message.

We refer to the real execution of the experiment
asPy. We introduce a sequence of transformations to
Sketch of Proof. First of all, we provide a formal  the original experiment and bound the effect of each
specification of thénitialize, Execute, Send, KeyGen, transformation on the adversary’s advantage. We then
Corrupt, Reveal, andTest oracles in Fig. 2-5. bound the adversary’s advantage in the final experi-

The description of th&xecute oracle matches the  ment. This immediately yields a bound on the adver-
high-level protocol described in Fig. 1, but additional sary’s advantage in the original experiment.
details (for example, the updating of state informa- Experiment Py: In this experiment, the simulator in-

Theorem 1. Assume that (1) the decisional Diffie-
Hellman (DDH) problem is hard ove®(, g,q); (2) the

IBE scheme has chosen ciphertext security under cho-
sen identity attack without random oracles; CRHF

is a collision-resistant hash family; then the protocol
described in Fig. 1 is a secure ID-based 3-party PAKE
protocol.
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KeyGen(PKGs, S) Corrupt(PKG;)
d.DS — Extract(para ms, master-secrets) Returnmaster-secret;
Returndipg
. i
Corrupt(A) Reveal (A') Test(RA ) R
i b< {0,1},sk' < Z;
Returnpw Returnskp q _
If b= 1 returnsk’ else returrsk,

Figure 4: Specification dkeyGen, Corrupt, Reveal andTest oracles.

teracts with the adversary as before except that at anyExperiment P,: In this experiment, the simula-
point during the experiment, an oracle-generated mes-tor interacts with the adversary as in exper-
sage is repeated or a collision occurs in the hash func-iment P; except that the adversary’s queries to
tionsh,H. It is immediate that the two events occur Execute and Sendy oracles are handled differently:
with only negligible probability. Put everything to-  for Execute(A',B/,S) or Sendo(A',BJ,S) queries
gether, we can see thwdvzo(k)—Advzl(kﬂ isneg-  to the fresh client instanc@&', ca is computed as
ligible. IBE[H (A'|B|S|ga|pw’), IDs] wherepw’ is randomly
chosen fronp.

The difference between the current experiment
) | and the previous one is bounded by the probability
cept that the adversary's queriesigecute oracles = s oy adversary breaks the IBE scheme. If the IBE

are handled differently: for angxeC“te(Al’BJS(_) scheme is secure against the chosen-ciphertext attack,
oracle, the session keyis, andské are replaced with then|Ava3(k) N Ava4(k)| is negligible
A A :

the same random value froth

The difference between the current experiment
and the previous one is bounded by the probability
that an adversary solves the DDH problem. More pre-
cisely, if the decisional Diffie-Hellman (DDH) prob-
lem is hard over@, q,g), then|Adv (k) —Adv72(K)|

Experiment P,: In this experiment, the simulator in-
teracts with the adversaty as in experimenP;, ex-

Experiment Ps: In this experiment, the simulator
interacts with4 as in experiment; except that
the adversary’s queries tBend, oracles are han-
dled differently: for Sendz(A',msggy) queries to
the fresh client instance\, csa is computed as
E[H(S|A"|B|gsalpw’),ga] Where pw’ is randomly

is negligible. chosen fronn .
Experiment Ps: In this experiment, we modify the The difference between the current experiment
simulator’s responses f&nd; andSend; queries. and the previous one is bounded by the probability

When the adversary makes an oracle query that an adversary breaks the ElGamal scheme. If
Send; (S, msga) (or Sendi(SX,msgg)) to a fresh  the ElGamal scheme is secure against the chosen-
sever instanc&, the simulator examinesisg, (or plaintext attack under the assumption that the DDH
msgg). If itis adversarlally generated and valid, the problem is hard, thetAdv (k) — Adv%(kﬂ is negli-
simulator halts andcck is assigned the special value gible.

O. In any other case, the query is answered exactly  In experimen®s, for any adversarially-generated
as in experimenP,. When the adversary makes an Send; (S, ) or Sendy(A', %) queries to the fresh in-
oracle querBenda (A, msggs) (0r Sendz (B!, msggg)) stancess or A, all Execute andSend queries are in-

to a fresh client instancA' (or B!), the simulator  dependent of the passworgey or pwj in the view
examinesmsgga (Or msggg) . If it is adversarially- of the adversary.

generated and valid, the simulator halts and, (or In order to win the game by online attacks, the
accy) is assigned the special valig In any other ~ adversary has to try all passwords one-by-one in an

case, the query is answered exactly as in experimentonline impersonation attack. This probability is at
P,. mostQ(K) /N, whereQ(k) is the number of online at-

Now, we change the definition of the adver- tacks made by the adversary. If online attacks do not
sary’s success ifs. If the adversary ever queries occur, the adversary’s probability of success is 1/2.
Sendy (S, ) to a fresh server instan@ with acc§ = The preceding discussion implies tH [Succ] <
O or Send(A', %) (or Senda(Bl, +)) to a fresh client  Q(k)/N+1/2-(1-Q(k)/N) and thus the adversary's
instanceAl (or BJ) with acci, = [ (or accly = ), the ~ advantage in experimeRg is at mosQ(k)/N.
simulator halts and the adversary succeeds. Other-
wise the adversary’s success is determined as in ex-
perimentP,. ThereforeAdeZ(k) < Advsf(k).
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Sendo(A, B, &)
If (A,S) & ClientServerPairV usedh, return_L
usedy < TRUE, pidj, + {A|,BI, S}
ra & Z,9a < g'A,Ca < IBE[H(A|B|S|galpw3), IDs]
msgp < Al|BI|S|ga|ca, stately < (ra,msga)
Returnstatus),
Sendy (S, msga (A'[B!|S€|galca), msgg(BI|A'[S¥|gsca))
If (A,S)V (B,S) ¢ ClientServerPair \ useds, return L
used§ < TRUE, pid§ « {A|,BI, S}
If |BDR[cA,d.DS] = H(A'|BJ|S|ga|pw3) AIBD[cg, dipg] = H(B!|ATS|ga|pwd)
{ 15 Z3,0s 05" 9 % -
Csa < E[N(S|A'|B|gsalpwR), 9al. cse + E[n(S/|BI|Al|gss|pw), O8]
msgsa < S|A'|BI|gsa|csa, msges «— S¥|BI|A|gsscsn
sid§ < (msgalmsgea)|(Mmsgg|msgeg), acck < term& <~ TRUE }
Else{term¥ + TRUE}
Returnstatus
Senda (A, msgea(S<|A|Bl|gsalcsa))
If ~usedh V termy vV {S;Bi} & pid}, return L
statel, < (ra, msga)
It Dlcsa,al = h(SIATBI gsalpw) |
{ sidp < msga|msgea,acch < termh <= TRUE,sky < g }
Else{term& < TRUE}
Returnstatusj

Figure 5: Specification of th&end oracles.
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