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Abstract: While privacy was more or less neglected in the early days of the Internet, in recent years it has emerged to
be a hot topic in computer security research. Among other reasons, since the use of the Internet is becoming
more and more ubiquitous, cloud computing emerges and consequently users provide a lot of information to
potentially untrusted third parties. In this paper we propose an approach which provides a means for users to
anonymously conduct transactions with a service-provider such that those transactions can neither be linked to
a specific user nor linked together. At the same time, a service-provider can be sure that only authorized users
are able to conduct transactions. In particular, we bring together the concepts of anonymous authentication
from public-key encryption and anonymous as well as unlinkable token based transactions in order to profit
from the advantages of the two single approaches. Since full anonymity is usually not desirable, we provide
mechanism to identify misbehaving anonymous users behind transactions. More precisely, wedective
traceability, which allows revocation of the anonymity of a suspicious users along with the identification of
all of her transactions, without violating the privacy of all remaining users.

1 INTRODUCTION where applications allowing the management of very
sensitive health-information for everyone via the In-
Today, many services and applications are providedternet, so called Personal Health Records, are grow-
via the Internet resulting in advantageous “anytime, ing rapidly (e.g. Google Health, Microsoft Health
anywhere” access for users. However, privacy be- Vault). In this context, such information can reveal
comes a major concern, and its protection is chal- @ lot about the state of health of a specific person,
lenging in several ways. ldeally, a user is able to €.g. access frequencies will correlate with the state
conduct transactions with a service-provider in a way of health. Hence, if such information are available
such that a transaction cannot be assigned to an idenfor instance to human resource managers, this could
tity (anonymity), nor may two or more transactions Mmassively influence the chances of getting a job.
be related to each other efficiently (unlinkability). On
the other hand, preserving security for the providerre- 1.1 Contribution
quires that only authorized users are able to consume
a service and users can be revoked in case of suspidn this paper we propose an approach to realize
cion (traceability). anonymous and unlinkable, but authorized service us-
Interesting applications are in the field of cloud- age based on a combination of anonymous authentica-
computing and especially if even seemingly harmless tion from public-key encryption and one-show tokens
information about the service-usage behavior, e.g. obtained from blind signatures. Our approach is espe-
access frequencies, frequencies of transactions, ac<ially applicable for services with many users, which
cessed content, can be valuable information for the dynamically join and leave a service, and frequently
service or the cloud provider and needs to be pro- conduct transactions with a service-provider. Further-
tected from those insiders and wiretappers. One il- more, our proposed construction achieves all aspects
lustrative example is within the healthcare domain, discussed in the introduction at very low computa-
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tional overhead, whilst coming at negligible cost for 2 RELATED WORK
implementation, as only standard (and already widely
implemented) public-key cryptography and state of
the art smart-cards are used. This is especially of
interest, since public-key infrastructures are widely
available today.

Our contributions in this paper are manifold.
Firstly, we introduce a novel paradigm called postac-
tive anonymous authentication from public-key en-
cryption, which allows us to realize anonymous au-
thentication at the cost o& single decryption for
users, in contrast t@®(n) decryption resp. encryp-
tion operations for schemes known so far. Thereby
is the number of users, the so called anonymity-set.
Secondly, we introduce a combination of anonymous
authentication from public-key encryption and anony-
mous one-show tokens from blind signatures. Finally,
we present several extensions to one-show tokens in
cluding fine-grained validity periods and most notable
selective traceability. The latter property means, that a
trusted traceability authority is able to link all transac-
tions of a suspicious anonymous user as well as iden-
tify this user, without violating the privacy of the re-
maining users.

Several token-based approaches have been proposed
so far, although having in mind quite diverge appli-
cations. The most prominent are anonymous creden-
tial systems introduced in (Chaum, 1985). The basic
idea is that users are able to obtain credentials (to-
kens) for different pseudonyms from different orga-
nizations and can prove the possession of these cre-
dentials without revealing anything more than the fact
that they own such credentials. Over the years there
have been proposed different approaches to design
anonymous credential systems providing quite dif-
ferent functionalities (Lysyanskaya et al., 2000; Ca-
menisch and Lysyanskaya, 2001; Verheul, 2001). Al-
though anonymous credential systems are very pow-
erful, realizing identity-escrow, limiting the number
“of showings as well as realizing dynamical joining
and revoking of users comes at high computational
costs. Furthermore, we do not focus on systems that
involve multiple credential (token) issuers and veri-
fiers and are looking for more efficient solutions.

Another class of schemes are multi-coupon (MC)
systems (Canard et al.,, 2006; Chen et al., 2007),
whereas a MC represents a collection of coupons
(or tokens) that is regarded as a single unit. Ba-
sically, a user is issued a batch of tokens (which
are tied together) and is allowed to spend one to-
ken after another in an anonymous and unlinkable
fashion. The most sophisticated schemes (Canard
et al., 2006; Chen et al., 2007) are based on signa-
ture schemes that allow users to obtain signatures on
(committed) sequences of messages and provide ef-
ficient zero-knowledge proofs of knowledge of sig-
natures and properties of signed message elements
(Camenisch and Lysyanskaya, 2002; Camenisch and
Lysyanskaya, 2004). Although these schemes are
conceptually very elegant, they are quite expensive
and do not provide (selective) traceability.

Recently, a scheme for anonymous subscriptions,

1.2 Intuition behind our Construction

In a nutshell, our construction is as follows. A
user registers with a service-provider by providing
a public-key of a public-key encryption scheme and
registers with a traceability authority. Additionally,
we assume that user’s are in possession of a tampe
resistant smart-card. The service-provider maintains
a directoryp of these public-keys along with a valid-
ity of service usage. Users anonymously authenticate
against a subset of users in this directory and if the
authentication succeeds they obtain a blind signature
for atoken. On presenting a valid token-signature pair
along with a query for a service, the service-provider
checks whether the signature is valid, the token was
not already used and is valid for the current time- based fth ianat h i
period. If all these checks hold, he responds with the ased on one of ose signatureé schemes was pro
answer to the query. Simultaneously, he issues a b"ndposgd In (Bla_nton, ?008)' The concept IS very ap-
signature for a new token. Consequently, users canpea"ng an_d I p_rowdes an eIe_ga_nt solut!on to re-
conduct sequences of transactions with the service-allze validity-periods of SUbS.C”pt'O”S using zero-
provider. If suspicion occurs, the service-provider can knoyvledge range proof;, bu_t It dO?S not support (se-
give the token corresponding to asuspicioustransac—lecnve) traceabll_lty, which is an |mport_ant feature
tion and the blacklist containing already spent tokens of our construction. Another co_nstruct|on of (Ca-
to a traceability authority, who in turn is able (@) memsch et_al., 20(.)6) focuses OFIMEs anonymous
identify the respective user ar(@) find all transac- authentication, which allows .to.|dent|fy_a user .|f he
tions of this user without violating the anonymity of spends more than tokens within one t|me-_per|od.
other users (opening tokens of other users). Note, thatHowever, they also do not focus on selective trace-

all actions of users are anonymous and unlinkable. ability. .
To the best of our knowledge, the only solution

to selective traceability so far are traceable signatures
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Protocol 1: Anonymous authentication from PKE.

(Kiayias et al., 2004; Libert and Yung, 2009), which sagem and a ciphertext (presumably an encryption
are, however, rather of theoretical interest. In con- of m), can deterministically infer the random coins
clusion, none of the aforementioned approaches pro-used for the encryption, i.e. compute= H(PK, m)
vides an efficient way to realize selective traceabil- andc* = Epx(m;w) and check whether the encryp-
ity, whereas our construction presented in this papertion c* computed by him equals the given ciphertext.
achieves this goal at a reasonable overall cost. If ¢* = cholds, they are both encryptions of the same
messagen. It should be noted that the output of the
hash-function needs to be suitable for the use as ran-
dom coins in the respective PKE scheme.

3 POSTACTIVE ANONYMOUS

AUTHENTICATION 3.2 Anonymous Authentication from

In this section we present a novel paradigm for Public-key Encryption

anonymous authentication schemes from public-key
encryption (PKE), which we calbostactive anony-
mous authentication.  Anonymous authentication
from public-key encryption and its application is not
absolutely new (Schechter et al., 1999; Lindell, 2007;
Xi et al., 2008; Slamanig et al., 2009), but allows a
convenient way for a prover to anonymously authen-
ticate to a verifier providing user-chosen bandwidth-
anonymity trade off. More precisely, users can deter-
mine on their own the size of the anonymity-set (as
a subset of all users) and consequently determine th
bandwidth consumption of the protocol (see below).

Loosely spoken, the basic idea behind anonymous au-
thentication protocols is that a verifier rungaral-

lel instances of a challenge-response protocol based
on public-key encryption using distinct public keys
with one anonymous prover, who represents “vir-

tual” provers (we call this set the anonymity-set).
Recall, in a challenge-response protocol authentica-
tion is achieved by demonstrating the ability to cor-
rectly decrypt an encrypted challenge. In anonymous
authentication, the verifier chooses one (fixed) chal-
eIenge and encrypts it with everyones public-key (of
the anonymity-set). Hence, if the prover is able to
provide the challenge bit-string to the verifier, the
verifier can be sure that the unknown prover is in
possession of at least one secret which corresponds
to one of then public-keys. In protocol 1, we as-
The notion of deterministic public-key encryption sume that a usay, authenticates against a directory
was introduced in (Bellare et al., 2007). Basically, » = ((IDy;,PKy,),...,(IDu,,PKu,)).

the idea behind this concept is to turn any probabilis- However, the verifier can cheat by encrypting dis-
tic PKE into a deterministic scheme. One general tinct challengesc,...,c, for distinguishing differ-
and efficient construction is the so called “Encrypt- ent responders based on the specific challenge. If
with-Hash” (EwH) construction introduced in (Bel- the encryptions of all ciphertexts in the challenge-
lare et al., 2007), which will be discussed subse- sequence are deterministic (such as RSA or Rabin’s
quently. An EwH scheme is based on a probabilistic scheme), then; may as well encrypt; using all re-
PKE scheme and deterministically encrypts a plain- maining public-keys to see whether or not the chal-
text m by applying the encryption algorithm of the lenges match (Schechter et al., 1999). This is what
probabilistic scheme, whereas the used random coinswe calltrial encryptions. The same can be done by
w are not chosen uniformly at random, but are com- turning probabilistic public-key encryption schemes
puted as a hash of the public kB and the plain-  into deterministic ones (see section 3.1) as proposed
textm. Consequently, everybody who knows a mes- in (Slamanig et al., 2009), which is no longer prone to

3.1 Deterministic from Probabilistic
Public-key Encryption
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known security flaws of the aforementioned schemes users. However, it should be noted that the size of
and retains the efficiency. Nevertheless, the compu-the ciphertext-sequence grows linear with the size of
tational effort for the user is linear in the size of the ©, which can be quite large. In these cases, users
anonymity-set in any case and furthermore the usermay randomly choose a subset c o for their
needs to be in possession of all other public-keys. anonymity-set such that the size of the ciphertext-
To reduce the computational effort, users could per- sequence is acceptable. For instance, if the public-
form trial encryptions only for a reasonably smallran- key encryption scheme of choice will be ElGamal
domly subsequence of the challenge-sequence result{ElGamal, 1984) on Elliptic Curve&(Zp), where

ing in more efficient protocols providing probabilis- p is a prime with|p| = 192 bits, then, a choice of
tic anonymity (Slamanig et al., 2009). However, the the anonymity-set with’| = 100 will lead to a
need for the public-keys of the respective users still ciphertext-sequence a¢ 5 KB, which is reasonably
remains. small.

3.3 Postactive Anonymity
4 OUR APPROACH

The basic idea behind postactive anonymous authen-
tication is that users do not compute trial encryptions To realize anonymous and unlinkable but authorized
anymore, but post their received challenge-sequencetransactions, we briefly review the concept of blind
along with the signature for the challenge-sequencesignatures and provide a generic construction of a
of the verifier along with the decrypted random chal- protocol for such transactions based on one-show to-
lenge to a public bulletin-board. Clearly, this should kens from blind signatures. Thereafter, we intro-
not be done until the user has successfully authenti-duce our approach by combining postactive anony-
cated and the challenge is invalidated. mous authentication with such one-show tokens. Sub-
Now, we assume that users help each other andsequently, we gradually augment this construction to
visit the bulletin-board frequently to check whether achieve(1) fine-grained validity periods for tokens,
the verifier behaves honest. This can be done, when(2) selective traceability anB) discuss how to pre-
deterministic PKE schemes (obtained by applying the Vent resp. detect cloning attacks.
EwH construction discussed in section 3.1) are used
and the challenge (the plaintext) is known. If a user 4.1 Blind Signatures
notices that a verifier has cheated, the user can show
this transcript to a judge and can convince him that the Blind signatures are a well known cryptographic
verifier has cheated. Since the verifier has digitally primitive introduced in (Chaum, 1982), which pro-
signed the transcript, he cannot repudiate the cheat-vide a means such that an entity is able to obtain a
ing behavior. The verifier can still cheat in this sce- valid signature on a message without the signer be-
nario and thus identify a single user who authenticatesing able to learn anything about the message at the
anonymously, but his trustworthiness is in jeopardy as time of signing. More precisely, the signer actually
he is likely to be caught. signs a randomly blinded message and the resulting
The beauty of post-active anonymity is that it signature can subsequently be unblinded by the orig-
passes back the full risk to the dishonest verifier: if inator, wheres the originator obtains a valid signature
he attempts to discover an anonymous enquirer, thenfor the original message. Consequently, the signed
he takes a high risk of loosing the trust of the com- message cannot be linked to the originator by the
munity. Postactive anonymity therefore makes hon- signer. We rely our construction on efficient two-
esty verifier's best behavior strategy. Furthermore, move blind signature schemes. Therefore, we can
it should be noted that this paradigm provides a su- take the RSA based scheme of (Chaum, 1982), which
perior feature, namely users may register public-keys was proven to be secure for the full-domain hash
of arbitrary cryptosystems and only the verifier needs RSA scheme (FDH-RSA) in the random oracle model
to support all algorithms (and those users checking under the chosen-target-one-more-RSA-inversion as-
entire challenge-sequences). The user solely usesumption (Bellare et al., 2003). Alternatively, we
the respective algorithm corresponding to his public- can take the blind signature scheme form (Boldyreva,
key cryptosystem and furthermore needs to compute2003) which is based on the BLS signature (Boneh
only one decryption operation. This results in a low et al., 2004) and is provably secure in the random or-
and constant computational effort, whereas all other acle model under the chosen-target Computational-
approaches require effotinear in the size of», Diffie-Hellman assumption. Subsequently, we ab-
which can be enormous for large sets of authorized stract from the concrete protocol and denote the blind-
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Protocol 2. Simple Blind Signature-Based Transactions (SBSBT).

ing operation of a message asm = B(m) and the sume now that useu; wants to authorize a query

unblinding of the signature asc = B~1(a). Qi to the service-provider. In order to obtain a new
signed token for another transactian,computes a
4.2 Anonymous Unlinkable One-show blinded tokerfi ; = B(H(ti;1)), whereaH denotes

a suitable collision resistant cryptographic hash func-
tion andti+1 represents a new token. Usgrsends

] . ) (ti,fir1,Qi) to the verifier, who checks whether the
Below, we provide a generic protocol to obtain one- token is well formed and the ID df is not already
show tokens from a verifier which can be shown to contained in the blacklist. If this holds, he computes

the same party (spent) in an anonymous and unlink- g — sq¢ (71), i.e signs the blinded token, and
able fashion. The basic idea behind this construction sends the resulting signatusg—; along with the re-
+

was proposed in (Stubblebine et al., 1999), however, syit R of the queryQ; back tou;. The user in turn

providing non of the functionalities discussed in this ynplinds the signature and obtaims , = BY(0),

section and not combined with anonymous authenti- 3 valid signature foH (t;.1). Consequently; can use

cation. ti+1 to authorize a new transaction resp. quéxy:
We define a token as a simple data-structure which for some data at the verifier.

can be described as a tuglek, idsp,ids), whereasd;

is a unique token-IDidgp is an ID of the service- 4.3 A Combined Approach

provider andds may represent an ID of the respective

service (the token may be augmented by further ele- 1 jgeq is to combine the aforementioned approach
ments, e.g. validity-period, as discussed subsequentlyy, reajize one-show tokens with the concept of anony-

in this section). We want to note, that what we de- 1,5 authentication. It should be noted that one
note as a token is often also referred to as a ticket, ;o yse several classes of anonymous authentica-
a credential, a coupon, a transaction-pseudonym Or &jon schemes for this purpose, e.g. ring signatures
one-time-pseudonym. o (Rivest et al., 2001), group signatures (Ateniese et al.,
For now, assume that usarholds an initial token- 2000, but we will assume that anonymous authenti-

signature pait; = (t,0y,) from the service-provider  cation from public-key encryption (PKE) is used. The
(also denoted as the verifish, for short), e.g. the  -ompination can be realized as follows:
user registers to the service-provider, pays and ob-

tains a signed tokety. Furthermore, assume that
the service-provider generates a key-pair with suitable
parameters for issuing blind signatures, with public-
key PKy and private-keySKy. The generic proto-
col for conducting anonymous and unlinkable trans-
actions withV is illustrated in protocol 2. In order
to make the tokens one-time-usage-only, the verifier 2. Authentication. The user anonymously authenti-
maintains a blacklisBL to blacklist already seen to- cates to the verifier and after a successful authen-
kens and discard tokens upon seeing them again. As- tication the user obtains a blind signature for a to-

Tokens

1. Registration. Initially a useru; registers once to
the service-provider (verifier) by providing iden-
tifying informationl D, together with a the user’s
public-keyPKy,. The verifier adds the user and the
public-key to the public directory of authorized
users.
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kentp and thus holds a token-signature pie= needs to blacklist tokens within the actual period.
(to,01,) for a subsequent transaction. Later, the Due to the limited duration, the blacklist is bound

user posts the challenge-sequence along with the  in size and previous blacklists can be discarded,
signature and the challenge such that other users  which makes the approach entirely practical from
can check whether the service-provider cheats. this point of view.

3. Access. The user providety and a new blinded . .
token together with a query to the verifier and ob- 4.5 Selective Traceability

tains a response, which is either a response to the e :
query and a signature on the new blinded token Traceability in this context means, that a trusted third

for a subsequent transaction or an indication that Pty (TTP), a so called traceability authority (TA), is
the transaction was not authorized. ab'? _to 'de?”t_'fy the owner of a token as well as its
) . ) position within a sequence of transactions conducted

The register procedure is carried out once for every py 3 user. Besides, it is desirable to achisslective
user. In order to obtain access to the system, a usefyaceability for all tokens of the user within a specific
conducts the authentication procedure with the veri- time-periodA;. This means, that all tokens of a suspi-
fier. Every authentication procedure is connected 10 ¢jous user can be found, without violating the privacy
a set of subsequent transactions, whereas the numbegs other users. But it is important, that the service-
of sequenced transactionrist limited by the verifier. provider has no means to revoke the anonymity of
Subsequently, we will discuss how a subscription of @ honest users by himself. In order to achieve this, we
user can be terminated, since this is impossible in therequire the user to register a pseudonym(which

aforementioned setting. is randomly sampled from an appropriate space) with
_ _ o ) the TA, and this pseudonym is solely known to the
4.4 Fine-grained Validity Periods TA and the user’'s smart-card (and not to the service-

provider). The tamper resistant smart-card of the user
A natural and efficient approach to exclude users from has to maintain an internal countent , which is ini-
being able to conduct further transactions be realizedtialized to a fixed user-specific value (which we will
as follows: discuss below) during every instance of an anony-
mous authentication protocol and incremented during
every generation of a new token.

Basically, the user’s smart-card includes addi-
tional traceability informatiore into the token on
behalf of the user. Hence, every tokerwill be
augmented by an elemem and will be a tuple
t = (idk,idsp,ids, &, €), wheree = Epk,, (Yy;, CNt ;5 W)
represents a probabilistic encryption of the tuple
(Yui.Cnt ;) under TAs public-key. Note that are
the random coins for the probabilistic encryption al-
e The random numbed needs to be included into  gorithm, which will be discussed below. After com-

the token by the user, otherwise the token will puting a token, the smart-card increments the counter
be rejected. Hence, we augment our token by ancnt , for the next token. In order to avoid partial
additional element and tokens can now be repre- knowledge about the plaintext we choose user- and
sented as a tuple= (id,idsp,ids,6). Within a  time-period-specific start values of counters by com-
time-period an authorized user can obtain an “ini- puting the initial value ofcnt,, denoted ant init
tial” token by means of a successful anonymous (which is initialized during every anonymous authen-
authentication. tication) based on a suitable pseudorandom function.
e Service-providers can easily manage the termina- Working in the random oracle model, we can use a
tion of service accesses of a user by removing a SUitable cryptographic hash functiéhand compute

user from the directorp . It should be noted, that  the initial value ascntint = H(yy,8;) which pro-
the termination of service access during a time- vides us an initial counter value that depends on the

period is impossible, but the service-provider is PSéudonymand on the current time-period.
able to control the granularity by choosing ade-
guate durations of time-periods.

e The service-provider discretizes the time into
time-periods\o, Ay, ... of durationdy, (they may
also differ for different time-periods) and assigns
a unique random numbé to every time-period
A;. The most important point is, that the service-
provider solely publisheg; for the current time-
periodd; and given all random numbers of previ-
ous and the actual time-periods it is infeasible to
computed; for some future time-period.

4.5.1 Tracing of Single Showings

e Since the validity of tokens is restricted to a It is obvious that in case of suspicion the respective
specific time-period, the service-provider solely token (which is maintained by the service-provider in
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his blacklist) can be given to the TA, which in turn tion of the escrow informatios. More precisely, we
can decrype and obtain the pseudonym of the user. construct the random coinsfor the encryption algo-
Consequently, the identity corresponding to the user’s rithm asw = H(PKra, (Yy;,Cnt ;)), wherea®PKra is
pseudonym can be returned to the service-provider. TA's public-key. Algorithm 1 illustrates how the TA
To prevent this user from being able to conduct any realizes selective traceability when given a suspicious
future transaction, the service-provider has to remove token and the blacklist of the service-provider.

the respective user from his directaryused for au-

thentication. Consequently, this user will no longerbe Ajgorithm 1: Selective Tracing.

able to conduct anonymous authentications with the
system. In this setting, the TA is very powerful, since
it can identify all users behind all transactions. How-
ever, we assume that the TA is trusted and only pro-
vides “necessary” information to the service-provider
if and only if the service-provider can credibly argue
that fraud or misuse has happened. It should be noted, (y,cnt a¢,8) < Dy, (€)

that in order to decrease the trust, we could share the cnt it <= H(y,d)

private-key of the TA among a set of TA's and perform pos < 0;

threshold-decryption to reveal the identity of a user. forall i =cnt iy tocnt oo +kdo
@ < H(PKra, (,1))

& <= Epkra(Y,i; o)

. . fi < searchBL(g,BL
It order to protect the privacy of other (innocent) users i% - nuIItherSe' )

and to reduce the amount of workload for the TA,

Input: A suspicious tokert = (t,e), the valued of
the current time-period, a parametera blacklist
BL and a key-pai(PKra, K7a) of a public-key en-
cryption algorithm.

Output: A sequencd = (f1,...,f) of transactions.

4.5.2 Efficient Selective Traceability

. _ T[pos < fi
we propose a novel way to achieve selective trace- pos+ -+
ability. Trivially, the TA could realize this feature ahd if
by decrypting all remaining tokens in the blacklist ortkor
and picking out those of the suspicious users. How- raume T

ever, we want to protect the privacy of the remaining
users and go the other way round. Essentially, the TA
re-encrypts potential escrow information of the user The algorithmsear chBL simply searches the black-
and searches the blacklist for these potential values.list BL for tokens with escrow informatior. By
How this is achieved will be discussed in the follow- realizing the strategy discussed above, the workload
ing. The TA knows the counter valwat o4 and the of the TA can be significantly decreased. If we de-
pseudonym of the user by decrypting the escrow in- note the size of the intervédnt init, cnt act + K| by m,
formation e of the suspicious token. Since the TA Wwe achieved(m) encryption operations ov€(n) de-
also knows that the counter is incremented during the cryption operations in the trivial case, since we can
creation of a new token and knows the value for the assume thanh < nholds. Furthermore, the privacy of
current time-period;, it is able to compute the start-  innocent users does not need to be violated.
ing value of the user asnt jnit = H(yy,8;). Conse-
quently, the TA has to look for tokens in the counter- 4.6 Enforcing Traceability
interval [cnt init,CNt at + K], wherek is some positive
integer. Basically, the TA lookk tokens ahead from A very simple attack to circumvent the traceability
the start, since it cannot determine the actual numberproperty is as follows. Assume that the smart-card
of transaction of the suspicious user within his “ses- performs the identity-escrow on behalf of the user
sion”. The concrete choice & mainly depends on  and assume further that the user behaves malicious,
the application, however, when assuming that transac-j.e. wants to hinder the TA to identify him in case of
tions are distributed uniformly among users we could fraud or misuse. Therefore, assume that a user is cur-
take k = |BL|/|2|, where|BL| represents the arith-  rently conducting transactions and obtains a response
metic mean of the sizes of all previous blacklists. R along with the blind signature; for the new token
Now, we need a measure for the TA to actually from the service-provider in the first step (it could,
find the respective tokens within the blacklist. This however, also be the initial transaction). The user
can be easily achieved by converting the probabilistic passes the signature to his smart-card, which in turn
public-key encryption scheme used by the TA into a computess; = B~Y(o¢), generates a new blinded to-
deterministic one, i.e. by applying the EwH construc- kent’ (including the traceability informatios) and
tion. We apply exactly this strategy to the construc- passes the tuplé,ct,t') to the user. Although’
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is well-formed, the malicious user can easily replace  tokent; will be identical, since the counter is
t' with another blinded tokefl’ that is nearly well- reinitialized tocnt y, = H(yy;, ;).

formed. More precisely, the token is well-formed, ex-
cept for the traceability information (which could ei-
ther be chosen at random or represents the encryptio

of some random value). . the anonymity of the misbehaving user. It should be
The conceptually most straightforward approach \qeq that this could be problematic in case of bro-
to solve t?}'s prolblem 1S, thgt the smart-card _Zlm,ply ken connections. The service-provider could have dif-
encrypts the tuplét, 6;,T') under a service-providers (o oy sirategies for handling this, whereas we briefly
public-key of a secure public-key encryption scheme. sketch two of them below.
Consequently, the user.W|II never have access to a tu- Upon presenting exactly the same token multiple
ple of the form(t_,ct), ‘.Nh'Ch would aILow him to con- , times, the service-provider may re-send the response
duct a transaction with a replaced “self-constructed to the queryQ attached to the respective token
non-.traceable new b'”?ded tok_eﬁ. However, the_ However, that incidence should be indicated oy
public-key of the service-provider needs to be in- attaching a query, whenever re-showing a token, as
tegrated into the smart-card in an authentic fash- this query has been submitted anyway. Still, a request

lon. Other;/;lse, .3(;?53“‘&'0”; gser ca_r:j.easny mounl;c.a to re-send the answer should come with the token, in
person-in-the-middie attack by providing SOMe arbl- s the query did not make it through in the first in-

trary public-key (for whom the corresponding private- stance. However, if neither is done, and a known to-

key is known to the user) to the smart-card. Conse- K : : : .
_ - kent with a new (different to the previous) quegy
qguently, the user can decrypt the ciphertext and obtaln(7é Q) is coming i(n, hen the verifFi)er shou?dqbecome

’ . . 1
a tugltergy,cgt,fl) which hte(;:ancrjno%fy tc@t,qt,f ) andd ,_wary and start tracing. This ensures robustness of the
senathis tuple encrypted under the service-provi ersprotocol as well it creates a simple mechanism to de-

Hence, if the service-provider detects such a cloning
attack (tokens wherg = g; for somei # j), he can
ngive both entries of the blacklist to the TA to revoke

public-key. tect piracy
] ) Alternatively, the service-provider could realize
4.7 Cloning Protection some kind of glitch-tolerance, by defining some

thresholdK of “clone-activity”, which need to be

The drawback of fine-grained validity periods is, reached before revoking users.
that it is potentially susceptible to what we call the

cloning-attack. Loosely spoken, this attack means

that a fraudulent authorized users may obtain valid 5 SECURITY ANALYSIS
token-signature pairs that he can make available to
a set of unauthorized users. These users, the so

calledclones, are consequently able to anonymously !n th'f. SE’;C“t?]n we W'.” d's%(f[lﬁss the thredat mo<t:iel ?nd
conduct a sequence of transactions with the service-nvestigate the security of the proposed construction.

provider within the respective time-period, although Therefore, we assume thgt users commumcatg th.e"
they are not authorized to do so. Note that this at- messages to ser\{lce—prowders overa communlpatlon
tack is still possible when the smart-card only gives channel that provides perfect anonymity and unlinka-

the ciphertext of the tuplé, o, ) to the user. How- bility of exchanged messages, as it is the case with all

ever, the attack is somewhat reduced, since the clone'mer"’wt've protocols providing such features.

will solely be able to conduct aingle transaction.

By applying countersnt as discussed in section 4.6, 5.1 Threat Model

this attack is easy to detect. Therefore, the service-

provider only has to search for identical escrow values We assume that the manufacturer of the smart-cards

ein his blackilist. is trustworthy and hence the smart-cards are tamper

resistant and do not contain any backdoors, Trojan

horses, etc. Furthermore, users are assumed to be

dishonest (active adversaries), i.e. will actively try

to fool the service-provider resp. authorize unautho-

rized users, which is a reasonable assumption for real-

H (ye, 1) wor_ld sc_enarios. Service—providers_ are_honest—but-

57 curious, i.e. follow the protocol specification but use

e If the user authenticates again within the same any gathered information in order to try to identify

time-period, the traceability informaticey of the anonymous users. However, service-providers can

e If a useru; gives away his encrypted tuple
(to,00,f1) to a clone and the clone spends the
token, the entry in the blacklist will contain
traceability informatiorey = Epk., (Yu;, CNt 3 W),
whereasw = H(PKra, (Yy,Cnt ) andent , =
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also be active adversaries, but only with respect to the
anonymous authentication protocol.

5.2 Anonymous Authentication

For the used anonymous authentication protocol we
require anonymity, correctness, unforgeability and
unlinkability, which can be proven to hold for exist-
ing protocols (Slamanig et al., 2009; Lindell, 2007).
However, the known definitions of anonymity and un-
linkability are less formally ensured in tipest-active
anonymity setting. Clearly, anonymity can be bro-
ken if the verifier encrypts distinct random challenges,
which consequently can restore linkability too. How-
ever, it is equally obvious that a cheating verifier acts
completely on his own risk, as the community will
accuse him of being dishonest. In that case, the ser-
vice will not be used any more, and a cheating veri-
fier could loose more than he could win. The correct-
ness and unforgeability properties are retained, since
solely trial encryptions are omitted. Finally, it should
be noted that when using standard anonymous authen-
tication (Schechter et al., 1999; Slamanig et al., 2009;
Lindell, 2007), we obtain security with respect to
existing definitions, however, at substantially higher
costs.

5.3 Security of our Construction

In our investigation of the security of the construc-
tion we investigate the anonymity of transactions, the
unlinkability of transactions and the unforgeability of
tokens. We inspect every property below and sketch
the ideas:

e Transaction Anonymity. Every token showing
integrates the issuing of a new token. Hence, we
firstly need to look at the token which is shown
and secondly the blinded token which is signed
by the verifier. The anonymity of the token
shown reduces to inspecting the escrow informa-
tion e. The anonymity follows from two ob-
servations concerning the escrow informatmn

notion is calledPRIV in (Bellare et al., 2007)).
Hence, the so obtained deterministic public-key
encryption scheme provides the required security
guarantees and can be seen as a computationally
hiding commitment. Secondly, the pseudonyms
of users are sampled at random from a large
enough space and are solely known to the TA and
the user’s smart-cards (which are assumed to be
tamper-proof). Consequently, any adversary can
solely guess the respective pseudonym of a user,
which would allow him to identify or trace one
user. By choosing the space for the pseudonyms
accordingly large, this probability can be made
negligible. The anonymity of the blinded token
follows from the properties of the blind signature
scheme.

Unforgeability. Since the smart-card solely gives
ciphertexts of tuplegt, ot,t’) to the users, a user
would need to forge a signature from the veri-
fier. However, this means that a user would need
to existentially forge a signature for the signature
scheme underlying the blind signature scheme.

Unlinkability. The unlinkability of the issuing
and showing of a tokeh reduces to the blind-
ness property of the used blind signature scheme.
Hence, there is no way for the signer to relate
the issuing and showing of a token. Furthermore,
we need to look at the unlinkability of different
showings, which means that it cannot be decided
whether a set tokens was shown by the same user.
Therefore, our argumentation is similar to that
used for the transaction anonymity property. Let
us assume without loss of generality that we have
two tokenst andt’. Only e and€’ contain infor-
mation about the user. However, as already dis-
cussed in context of transaction anonynetgnd

€ are computationally hiding commitments.

6 FUTURE ASPECTS

Firstly, (Bellare et al., 2007) prove that for any at  One drawback of the approach presented in this paper

leastIND-CPA secure probabilistic public-key en-

is that we cannot realize a fine-grained access con-

cryption that is converted into a deterministic one trol for resources connected to services. However,
(by applying the EwH construction), it holds that this can be solved by using partially blind signatures
an adversary provided with encryptions of plain- (Abe and Fujisaki, 1996; Abe and Okamoto, 2000)
texts drawn from a message-space of high min- instead of blind signatures. Loosely spoken, in a par-
entropy (which is clearly the case, since we en- tially blind signhature scheme, a receiver blinds a mes-
crypt randomly chosen pseudonyms along with sagem, obtainsm = B(m) and send#n to the signer.

a value obtained by evaluating a pseudorandom The signer computes a partially blind signatare-

function on this value) will have negligible ad-

Sss(M, info), which includes a common information

vantage in computing any public-key independent info and sends to the receiver. The receiver unblinds
partial information function of the plaintexts (this @ by computingo = B~(G), can verify whether the
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common informatiorinfo was included and obtains a
valid signatures for the tuple(m,info). Note, that the
messagen is entirely unknown to the signer. We can

use them as follows: The service-provider defines the Camenisch, J. and Lysyanskaya, A. (2004).

set of privileges? (which are connected to resources
of services) and during registration privileges are as-

signed to users. By choosing the anonymity-set ac-

cording to required privileges (users which have the

same privileges) an encoding of these privileges can

be integrated by means of common informatioio

into the blinded token. Hence, when presenting the to-
ken, the service-provider can decide whether a query

Q will be authorized or not. It should be noted, that
anonymity and unlinkability are preserved.
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