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Abstract. This paper introduces a new data transport architecture and protocol
for storage that is implemented on wireless devices and that can be accessed
through a short-range wireless access technology such as Bluetooth or 802.11. We
call the protocol WATA (Wireless ATA), as its architecture is similar to current
ATA and ATA-based technologies. In this paper, we give basic technical details of
the protocol and discuss its main advantages and disadvantages over the current
protocols, and talk about our decisions to implement a prototype system to see an
actual implementation of the architecture.

1 Introduction

Mobility is one of the most important concerns on today’s technologies. People started
to use mobile devices everywhere and wireless communication is one key technology
that makes mobility easier than ever. Therefore, having a wireless storage technology
will also improve mobility when carrying data. For example, people can use their mo-
bile phones as their primary disks and thus even carry their own home operating systems
with their private documents and installed software applications easily.

Currently, there exist several data transport protocols for storage devices on the mar-
ket. AT Attachment (ATA) [1] is one of the most well-known storage technologies in the
world. However, both ATA and newly developed Serial ATA [2] are designed primar-
ily for inside-the-box storage. Actually, there is still ongoing research on making SCSI
[3] work on top of a network, but this research does not focus on wireless networks.
Wireless networks are not as stable and fast as wired counterparts. Their performance
depends on a number of factors including the signal quality, distance, placement, and
orientation of wireless devices. Similarly, these factors sometimes cause disconnections
making the network unstable.

Based on these problems, we designed a new data transport protocol, called WATA,
that mainly focuses on wireless storage devices. Its architecture is similar to ATA and
SATA, but the main difference is that the whole architecture of WATA focuses on wire-
less connections such as Bluetooth [4].

The organization of the paper is as follows. In section 2, we briefly describe some
of the related work in this field. In section 3, we give an overview of the features of
WATA. Section 4 describes in detail the WATA architecture. In section 5, we describe
the WATA Disk Emulation interface. Finally, section 7 gives our conclusions.
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2 Redated Work

iISCSI [5] is a transport protocol for SCSI that works on a TIERPYetwork. Therefore, it
provides an architecture which takes advantage of curemtarks including Internet.
Since iISCSI uses TCP/IP to establish connections, wiréldstechnologies including
Bluetooth can also be used as the physical medium. Howe&s€6li does not discuss
wireless networks and thus wireless connection problems.

HyperSCSI [6] is another transport protocol for SCSI thatkgmn a network. The
protocol has multiple modes of operation. One of them wonksadl CP/IP network
similar to iISCSI. On the other hand, the other mode bypassesd puts the protocol
directly onto Ethernet. Moreover, HyperSCSI discussesuiee of wireless networks
and provides features for wireless storage. But it does isotids some wireless con-
nection specific issues such as latency and stability.

Network Block Device [7] is a Linux device driver, which als the host to use
a remote system as one of its block devices. In other wordse arfia remote Linux
system acts as a block device on the local host. When a reqoiestscto the block
device, the driver simply forwards the request using TCR4i®vever, NBD also does
not take wireless connection problems into account as i5ISC

3 Overview

There are mainly three components in an ATA system: ATA deiédTA controller,
and the software. Software, which is a kernel-mode deviredof the operating sys-
tem in most cases, communicates with the controller to medpeasts to devices. Then,
the controller conducts the actual communication with teeaks. However, it should
be noted that ATA specifies the bus interface and the protmugl between ATA con-
troller and ATA devices. The interface between the softvearé the ATA controller is
not standardized and thus does not have to be same for diff&fé controllers.

Similarly, WATA architecture includes a kernel-mode devidriver, a controller,
and actual devices. However, as discussed in section 6, eidedkto implement the
controller as a software application and hence eliminatentred of a new hardware.
As in the ATA specification, WATA only defines the protocol Wetn the controller
and WATA devices. The interface between the device drivertha controller is up to
the implementation.

WATA has some features that make it usable for wireless g&ord8o, most impor-
tant ones are listed below:

1. As we stated before, the most important feature of WATAh& it takes perfor-
mance and stability problems of wireless connections ictmant. It provides a
journaling and buffering subsystem to improve the efficjeocwireless storage.

2. Unlike other data transport protocols, WATA does not ggemy physical medium
to be used to transport data. Physical layer defines only thiemam requirements
so that Bluetooth or any other wireless medium can be used.

3. WATA allows virtual disks. That is, a PDA or even a mobileople can be used as
a storage device through WATA. If someone wants to use hisilexdbvice as a
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virtual disk, he may use the WATA Disk Emulation interfaceplemented for that
device.

4. Any user can access to a wireless device that is withinahger of that user. So,
it is obvious that this will cause security problems. To @eene such problems,
WATA provides encryption and decryption mechanisms ovéa flawing through
the network and data stored in WATA storage devices.

4 Architecture

Any system that implements WATA must follow the specificatigiven in the architec-
ture and satisfy the minimum requirements to be able to ad&&FA-enabled devices.

4.1 Layered Model

Application Layer
Transport Layer|
Buffering Layer

Crypto Layer
Link Layer
Physical Layer

Fig. 1. WATA Protocol Layers

WATA has several layers for different parts of the prototobther words, there are
several layers on the system, and each of them has its owgsdhtbughout the WATA
protocol. Each layer interacts only with two other layeh& bne above it and the one
below it. The layered architecture is similar to the ardttitee in Serial ATA, but with
more layers as in Fig. 1.

1. Physical Layer: WATA does not specify the wireless physical layer (air ifdee)
to be used to transport the data. Hence, it is possible to mgséype of wireless
physical layer to use WATA as long as a Link Layer using thiggital layer is
developed. For example, it is possible to use Bluetoothdfdhs a Link Layer
implementation that converts WATA packets to Bluetoothikgss and vice versa.

2. Link Layer: Link Layer is responsible of being a bridge between the wsel
physical layer and upper layers. WATA does not know whichgited layer is used
to transport the data at all. Therefore, its data and patketepared to be wireless
physical layer independent. These packets are convertezhtavireless physical
connection packets in Link Layer. Moreover, if the undertyphysical layer does
not provide a reliable connection, Link Layer is resporesiol the reliability. That
is, it has to handle error detection, correction, fragn@maand retransmission if
the wireless physical connections do not have such features
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3. Crypto Layer: Itis obvious that wireless connections are insecure dueetchar-
acteristics of wireless medium. Secondly, any user cansadoea wireless device
that is within the range of that user. Therefore, we desigmedncryption and de-
cryption mechanism to overcome both of these problems. We dgtails of the
layer that incorporates these mechanisms in section 4.3.

4. Buffering Layer: Wireless connections are both slower and more instable than
wired connections. Therefore, we designed a subsystemai@wawme the adverse
effects of these disadvantages as much as possible. ltilsisimjournaling tech-
nology [8] used in some file systems. We give details of thielan section 4.2.

5. Transport Layer: The data cannot be sent through the network without a header,
as it does not mean anything to the receivers. Hence, thés tagkes the conver-
sion between real data and the WATA protocol packets thatflei/ through the
network. WATA packets include some headers to describe atee td be sent. We
give details of WATA protocol packets in sections 4.5 and 4.6

6. Application Layer: This layer is where the applications using WATA are imple-
mented. Actually, file system device drivers or caching naaidms of operating
systems run on this layer, since they are the only applicatibat can use WATA
protocol directly. They provide file systems to users by asttgy disks through
WATA.

4.2 Buffering and Journaling

As stated in section 4.1, WATA provides a buffering mechanis hide the stability
and performance problems of wireless connections from #fee. The mechanism is
somewhat similar to the journaling feature used in advafitedystems such as NTFS
[9] and ReiserFS [10].

Incoming requests from the upper layers can basically hidetivinto two: reading
and writing. The approaches we have used for these two recategories are different.

Read requests must be handled in one of two ways. If the respliédocks are
already stored in the buffer, they can be immediately gieethé¢ upper layer. However,
if not, there is no other way than going to the real devicedirgathe blocks, and then
giving them to the upper layer. Therefore, read requestsrane dependent to the
connection and thus require a more stable connection. Haweuffering mechanism
in WATA implements the Least Recently Used [11] algorithnd #mus tries to make as
few requests to the real device as possible.

On the other hand, write requests must not be sent to the egaedimmediately.
They can be stored in the local buffer and wait there for aeviilctually, Linux oper-
ating system uses floppy disks in a similar manner. One cae teria floppy on Linux
and see that the floppy drive light does not turn on until yooaunt the floppy device.
To implement this, WATA uses a queue for write requests. Wherita request comes
to the system, it stores the request in the buffer queue. Treesystem tries to write
the accumulated requests to the real device whenever pmsBitis design also allows
better usage of the wireless connection, as for examplestitbrequests, which require
immediate action, can be performed before actual writing.
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4.3 Security and Authentication

Wireless connections are insecure due to their charatitsrisf the wireless medium.
The carrying medium, which is the air, allows everyone ttelisto the data flowing
through it. Therefore, data transferred in plain text isdedde by everyone. There are
some already implemented wireless encryption mechanisatsye need a design be-
yond them. That is, besides using current wireless enanyptiechanisms to increase
the security on wireless connections, we need the datadstord/ATA devices to be
encrypted as well.

We need to store the data in a WATA device in an encrypted fémcause the
WATA storage devices are not physically secured unlikeenirATA or SCSI devices.
A mobile phone is an example to a WATA storage device and ibidaus that it can
easily be used by someone else other than its owner. Therefer also designed a
security subsystem as part of the WATA architecture.

WATA uses AES-256-CTR [12] [13] encryption algorithm. Thgtit encrypts block
numbers using AES-256 and then XORs them with the data. #3&¥ of AES-256
encryption is generated by using SHA-256 [14] algorithm arser-entered password.
Keeping the password used as input to SHA-256 secure isspemsibility of the user.

Moreover, the password used to generate the key and the keiytasncrypt the
block numbers are never transmitted through the wireleagexion. All encryption
and decryption are done locally on the host and the devicd asestorage does not
know the password or the key at all.

There is no need for an extra authentication mechanism inANA®tocol. First of
all, reading from a WATA device requires the password, ahtist cannot decrypt the
data without having the password. On the other hand, wridimgs not require having
the password, since a user can create a new key using a diffezesword and format
the device. It seems that there is a need for an authenticati@hanism for such a case.
However, if someone else has the device on his hands, he gaitally erase the data.
So, our aim is to protect the content, not the device. Theeefoe did not design an
extra authentication mechanism.

4.4 Master and Slave Devices

In current ATA systems, there are generally two channelfiedbard and each channel
can be used to connect two ATA devices. If two devices areected to a channel, one
of them is the master device and the other one is the slavealedithough most users
think that slave device depends on master device for itsatiper, it is certainly not.
These names are just to identify devices on the same chaitheln a request comes
from the channel, the device just compares its name to the mainthe request and acts
accordingly.

On the other hand, WATA design includes an actual mastegsklationship be-
tween devices. One of the characteristics of wireless adioms is the range. A wire-
less connection cannot transport data to a farther loc#tt@mit is able to. It is actually
similar to wired connections. For example, a wired conm@ctiannot transport data to
15m if the wire is 10m long.



57

In WATA protocol, the devices that are within the range of tiest are master
devices. They can communicate with the host directly, irotiords, without the need
for another device. Moreover, unlike ATA, number of mastevides are not limited
within the design of WATA. On the other hand, there obviouslly be a limit because
of the operating system, wireless connection medium, etc.

A WATA device, which is not within the range of the host, butighin the range
of a master WATA device can connect to the host as a slave elediowever, there
are some limitations of this design. First of all, the systmes not allow third level
devices. That is, a device cannot connect to the host thrauglave device. It must
connect through a master device. Therefore, there are aa@ssbf slaves. Besides this
limitation, the system also does not allow more than oneestivice to connect to the
host through the same master device. All these limitatioa$acause of the problems
in disconnection handling. When a master device disconrfemts the host, a slave
device dependent to this master device will also be disattedeTherefore, more slave
devices will cause more instability problems.

45 Packet Structure

Field 76(5(4(3|2(1| 0
Features
Sector Cour
LBA Low
LBA Mid
LBA High
Device
Command|Command Code

—

Fig. 2. Request Packet

Field 7|6(5(4/3|2|1|0
Error
Sector Count
LBA Low
LBA Mid
LBA High
Device
Status

Fig. 3. Reply Packet

WATA packet structure looks like ATA register set. Each resjuand reply packet
is 56 bits in total. Only the reading reply and writing recugackets will be followed
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by data streams, whose size will be given in the packet. Youse® the structure of
request packet in Fig. 2 and the structure of reply packeignh3
Descriptions of fields in request and reply packets are:

. Features; Parameters for the command

. Sector Count: Number of sectors that will be used

. LBA: Logical Block Address of the starting sector that will bedise
. Device: Device selection and additional bits for LBA

. Command: Command code

. Error: Bits indicating different errors

. Satus: Bits indicating status of the action

NOoO A~ WNPRE

Features, Error, and Status fields can be different for eatnmand or not applica-
ble for some commands. Device field includes 4 additional foit LBA field. There-
fore, LBA fields are 28 bits in total. Device field includes afor master/slave device
selection. Remaining bits are reserved for future use. Canahtodes are given for
each command in section 4.6.

Sector Count field is the number of sectors that will be usadisicommand. For
example, a read request must include the number of sectrshbuld be read in this
field. The reply packet will be followed by a data stream cosgubof (Sector Count *
512) bytes.

46 Command Set

The command set is constructed with the help of ATAPI spetific. ATAPI specifica-
tion includes mandatory command set for devices. The cordreanin WATA actually
is a small subset of this command set and includes only the teiired functions for
WATA protocol.

Control Commands:

FLUSH-CACHE: This command is used to force the device to flush its cachbettt
is any data that needs to be written physically, the deviocelshperform the writing of
the data. This cache is nothing to do with the buffering maism of WATA protocol.
The cache is device specific and thus any device that do netdrainner cache must
reply to this command by saying that it is successfully cateal.

IDENTIFY-DEVICE: This command is used to gather information from the device.
Features field in the request packet is used to specify tleedl/imformation requested.

If the information cannot be returned within the Status ffldeply packet, a string for
example, a data stream should be returned after the paakét@size of the data must
be given in the Sector Count field of the reply packet.

SET-FEATURES. This command is used to modify device parameters. Featuales fi
in the request packet is used to specify the parameter thidtevmodified. Similarly,
Sector Count and LBA fields are used to specify the value dftheameter.
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Data Commands:

READ-SECTORS This command is used to read one or more sectors from theedevic
After the reply packet, the device must send the data segteettor as a stream. Size
of the data stream can be calculated from the Sector Coudit fiel

WRITE-SECTORS. This command is used to write one or more sectors to the device
After the request packet, the host must send the data sectachor as a stream. Size
of the data stream can be calculated from the Sector Couut fiel

5 Disk Emulation

One of the most important features that WATA protocol pregids usage of virtual
disks. There are many mobile devices such as mobile phorte®BAs that can be
used as storage devices. WATA Disk Emulation feature allthesusers to use their
mobile devices as WATA storage disks.

Any device that has a file system, the ability to create a Ifitalon its file sys-
tem, and provides a way of developing third-party applaraiinvolving wireless com-
munication can implement WATA Disk Emulation interface.aBxples to such mobile
devices are almost all PDAs that have wireless connectipalilities and advanced
mobile phones that have wireless connection capabilitiesaae able to run J2ME ap-
plications.

A device that implements WATA Disk Emulation interface maostate a local file
on its storage subsystem. This local file will be mapped tos&.dihat is, all reading
and writing requests coming to the disk will be executed anfife. So, the device must
handle incoming WATA requests and executes the necessargtams on the file.

6 Implementation and Performance

We firstimplemented a Windows kernel-mode device drivedémtify disk access pat-
terns of a standard user and used standard office and commeedyapplications to
generate random patterns. Unfortunately, we saw that diskss patterns of differ-
ent file systems are mostly different. Furthermore, pastare different under different
working conditions even with only one file system. One exantplsuch conditions is
multitasking. Under heavy multitasking, it is very hard tegict the operating system'’s
behavior to access to the disk. Moreover, disk fragmentadiso affects the disk ac-
cess, because reading a contiguous file does not mean reaxdtisgcutive disk blocks
under fragmentation. Finally, we decided that it is not fidlesto implement a pre-fetch
algorithm that uses the idle connection to retrieve diskkdahat may be used next.

The prototype implementation consists of three differeartg device driver, con-
troller, and disk emulator. As described in section 3, thetler is an application
software that runs in user-mode and is responsible for nfdBed/NATA functionality.
We will implement the disk emulator on Windows Mobile enviroent to be able to
use PDAs and mobile phones as WATA disks. Therefore, we doeed any type of
new hardware to implement the prototype system.
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Performance is mostly dependent to the physical medium ecéed. It is impos-
sible to retrieve disk blocks faster than the physical mexdillows. However, by using
buffering techniques, the actual user experience will lbseclto a regular disk drive
usage when using a standard office application that doeseqatre heavy disk read
access.

7 Conclusion

In this paper, we describe a new wireless storage accesiseatahe and protocol for

wireless devices. The proposal takes the inherent probdémseless connections into
account. Furthermore, we designed the proposed systenasd ttoes not require a
specific wireless air interface. Moreover, it is as portasepossible so that it can be
implemented on almost all operating systems. Finally, yiséesn also supports encryp-
tion to provide security of data stored in WATA devices.
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