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This paper suggests an XML-based configuration management for mitigating information assurance
vulnerability. Once an information assurance vulnerability notice is given for a system, it is important for
reducing massive system engineering efforts for configuration management. When multiple systems are
updated by security patches for mitigating system vulnerability, configuration management based on
system resource is trivial, in order to increase accuracy, efficiency and effectiveness of software processes.
By employing XML technology, we can achieve seamless and efficient configuration management between
heterogeneous system format as well as data formats in analysing and exchanging the pertinent information
for information assurance vulnerability. Thus, when a system is updated to improve system vulnerability,
the proposed XML-based configuration management mechanism refers to the system resource information
and analyse the security model and posture of affected sustained system and minimize the propagated
negative impact. Then, an executable architecture for implementation to verify the proposed scheme and

algorithm and testing environment is presented to mitigate vulnerable systems for sustained system.

1 INTRODUCTION

In a sustained system, configuration management
efforts toward software process management are
required for decision-making(Arnold, 1993). For
applying new vulnerability requirements for system
security, configuration management should be
considered prior to system implementation for
minimizing the negative impact to another system.
If security requirement has an ongoing feature to be
considered, even after implementing the change,
configuration management efforts for system
security are still required for continued decision-
making.

With a given changing requirement, a System
Engineer and an Information Assurance (IA)
Engineer should be involved in the configuration
management process. In the case of large-scale and
globally deployed systems, engineering evaluations
for configuration management rely upon the test
results of developmental laboratories. Configuration
management on the system interfaces is dependent
upon knowledge about interface details based on
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system resource information. If changing security
requirement is not a one-time request, it is necessary
to involve engineers for continued analysis with
more objective evidence from the system resource
and build a stronger foundation(MIL, 1997)

In this paper, as an applicable security
requirement, we focus on information assurance
vulnerability(DoD, 2004). This security requirement
is an appropriate example of an applied to entire
systems on an ongoing basis(Yoo, 2004). We
present a globally deployed US health system (see
Figure 1 for example) and suggest an approach to
handle the above issues.

Even though System Engineers have sufficient
knowledge on each system resource, it will be very
difficult to trace all the detailed records on the
system engineering efforts during the impact
analysis for configuration management. Thus, this
paper suggests a resource-aware configuration
management process, which is a good vehicle for
improving the efficiency of the impact analysis by
managing the security information systematically
during the process for configuration management.
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Information Assurance Vulnerability Requirement

et i1.3.1

i

* A has a large number of external system interfaces
that have not been shown

Figure 1: Sustained System Architecture affected by
Information Assurance Vulnerability

More specifically, we propose using the
extensible markup language (XML) to conduct
resource aware configuration management for
mitigating information assurance vulnerability.
XML is widely accepted as a standard for an
information exchange on the World Wide Web(W3C,
2000). Accordingly, a resource-aware information
model using XML for security in sustained systems
has been developed, using offline documentation.
However, this scheme is still a labor-intensive
procedure.

This approach is based on XML representation,
with improving the configuration management for
information assurance vulnerability with applying
security notice. The analysis uses a case study in
the globally deployed US health systems, which
were analyzed manually by System Engineers. An
efficient scheme based on resource-aware
configuration management scheme using XML is
discussed.

2 BACKGROUND AND PROBLEM
STATEMENTS

The system shown in Figure 1 is a world wide
deployed health system involving eight sub-systems,
A through H. The configuration management is
essential for good decision support. As an example,
Table 2 shows us the system resource information
for decision-making whether or not given notice is
applicable.
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Table 1: System Resource Information

os DB Web De_velop Tool JVM
Applica ing &
tion Lang. JRE
A 0s-1 DB-1 IE-1 LG-1 T-1 131
B 0S-2 DB-2 IE-2 LG-2 N/A 132
[} 0s-1 DB-3 IE-3 LG-3 N/A 1.4
D 0Ss-4 DB-3 IE-1 LG-1 T-3 1.3.2
E 0S-2 DB-2 IE-4 LG-3 N/A 131
F 0Ss-5 DB-5 IE-3 LG-4 N/A 133
G 0Ss-3 DB-4 IE-3 LG-5 T-4 1.4
H 0S-2 DB-2 IE-2 LG-4 T-3 1.2

Also, as some resource information may exist
without  specification gathered, gathering
specification and verifying it with comparison of the
current status is another difficult problem to specify
the Engineering Change Proposal (ECP) for
Configuration Management (CM), as a common
vehicle for final decision making. Figure 2 shows
us the response policy and process of A
vulnerability for applicability.
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Figure 2: 1A vulnerability Response Policy and Process

Despite the recommendations of the process for
conducting configuration management process
results using site information, relevant difficulties
exist. This poses several questions for System
Engineers and IA Engineers that are responsible for
supporting  configuration management in the
presence of 1A wvulnerability: 1) How to
communicate each other between systems for
effective configuration management? 2) How can
we track the status of updating specifications of
CM? 3) How can we minimize efforts for CM? 4)
How to increase the accuracy of configuration
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management decision? 5) Is there any simple and
powerful way to follow for configuration
management?

3 XML-BASED RESOURCE
INFORMATION DESCRIPTION

In this paper, we propose an XML-based
representation of gathered specification.
<% version="1.0" encoding="UTF8"?> <2 version="1.0" encoding="UTF8"2>>
<CERT id="test1"> <ECPid="test2"™>
<header> <header>
<notice id="2003-A-0014"></natice> <notice id=""></natice>
<opic-Muitiple Vulrerabilities in Microsoft [E</topic> <Gitle>ECP Iniiation Subrital Form<fitle>
</header> <fheader>
targets=""> <information A="*>
<link>Mcrosoft Advisory ME0B-040<lirkt> <Dete Submitec=">11/17/06</Dete>
i i <Propased Title="">CERT IAVB </Proposed>
<link2>CERT OC</link2> <Description><para>CERT ...</para></Description>
<Reason forchange="">Vullnerability..</Reason>
<linkG>Secrity Foos<inG> <Proposed Pricrity=">3</Proposec
it fiSOri itical="">No</IM>
reforence> <Delivery Order=">Cortract Nuber. <Delivery>
<assessirent> <Informetion Systen">B</Information>
<priority>High</pricrity> WWW
lezse><cit <y pe> ype>
<16y ><late<release> <Prese>3</Prese>
suspense= y Y @agiug:e:wom
<monteOctoberdi 21<icay><cate> <0OTS Used=">No</COTS>
</admﬁwge.m>m o<k <Table Upcated=">No</Table>
I year>2003</year> <Hardware Changed="">No</Hardware>
<monDecertber</onth><cy>15</cay> <Interface Expected=">No</Interface>
<Idate></compliance> <Migration Potential="">No</Migration>
<fassessent> <Relevant ECP="">No</Relevant>
<summery> <finformation>
“This |AVA notice addresses two drical . <Initiator>
<pare> <lpara> s
<technical overview=""> <Phone>123-345-6789</Phane>
<pare>Achergehes been ek tothe ey IE...<fare> <G STy il B>
<tectrical> <Organization>Agency<(Orgenization>
awdnerable systems="> <PO>
<operating system=""> <Technical POC=""><Name>Noah Yoo</Name>
<osL>window XP Professional </os1> <Phone>087-664-4321</Phne>
<os2>window XP Horre Edition</os2> <Emeil>Noah. Yoo@cormpany. com</Eneil>
<csPwindow Millerium</cs3> <Organization>Compeny</Organization>
<osA>window 2000</as4> N
CEWIoW B> it
<osBindowNT 4.0 SPEAS/s> ing g
dmgmmmzm«osb List1>CERT-1AVB 2003-B0007<List1>
<List2>MS Security Bulletin MS03-041</List2>
wmamimm:"‘> <List3>\ineraility Notioe 838572</List3>
<iel>IE5 01<fiel> <List4>CERT Advisory CA-2003-27</List4>
<eIEB 52> LS Develgaylest Pl s>
s gt |
i . st jineering Analysis s
IR0 for windowserver 2000168 o e eoprmental Test Planand ResutLists>
</Supporting>
ﬁy‘i@ A Ipacs=">
ey <Model Sectrity=">No</Madel>
<Aineratie> <Posture Seaurity="">Yes</Posture>
Spetch for
<attachedVED3 040 information<i PPNy
e <HIPAASNOHIPAA>
<NA>
</ECP>

Figure 3: Vulnerability Notice XML and ECP XML for
CM

Figure 3 is an example of demonstrating a
specification described with XML format. In the
column, an example of 1A vulnerability information
is given, and the ECP submittal form based on XML
representation is given in the right column. Using
proposed lightweight XML representation; we
generate a simple, powerful, and customized model
for enhancing the model for configuration
management for mitigating 1A vulnerability.
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4 RESOURCE-AWARE
CONFIGURATION
MANAGEMENT STEPS

We can observe each step smoothly processed based
on XML DOM tree(W3C, 2000). Strengthening the
security model and security posture is possible using
a proposed model. Furthermore, we upgrade and
customize system resource information as the
resource ontology. The full version of this research
had detailed information about resource information.
If we use updating resource information, it is
possible for us to describe the security accreditation
boundary more clearly and realistically by applying
the workstation level information.
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Figure 4: XML-Based CM Steps

Figure 4 is a graph based on architecture design
similar to that shown previously. The root node is
described as a monitor and the hierarchical
information as a tree. A leaf is a user level or
changing status. In other words, using DOM tree
representation, an information entity holding
vulnerability information and changing information
on configuration management is represented as the
same model.

Through comparing the previous DOM tree and
current version, we recognize which elements of the
security profile information are changed. As an
input, given user security user information and
security log files are used. While comparing the
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XML DOM tree, we need to check the changing
status like the steps (9-10) in Figure 4.

5 IMPLEMENTING PLAN

We describe the implementation plan to verify our
proposed model and scheme. The Windows system
is considered as the underlying hardware
environment due to its pervasiveness and we also
consider various commercial tools and reliable
shareware utilities are planned for installation as the
software environment.
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Figure 5: Executable Architecture-based Implementation

For example, we are considering the FirstACT for a
virtual user generation and a script programming
using Python for an interface between each software
components.

In Figure 5, the input artifacts are extracted and are
converted to XML. Once the proposed software
component in the 1A vulnerability system converts
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XML to DOM, the main configuration management
process is preceded. The Graphical User Interface is
shown as well.

6 CONCLUSIONS AND FUTURE
WORK

In this paper, we consider the new issues rose by the
configuration management based on resource aware
information for 1A vulnerability in a large scaled
sustained system safety. We proposed a customized
process by monitoring 1AV using XML for
enhancing impact analysis and presented a scheme
for mitigating potential security vulnerability.
Through an example of a health system, we address
processes to apply information assurance
vulnerability notice for system safety.

The ideas presented in this paper were being
developed in the context of the XML desktop
system and setup implementation for verifying the
data. We plan to experiment with our architecture
for applying performance evaluations as well in the
near future. It is very desirable to implement a
simulation system integrated with various change
perspectives.
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