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Abstract: Protocols and applications could profit of quantum cryptography to secure communications. The applications
of quantum cryptography are linked to telecommunication services that require very high level of security
such as bank transactions.

The aim of this paper is to present the possibility to use quantum cryptography in critical financial transactions,
to analyse the use of quantum key distribution within IPSEC to secure these transactions and to present the
estimated performances of this solution.

After having introduced basic concepts in quantum cryptography, we describe a scenario of using quantum
key distribution in bank transactions in Switzerland. Then, we propose a solution that integrate quantum
key distribution into IPSEC. A performance analysis is done to demonstrate the operational feasibility of this
solution.

1 INTRODUCTION 2 QUANTUM CRYPTOGRAPHY

K G o i FOR BANKS AND FINANCIAL
Banks and financial establishments need to secure ESTABLISHMENTS

transaction and communication between them and

their clients. In fact, everyday thousand of million _ o ,
dollars transactions are performed between bankS_Nowadays, Banks and financial institutions use either
This transmission must be secure and need to satisfySyMmetric cryptography or asymmetric cryptography.
security requirement such as authentication, confiden-B0th techniques, as proved above, are not uncondi-

tiality and integrity. Quantum cryptography could be tionally secure. So transactions could be corrupted
use(i in this 203{93, to offer zﬁm%diﬂo’,’m secure and altered without the awareness of the bank. This

communication. constitutes a serious danger because criminals and
The next section presents a scenario for quantumma"CiOUS o_rga_mizations qould p_rofit pf the. breach to
cryptography application to secure bank transaction stea! and highjack. Secu'nng critical financial transac-
over Internet and Intranet architectures. Then, we 0N is mandatory and will be more and more neces-
prove the feasibility of the use of quantum cryptog- S&ry to master economical crime.
raphy within the framework of IPsec. .
Quantum cryptography could be applied to IP Se- 2.1 Quantum Cryptography solution
curity protocol (IPsec) [RFC 2401]. This protocol is
related to a collection of standards that was designedTo ensure maximum security, we need to maximize
specifically to create secure end-to-end secure con-the security in each field such as storage, generation,
nections. The standard was developed by the Internetprocessing and transmission of data. In this para-
Engineering Task Force (IETF) to secure communi- graph, we will focus on securing transmissions. The
cations over both public and private networks. transmissions are either from bank building to another
bank building of the same company, from cash dis-
penser to bank and from a bank to another. The dif-
ference resides in the distance, the degree of security
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required and the duration and the quantity of infor- 2.2 Example of a bank scenario
mation to send. Quantum cryptography ensures the
unconditional security of transmission and the aware- In this paragraph, we present a scenario of quantum
ness if an eavesdropper tries to intercept or modify cryptography implementation in Switzerland (small
the content of the transmission. Quantum cryptog- country size). The bank company is called Swiss
raphy aims exploiting the laws of quantum physics Bank (SB). We assume that each bank have a head
in order to carry out a cryptographic task. The un- quarter in every Canton. A main data base is located
certainty relations of Heisenberg can in particular be in Zurich and every head quarter bank has to commu-
exploited to implement communication channels that nicate all transaction to the data base in Zurich. SB
cannot be passively - i.e. without disturbance of the installs optic fiber between some head quarters in or-
transmission - eavesdropped. Its legitimate users cander to create a "private” quantum network (Figure 1).
detect eavesdropping, no matter what technology is At least, each head quarter has a quantum cryptogra-
available to the spy (Bennet1984; Gisin2002). phy receiver/sender. In order to reduce the volume of
The power of quantum cryptography lies primarily exchanged data every 6 hours all head quarters send
in the fact that the keys distributed on the quantum data about transaction to Zurich (6h30, 12h30, 18h30
channel are invulnerable to eavesdropping and canand Oh30).
be guaranteed without assumptions on the comput- The steps are the following:
ing power of an eavesdropper (Mayers1998; L01999). All head quarters gather all transactions realized in
Banks can actually use quantum cryptography at leastthe Canton. Bank head quarter located in the far-
in two of the three types of transaction: bank build- thest Cantons from Zurich sends their adjacent can-
ing to another bank building of the same bank com- ton. For instance, Lugano’s SB head quarter sends
pany or/and cash dispenser to the bank. In fact, we as-data to Bellinzona, Poschiavo sends to Brigue... us-
sume that the distance connecting two bank buildings ing quantum cryptography. These "nodes” has to wait
in less than 100 km. So, the use of quantum cryptog- until all adjacent cantons send have finished sending
raphy based on optical fiber is possible (IdQuan2004). data (or time-out) then decrypt data and send them
In this case, either a big amount of data could be ex- to the following BS head quarter according to a list.
change or a tiny amount of data that could be transmit- Finally, the nearest and direct linked to Zurich head
ted frequently between bank buildings. Transmission quarters (Winterthur, Zoug, St-Gall, Coire...) ex-
from cash dispenser to banks (if the cash dispenser ischange keys and communicate in a secure way using
not in the bank) can also be done using quantum cryp- quantum cryptography.
tography based on optical fiber. In fact, the danger is  Every head quarter (say H) has two different lists.
that a malicious person could intercept the communi- Reception list: it is a list of all the head quarters that
cations between the bank and the cash dispenser andend data to H. Send List: usually it contains only one
modify them like for instance credit some bank ac- head quarter (the nearest to Zurich) but for availability
count or change the identification of debited account. purpose it contains 2 BS head quarters.
Transaction, using quantum cryptography, would be  Example of such lists (for Bellinzona):
at that moment unconditionally secure and no one can

intercept them. Here we ensure the integrity and the Reception list| Send list

confidentiality of the transmitted data. Lugano Coire
St-Moriz

SUISSE | ALLEMAGNE Ascona

Lac de
Constance

oy The possible cost of such scenario is:

The optical fiber total length: about 2000 Km

St-Gall

IEUR I Number of quantum cryptography station: (twice the
Neuchétel SN ERICHE number of links) about 80

The cost of optical fiber per meter = 6 CHF
olh ik The cost of 2 quantum cryptography station = 150,000
Lausanne, 8 i CHF
; e P The total cost of the scenario is 12000000 + 6000000
=18 Million CHF 12 Million Euros.

Martignye—® \erbler

FRANGE Matterhom A& Mot Rosa LUgEN0 Cime 4& So the price to ensure an unconditional secure trans-
AMont Blarc e T mission is about 12 Million Euros.
o BN This cost is huge but if we estimate the prestige gain

(in the image, the reputation and in term of confi-
Figure 1: Swiss bank - application of quantum cryptogra- dence) of the bank this expense is justifiable. This
phy long term investment will be beneficial to the bank.
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To apply this solution, we need to use algorithms
and protocols. IPsec could support the use of quan-
tum cryptography. We present the feasibility and the
theoretical performances of such application.

3 SEQKEIP OPERATING MODE

As IPsec uses classical cryptography to secure com-
munication, in this paragraph, we propose to use
guantum cryptography to replace the classical cryp-
tographic protocols used for symmetric distribution.

Using QKD in IPsec has already been proposed
and implemented by Elliot of BBN technologies (EI-
liott2002). It proposes the idea of using QKD in IPsec
as Key generator for AES. In 2003, BBN technologies
describes the possibility of integrating QKD within
the standard IKE (Elliott2003) and announces some
concerns linked to the compatibility of QKD with
IKE. In our paper, we propose a QKD solution for
IPsec called SEQKEIP that is not based on IKE but
on ISAKMP. Using this method, we avoid the prob-
lem of compatibility between IKE and QKD.

The idea is to stick to the traditional IPsec and the
Internet Security Association and Key management
Protocol (ISAKMP). In fact, ISAKMP does not im-
pose any condition to is the negotiation mechanisms
or to the SAs parameters. To use quantum cryptog-
raphy with IPsec we have simply to define the two
phases described above. We create a Secure Quar
tum Key Exchange Internet Protocol (SeQKEIP). The
SeQKEIP like IKE uses ISAKMP mechanisms and
takes advantage of quantum cryptography in order to
build a practical protocol.

SeQKEIP runs nearly like the IKE. It includes
3 phases: the phase 1 for the negotiation of the
ISAKMP SA, phase 2 for the negotiation of SA and
we add a phase called "phase 0” in which Alice
and Bob will share the first secret key. There are
only three modes in SeQKEIP: Quantum Mode, Main
Mode and Quick mode. Quantum mode is the quan-
tum cryptography key exchange in the phase 0. Main
Mode is used during the phase 1 and Quick Mode is
an exchange in phase 2. Both the Main Mode and the
Quick Mode are nearly the same of those in IKE.

Phase 0: Key exchange - Quantum Mode
This phase is the beginning of the secure exchange
using quantum cryptography. After, these exchange

rameters discussed in the phase 1 constitute the Se-
QKEIP attribute. The method to authenticate is
the pre-shared secret (the secret key exchanged with
Quantum Key Exchange method). Contrarily to IKE,
SeQKEIP do not define DH groups and do not need
to use digital signature nor digital certificates (Figure
2). No cryptographic key are generated in this phase.
The first exchanged key is used to encipher packets
and to authenticate users.

Prrpoatiog Setion
ZLES LES
SHA1 jiFi B} ITE:S
—’ SHA-L
Mg onof IKE partreas
—
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Figure 2: Message exchanged during the first phase

After the phase 0 and the phase 1, both sender and
receiver will have the following information:

Shared secret key This key is generated during th
phase 0 with Quantum Key ex
change mechanism. The secr
key is used to authenticate use
and to encrypt packet.

The encryption algorithm is ap
plied to the phase 2 (negotig
tion of SA parameters). The a
gorithm could be 3DES, DES
AES. But, if we want to have
the maximum security, we hav
to use One-Time-Pad functio
(OTP).

The hash function will give the
opportunity to the sender an
the receiver to check the in
tegrity of the message and th
authentication of the correspot
dents.

Encryption algo-
_rithm

1Y

Hash function

o

n

Note that the phase 0 and the phase 1 are totally
independent and could be done at the same time. We
need the secret key only from the phase 2.

Phase 2: Negotiation of SA - Quick Mode
As in IKE, the exchanged messages in phase 2 are

both the sender and the receiver share a secret keyprotected in authentication and confidentiality by the

This key constitutes the pre-shared secret in IKE
mechanism.

Phase 1: Negotiation of ISAKMP SA - Main Mode
During this phase, the cryptographic algorithm and
the hash function are negotiated. Only the two pa-
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negotiated parameters of the phase 1 and phase 0. The
authentication is guaranteed by the addition of the
HASH block after the ISAKMP header and the con-
fidentiality is ensured by the encryption of the whole
message blocks. The aim of this phase is to nego-
tiate the SA. i.e. to negotiate the "IPsec” parame-
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ters. The SA parameters are (Mason2002): Desti- the message and the key and then send the result). We
nation address, Security Parameter Index (SPI), theneed to exchange key for every packet. The weakness
security mechanism (AH or ESP) and encryption & of this solution resides in the time needed to exchange
Hash function, the session key and additional attribute the key. The total bit rate is highly affected due to this
like the lifetime of SA. problem but as the quantum cryptography technology

For SeQKEIP, to extend security, we can use One- is progressing, this issue will soon be solved.
Time-Pad encryption function. The first exchanged There are two possibilities. The first case is to
key, in this case, will have the length of the message. exchange the key and distillation using the quantum
We do not need thus any encryption algorithm for SA. channel (Time division multiplexing). The other is to
We still need a Hash function to verify the integrity of exchange only the key over the quantum channel and
the data. The run of IPsec could be modified in order all the other data over the public channel (Figure 4).
to use one-time-pad function.

In the beginning (Figure 3), the phase 0 and the

phase 1 start (1&2). After these two phases the para- LoD KD

meters of the protocol are fixed. In (3), we will use a = B2

key exchanged thanks to quantum cryptography. This T T

key will be used either as a SeSSION Key (4) OF INThE | ot uern i s s seests s s subie chomnet sy o

one-time-pad function (4°).
H——1 a2l & 2

it {H

Case L-bikey exchange and distillation over the guantum channel (public
channel transmission tim e is greates than the quantum channel time)

ISAEMP SA

M, H, H
B

Case2-a only key exchange is over the quantum channel (public channel
transmission time is greater than the quantum channel time)

@ O @]

Quantum Key
Exchange

SA (we f OTP)

4 D o o o

Case 2-b: only key exchange is over the quantum channel (quantum channel
transmission time is greater than the public channeltime)

TPsec with session key chring
a shout period (until the end of
the Quantum key exchange).

One-Time-Pad
(OTP) fudion Figure 4: the two cases of using totally quantum cryptogra-
phy in IPsec

K: the duration to exchange the quantum key
D: the duration of key distillation
Figure 3: Functioning of IPsec with Quantum Cryptography  T: the duration of transmitting the message

1-first solution:

In (4), we use traditional symmetric cryptography  Inthis case, we propose to use the quantum channel
algorithms to exchange data. The IPsec packets areto exchange the key and for distillation. There are two
the same as without the use of quantum cryptography.possibilities: K+D is greater than T (K+BT) and
The session key, therefore, is exchanged using quanK+D is less or equal to T (K+BT).
tum key exchange. The lifetime duration of the ses-  The effectivenesd)j of this solution is given by ¢
sion key is very short and it is equal to the time needed represents the difference between the use of quantum
to exchange the secret key using quantum cryptogra-cryptography and the use of unenciphered transmis-
phy. This solution is a transition solution to the (4’)  sion):

In (4"), we use quantum cryptography concepts to-
tally. The idea is to shift completely to the uncon- & K+D>T
ditional secure functions .i.e. quantum key exchange If K+D>T then
and one-time-pad function. After fixing the SA para-

meters, the "session” keys length will be of the size , _ T'xN
the data in the IPsec packet. Then, itis possibletouse” (K +D)+T x N+ (N —-1)x (K+ D) —T)
one-time-pad function (simply perform an XOR of Q)
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Where N is the number of packet.

T x N
(K4+D)+TXxN-—-(N—-1)xT+ (K+ D) x (N —1)
@

Finally, after simplification:

Tx N

9:T+ucuan 3
If N is very large (infinite) 0 is equal to:
) T
M= D @

Example 1 Traditionally, the size of MTU (Maximum
Transmission Unit) is 1500 bytes (i.e. 12 Kbits); we

suppose that the unprotected header size is 250 bytes,
so we have to secure 1250 bytes i.e. 10 Kbits. There-0 = " g

fore, the key length will be 10Kbits if we want to use
One-Time-Pad function. The flow rate to exchange
the key is 1 MBit/s and about 100 MBit/s to exchange
normal data on optical fiber. We suppose that we
have an Internet connection of 1 Mbit/s. As the error
rate for exchanging quantum key is normally 50%, we
need to exchange 20 Kbits in order to get 10Kbits of
key length. We estimate the distillation data to be 40

Kbits. The time to XOR data with the key is neglected.

Having the previous assumption:

K =20/1000=0.02 s

D =40/100000 = 0.0004 s

And T =12/1000=0.012 s

In this case, K+D (20.4 ms) is greater than T (12
ms). The effectivenegswhen the number of packet
N is infinite (4) is equal to 120/204 60 % of the total
performance.

NB: if we have a faster Internet connection, say
10Mbit/s, the effectivenes8 given by (4) will be
equal to 6 % of the total performance. In this case,

the use of SeQKEIP is useless if we see only the per-

So, in this case, there is no difference in the per-
formance between using SeQKEIP and IP. The addi-
tional time cost induced by the use of quantum cryp-
tography is negligible.

2-second solution

The quantum channel is used only to exchange the
key. The distillation is done over the public channel.
There are also two possibilities depending on the time
needed to exchange the key and, on the other hand, the
time to validate and send the message.

We take the same notation as previous:

K: the duration to exchange the quantum key

D: the duration of the key distillation

T: the duration of transmitting the message

So, we distinguish two scenarios: whernKD+T
and K<T+D.

a- K> D+T
If K>T+D then

Tx N
(T+D)xN+(N-1)x(K—-(D+1T))

)
And, after simplification:
TxN
0_(T+D)+K><N ®)
if N is very large (infinite) ¢ is equal to:
N 0= )

Example 2 We take the same parameters as in the
"NB” the previous example (10 Mbit/s for the Internet
connection, 1Mbit/s to exchange the quantum key).
Having the previous assumption:

K =20/1000=0.02 s

D =40/10000 = 0.004 s

And T =12/10000 =0.0012 s

In this case, K (20 ms) is greater than T +V (42 ms).
The effectivenegkif the number of packet N is infinite
(9) is equal to 12/200 = 6 % of the total performance.

formance. But, as the rate of quantum key exchange The flow rate configuration is the both solutions

is progressing the effectiveness will increase.

b- K+D<T
If K+D <T then
Tx N
 (K+D)+TxN ®)
if N is very large (infinite)§ is equal to:
Jin 0= =1 ®
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gives the same performance rate (6 %) of the whole
performance. To upgrade this rate, the only solution
is to have the K<KT+D in this case and K+IXT in

the previous solution.

b- If K<T+D
If K<T+D then
o — TxN
 K+(T+D)xN
if N is very large (infinite) 0 is equal to:

(10)
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